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AEBSTRACT

This document sets forth the basic recuirements and guidelines
for the preparation of System Safety Erngineering Analysis. It
discusses the philosophy of System Safety and details the various

-——f- analytic rethods available to the engineering profession. Appen-
& dices provide a textbook description of each of the methods. The
5 document is a handbook and should be used as a source of informa-
T tion and guidance.
s KEY WORDS
5y
_“ﬁg System Engineerirg Analysis
£ System Safety Engineering Analyses
- . Fault Tree Analysis
{ g Failure Mode and Effects Analysis
3 ° Gross Hazards Analysis
& = Operations Analysis
% § Fracture Mechanics Analysis
A 3
. z
3 ’ ?:j
‘ L
. w
. v .
B z
4 @
. o
3 u“
s r
¢
D72.

SHEET 2

C—— .. VN AP0? 1414 HFV . RS

omo= T e—— e P — I — — - . N ) I B




USE FOR TYPEWRITTEN MATERIAL ONLY

v MVVEINEL ovrany

NUMBER D2-119062-1

REV LIR

Paragraph

1.0
1.1
1.2
1.3
1.4
1.5

2'0

2.1

3.0

34
3.1.1
3.1.2
3.1.3
3.7.4
3145
3.1.6
3.1.6.1

3.1.6.2

TABLE OF CONTENTS

Abstract and Key Words
Table of Contents
List of Figures
Preface

SECTION I - INTRODUCTION

Introduction

Purpose

Scope

Objectives

System Safety Analysis Philosophy

NASA Safety Direction

SECTION IT ~ SELECTION OF METHOD

Selecticn of Method

Method Selection Matrix

SECTION ITI - DATA INPUTS

Data Inputs

Types of Data

System Function and Description
System Environment

Fajilure Data

System Simulation Dats

Other Studies

Sources of Data

- Deto Generating Organizations

Dala £ ring Orcanizations

2-1

2-5

31
3-1

3-2
3-3
3.3
33
33
36

SHEET 3

Peee e e

[ P

Tl



.
N
PR,
2
!
2.
T
¥
=
=
- *"

'
TS
wen T

_. .
":J S :M‘!"l

(AT TR

b4
USE FOR TYPEWRITTEN MATERIAL ONLY

NUMBER D2-119062-1
ve ATMDEINESF commany REV LIR
Paragraph Page
SECTION IV - ANALYTICAL METHODS

4.0 Analytical Methods 4-1
41 Gross Hazards Analysis L=2
A Summary Description of Technique 4=2
4e1.2 Applications of Gross Hazards Analysis 4-2
bele2.1 Priorities and Ground Rules 4=2
hele2e2 Design Control Criteria 4=3
4e1.2.3 Implementation 4~3
4.1.3 Input Data Required for Gross Hazards Analysis 4=3
Leldd Gross Hazards Analysis Procedure 4=3
42 Operations Safety Analysis 4=5
4e2e1 Summary Description of Technique 4=5
42,2 Application of Operations Szfety Analysis 4=5
Le2.3 Input Data Required for Operations Safety Analysis 4=5
Le244, Operations Safety Analysis Procedure 4=5
Le2.de Operations and Test Safety Analysis (OSA-I) 4=5
Le2udia2 Operations Safety Research (0SA-IT) 4=~6
heR.443 Human Error Prediction Techniques 4~6
4e3 Fault Tree Analysis 4=7
4e3e1 Summary Description of Technique &=7
4e3.2 Applications of Fault Tree 4-9

" 4e3.3 Input Data Requirements for Fault Tree Analysis 4L=9
4.3.3.1 System Functicn and Description 4=9
4e3.3.2 System Environment 4=10
4.3.3.3 Failure Data 4-10
Le3.344 Other Studies 4=11
Le3.d Fault Tree Procedure 4~12

SHEET 4

Pt e B o N o etae
¥ i B B R A e s

RS X

e g o, o L T



iy
SR

. s,"’ﬁmf';

P, BT P g el

T

USE FOR TYPEWRITTEN MATERIAL ONLY

THE B”E’”G COMPANY

NUMBER D2-119062-1

REV LIR

Paragraph

bl

R
boke?2
bok.3
bodod
R
bodoha?
bholoadad
bododods
bobndes
bobebieb
bhobada
bobedaa
AR R
bhoboaha723
boboolaTods
bobeda.5
W
holehs9
4.5

4541

40502
445.3
hedod

SECTION IV - ANALYTICAL METHODS (Continued)
Fracture Mechanics Assessment
Summary Description of Techniques
Application of Fracture Mechanics Assessment
Input Data Requirements for Fracture Mechanics
Summary Descriptién of Fracture Mechanics Assessment
Critical Flaw Sizes
Failure Mode Analysis
Allowable Stress Intensities
Allowable Flaws
Design Deviations.
Nondestructive Inspection
Proof Test Procedures
Test Temperature
Test Fluids
Pressurization and Hold Times
Depressurization Time
Multiple Cycles
Combined Loads
Proof Test Inspection
Failure Mode, Effects, and Criticality Analysis
Summary Description of Technique
Application of FMECA
Input Data for FMECA

Procedure for FMECA

Page

4~20
4~20

4zt
4-21

422
4-22
4-22
4-22
4=23
4=24
4~24
L=24
424,
4=24
425
4-25
4=25
425
426
4=27
427
427
4=27
=27

SHEET 5

U .

P tbiane O v, € B

4 s At Yt i
k4

L e
P S S

Bai e o,

£,

!

e

ety i < ey .
RN R s s I o M S o, o




- \ * . e
1§ '
; NUMBER D2-119062-1 .
e BVCTLEINEL cornany REV LIR ig
Y
—_—= ’ Paragraph Page }!ﬁ
SECTION V - REFERENCES 282 R
§ 5.0 References 5-1 L
& i
: SECTION VI - DEFINITIONS g
RB‘At ')g
5 6.0 Definitions 6-1 ‘ 4 é
i
Vs l ‘f':
r Appendices { -
& *,f
: Appendix A Gross Hazards Analysis A-001 ; ?
4 Appendix B Operations Satety Analysis B-001 %
ey ! X
% Appendix C  Fault Tree Analysis C-001 25
ks Appendix D  Fracture Mechanics Assessment D-001 %
~x o ‘
3 Appendix E Failure Mode, Effect and E-001
. 2 Criticality Analysis
3 z
L Limitations 1001
x
- E Active Sheet Record 1002
- s
b % Revisions 1005
% o
LS -
) o
4 2
¥ w
-‘ 5
*:é
.,‘j%::'
!‘5{
-
‘M%‘
A7
“ )
-
§
SHLEY 6



ﬁ“&}q. PSR PR ..ru.'r:-v- . — - e P - - - . .o
NUMBER D2-119062-1
i BBGEING conmns ‘ REV LR

g AL R,

>

LIST OF FIGURES

w2
&
&
¥
&
F3
%
b

Figure Title Section Page

2-1 Study Areas 2 2-6
3-10

o 31 Input Data Requirements

o ETRHE I 3 T At W e e

P 4=1 Example Of A System 4=15

4=2 Simple Fault Tree 4=16

N

& 43 Expanded Fault Tree 4-18

b e i 0 e S My B O o527

e
(I

o e.“if.?s:"

.
e

P

T

USE FOR TYPEWMEN MATERIAL ONLY

Fediaimt p oo S

N

SHEET 7



[

A}

..
Yoo .ET/"'A‘:.:'A?./.‘; CrWIRANY RFV L]R

>
i
¥ P4
Ed o
2
L <
: a
- w
1, -
N <
P P
o z
v %)
-
¥ ’ -
x
A F
5 b
¢ >
3 -
[ 1
O
w
- w
— b
! o
L
l‘!’..
-
4
£
£
¥
b3
B
y

This document, developed for the Director of Safety (KSC-SF)
+«t the John F. Kennedy Spuce Center, is i« handbook for the
preperivion of System Safely En-zineering Analyses. It pro-
vides o general overview oi system eleuents which are possibtle
s:z/ezts for systen safety studies, wnd suggestis recormended
rsthods of analyeis for the various study ereas and types of
szTety problems that may arice., The kind and ferm of outpus
cz*: .né infermution which salety situdies shouwld previis zre
identified., Section 4 provides a summary of the bazic mszic!
of wnnlysis wnd assessment; these discussions wre awpplilierl In
the appendices for those who require more detall regaraing
suituble applications, data requiremenis, background wnd theory
ol cach nethed, and the type of conclusions that each methed is
capable of providing. OCredit for much of the materiel in this
handbook is due the authors of the references in Section 3,
since these provided much of the information contzired herein,
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1.2

JIRTRODUCTION

Engineering development of' ;v system requires systematic
identificatien and solution of salety protlems whi:™ -rise
from huzard potentials in ihe system., This prowu o . <ati-
ficution and solution irequently requires syst puiel,

. engineering unalysis of specific syeiems and furctinns, There

are a variety of methoas und techniques that ha"e been develcoped
for, or are particularly apt to system safety study. These
techniques enablc the puricrusnce ol system s.lety engineering
anulyses,und when integrated with tot:l system engineerinsg,
contribute to equipment designs and operations which ssiisly
system safety requirements without compromising total systen
performance, .

PURPOSE

The purpose of this documcnt is to guide engineerirg specleilzns

in the conduct of system safety engineering studics, and ¢
provide criteria for the control of such studies in a cost
effective manner,

In many projects, lack of e=zrly plarning of system scfety is

the principal reason {or the lack of true cost effectiveness

in system safety. Historically new systems have been conceived
for u primary mission and excluded secondary consiceraticns such
as safety,and reliability, There is generally little or no
budgetary -consideration given to the safety aspect of systecs,
engineering in the conceptual stage. During the developrentsl
and early operational phase most safety problexs ocour and zre
solt :d by "brinkmanship". That is, allowing them %o tezcze
rotentially serious problews, and then forging & fix for each.

‘This approach lacks the unity of .oncept fundwmental to good

cost effectiveness.

Safety engineering after-~the-fact proves to be costly, issues
become confused and often the fix is abandoned due to trzde-ofls
against schedule impact., This pendulum of unmodulated under-
awareness to the problem and over-reaction czn te centrolled tv
the application of' sound systems safecty engineering curinb the

‘conceptual or development“l phase.

SCOPE

This document provides a general overview of systex elements
or functions which are possible subjects for sysier sulety

study. It identifies int'ormation and output dutu tret a sulety .

study should provide in order to support ranagezent decisions
with respect to system sarety., Mosi important, it identifies

«d desevibes a variety of’ unalytic techniques which are applic- ©

.Mle to st.ea sulaty pxoh :8e  Fovr coch lechnlgue deseribed,
thapre is a discuseion of .vitqblo applicatiorns, input data
requirezents, operationtl steps in applicution, wnd the kind wni

‘quality of conclusions th:it miy bLe drawn,

SHEEY 11
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1.2

1.3

1.4

1.5

(Continued)

Selected technical references are cited and technical
appendices are included to identify or provide more
detailed information for the user.

OBJECTIVES

The objective of this document is to provide guidelines for
system safety engineering analysis, that will allow NASA to
achieve standardization and uniformity of the overall approach
to "safety" by its various suppo-t contractors.

This document also provides the engineering analyst with a
selection of analytic tools, with instruction in their appiic~
ation, to facilitate the requirement of paragraph 1.5, by use
of the techniques defined in Section 4.

SYSTEM SAFETY ANALYSIS PHILOSOPHY

Operational systems have and continue to have safety deficiencies
inadvertently designed into them. The best way to resolve safety
hazords is to design them out of the system. This may be
ackisved by conduciing a thorough system sufety analysis con-
sileriug the possitle trade-offs between varlous design alter-
natives., The philosophy dictating these analyses usually takes
one of three approaches., The first approach asks the question:
What degree of safety can be achleved from the minimum -~ nse?
The sezond: What maxioum degree of safety can be ac’ for

a preselected expenditure? The third: What minimu- ase is
required to achieve a preselected safety level? Wi « third
approach, caution must be exercised for it is posasi. that the
most effectivu course of action provides a higher level of
safety at a lower expense than the preselected safety level.

Inherent in the role of system safety is the responsibility of
properly identifying and eliminating accident causes before they
occur. It is a fact that behind most accidents there is a

ceuse that can be identified and eliminated.

NASA SAFETY DIRECTION

The Office of Manned Space Flight (OMSF) has issued guidelines
concerning the application of system safety principles to all
manned space flighi progrums., The following is an extract from
¢ letter, Subject: Implementstion and Conduct of NASA System
Safety Activilies, duted Juuy 24, 19€8, and signed by the
Director of Safety (DY):

"This is to communic:ite the desired upproach in the
conduct of system safety activities and to clearly
delineate the results expected.

SHEET 1-2
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PURPOSE
"The purpose of system safety activities (like all
safety activities) is the avoidence uf injury to
- _ people +nd the avoidance of property loss (including
- — flight hardware) to the maximum practical extent,

WSIC APPROACH

"Similar to other NASA esafety activities, system
safety requires a basic approach as follows:

: 1. Know the hazardous characterisiics of the system
(including the total environment). Specifically, this
means hazards to people and property (inc.ading flight
hardware).

Y

2. Eliminate, insofar as nossible, these hazards.
If the hazards cannot be »li._jated, take all practical
steps to control them, These steps include beth hardware
end software considerations,

3. Identify the risks remaining as inhersnt in the
system, its processing and its operation either in (1) normal
modes or (2) out of tolerance modes brought about by failures
ovr combinations of failures. These risks are the risks to
people and property (including flight hardware).

4,
h g

USE FOR TYPEWRITTEN MATERJAL ONLY

Le . Assurv that the knowledge of residual risks identified
is applied to ine programmatic decision-making process.

5. Recognize that the management responsibility for
achieving system saifety flows along program organizational
lines.

6. Be:r in nind tha', the desired results from system
safety activiiies are the minimizin~ of risks to the
maximum practical extent and the application of the know-
led~e of ikese risl.s 1o menagement cecisions, Aiso, assure
an understanding at all management levels es to the risks
telng lucursrad oy tesling, transporting or operating the
system or portions of the systen.

’ all systems processing activities, through conduct of

. SHEET 1-3




————— o s = e

_ NUMBER D2-119062-1
v BVEVEINES ormnre REV LIR

P,

- s o e caatpen

1.5 (Continued)

WHERE SYSTEM SAFETY ACTIVITIES ARE REQGIRED

"System safety activities are required in all NASA space
hardware programs, manned and unmanned, to assure protection
of people and property from system flight hardware effects
from design inception, through all systems processing i
activities, through conduct of the mission and including '
post-mission activities insofar as hazards arising from the :
mission may require.

. -

WHERE SYSTEM SAFETY ACTIVITIES ARE SUGGESTED

"The philosophy, techniques and tools of the system safety

approach are recomrended, as applicable in: complicated

industrial safety situations, complex laboratory operations, s
aircraft research, and other research activities. . !

WHY THE SYSTEM SAFETY APPROACH

"The reason for an org:nized NASA system safety approach
include the following:

1. The complexity of systems, subsystems and components
under extreme and complex conditions of environment and
epplication. The inherent complexity of the NASA flight
hardware systems demands analytical techniques of consiler-
able sophistication in order to achieve problem identifica-
tion and solution.

L4 v
@
USE FOR TYPEWRITTEN MATEKIAL ONLY

2. The need to fix considerzble attention on the safety
considerztions arising out of total systems effects, where
such effects cannot be-discovered when considering portions ;
o the system independently, "t

3. The cubilelties inherent in the dynamic charuzcteristies

- o [STES R RN

of flight hardware systems.

L. The need to assure that the safety aspects of the
mission under normal conditions and under mission failure

conditions are adequste.

5. The need to assure that system safety measures at all
socps leading up wo and after the mission are adequate.

SHEET 1-4 i
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HOW TO IMPLEMENT SYSTEM SAFETY ACTIVITIES
"Successful and, therefore, satisfactory conduct of
system safety activities include the following points
of approach:
1. Personnel assigned in system safety work are to be -
a, Qualified to conduct the work

b. Assigned, exclusively, to the system safety mission

c. Organizationally placed to assure effectiveness.
2. Analytical teczhniques appropriate to the situation are
to be use.
;‘ 3. System safety is to teke advantage of all useful inputs.”
3
£
b HRAR
3
z It is quite obvious from the above quotation that NASA
’ [ management recognizes the need for a systematic analytic
3 approach to system safety engineering., This document attempts
w to formalize the KSC-SF implementaion of the sbove requirements.,
> -
"
b
w
3
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SELECTION OF METHOD .
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SELECTION OF METHOD

The system which confronts the analyst may vary considerably in
complexity from one assessment to the next. Whether the scope

of analysis encompasses an entire manned spaceflight center such
as KSC, or whether it is limited to one componeat such as a valve
or relay, the "system" approach is equally valid. The safe
development and use of a system involves many managerial,
engineering, manufacturing and operational disciplines, regard-
less of whether that system is a complete launch facility or an
individual device used on that facility. Application of the
systems approach assures that the requirements and objectives of
the system "user" will be realized in the safest and most econ-
omical manner the state of technology will allow., The usefulness
of the systems approach increases as the complexity of the problem
to be solved increases. Therefore, KSC Safety management must
select from among the various methods of system analysis available
that which is required to satisfy the safety problem posed.

For example, the question may be asked, "What is the numerical
probability that death will be incurred by operational personnel
during 21l phases of assembly, test and checkout of the Space
Vehicle for Mission X?* Answering that question requires a
complex detailed quantitaiive analysis spanning many facilities
and sgencies,

Another example: A question of quite different character may
be asked of the system safety analyst. "What specific risks

to ecuipment and men must be avoided during the operation of
hypergolic propellant transfer unit, number abe, during Space-
craft loading at the launch facility?" This question is not
only much smaller in scope and complexity, but suggests a qual-
itative analysis, Relative probabilities may be useful for
cesessment formulation and critical risk identification, but
the absolute statistical analysis required to answer the question
in the first example is not necessary or even desiruble because
of the undesirable costs of "over analysis,"

When system srfety engineers are recuired to perform analyses
at the same time that the svstem design is developing, the
system managers may not provide speciiic questions to be
answersi, ouv will 5tiil reguire a complete wcsessmentv of the
level of safety allowed by the proposed design. Maximum

bec.ouse ulternatives and tread-offs can be compared for optimal
su.ety, =nl ihe bect sclution can be incorporcted in the rin 7
system decign without expensive moaification to the completed
system,

SHEET 2-1
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The degree of system design definition available to the analyst
may dictate the method of analysis. It is impossible to con-
struct a Failure Mode and Effects Analysis (FMEA), or much of

a fault tree when only the basic scheme for the system is lmown.
A Gross Hazurds Analysis, as defined in paragroph 4.1, completed
in time may demonstrate that some other design concept is
essential if a high degree of safety is to be obtained. Gross
Hazards Analysis provides a quick method for the system safety
engineer to apply experience from detailed analyses conducted
for other systems which have a reasonable degree of similarity
to the proposed system design concept.

The extent and detail of the safety analysis required early in
the program is largely dependent on the complexity of the system
to be analyzed and the desired accuracy of the answer, and this
will indicate the best analytical method to be used.

The difficulty of matching the size of the analytical effort

to efficiently provide the required visibility of rislk, cen be
solved in successive steps. I sufficient time is =zllowed the
analyst, a preliminary analysis may be conducted to predict the
best znalytical mechod to use for the formal analysis to follow,

The preliminary anzlysis to be performed should at least consicdar:

(1) The coniraatusl or binding system safety requiremeats.
How meccurately must safety be measured? A high degree
of accuracy implies a detailed, quantitative analysis.
Minimm allowzble accident probabilities may be explicit
in the contract.

USE FOR TYPEWRITTEN MATERIAL ONLY

(2) How hazzrdous does the system seem? Does the system
require a large or close man-machine interlace? Are —_
high energies stored in the system? Are weight or structural
criteria such that normal safety factors must be reduced?

Is the system operated in environments for which it was not
designed? Are subsystems required to protect man and -
mochine frez severe snvironrents? Affirmative answers
imply highly hazsrdous sysiems,

(3) What level of technology is required to design and build
the system relutive to ithe state-of-the-ar.? New ideas
«nd w.ys of solving system design problems frequently
imply an unusual element of risk.

SHEET 2-2
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(Continued)

(4) What level of technological skill is required to operate
the completed system relative to estimated present skill
levels of the user? A new type of system which requires
the user to learn new skills, beyond merely acquiring
systems familiarization, implies that he will also need
to be aware of the new risks inherent in the system in
more detail than users who have already mastered the
required skills,

(5) If the user is now operating, or is about to operate, a
finished system, he may specify safety analyses which he
already knows he needs., The specific problems he poses
may dictate the method of analysis to be conducted, either
directly or by inference. If not, compare his stated
safety problems with 1 through 4 above.

The type and character of the safety problems should be form-
ulated and the best method selected which will provide the re-
quired outputs, and will scope the system level for which the
safety problem is formulated.

Finally an assessment of the available data must be made to
determine the possibility of providing the required anslytical
outputs with the method selected (see Section 3). After screening
the methods in such a manner, several methods may still appear

to be practical. The analysis method requiring the least oversll
effort is normally chosen in that case. However, if the analysis
of the immedlate safety problems will point out additional areas
where analysis will be required, then consideration must be

given to using the method which provides a baseline for further
analytical work. This may cause the analyst to recommend a
method which involves a more extensive original analytical .effort
than would otherwise be chosen, so that material savings will be
realized in future safety analyses.

An example of method selection drawn from actual experience
on the Apollo Program is provided beiow:

The combined System Safety organization of NASA, Boeing TIE,
and Bellcom conducted meetings to compile a list of possible
potential accidents in the Apollo program. The accidents were
pricritized on the basis ol program experience, mission crit-
icality and expectations of the likelihood of occurrence. The
top pri~c’:y safety problems centered around the Astronauts
who wers to fly each nanned mission. The analytical problem
Witd . iwm.y Guiinca in qualatotive terms and, in essence, said -
njdentify all hazards whici n.y cause death or injury of
the Flight Crew from the time of entry into the launcn
pui . Pennaly Space Oate s dhrateh 211 followine mission
p%psps includine splashdown and recovery from the Commard
Moi:le of the spuce:r:it.”

SHEET 2-3
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Several methods of analysis could provide hazard identific-
ation, but fewer methods could provide the relative criticalities
of the risks incurred by the Flight Crew as they came within
oy el the area of influence of each hazard. Some means wus required
A to identify those hazards 7or which the prssent riske were

LT acceptable, The ideal metlod would provide numerical prob-
’ abilities of each hazard causing the accident to be avoided,
i namely death or injury to one or more Astronauts, Fault Tree
- (Logic diagram) and Failure Mode, Effects, and Criticality

i Analysis (FMECA) became the candidate methods.

T A review of the available data disclosed that failure date

* - would be very difficult to obtein in the form needed, and
W that in some cases the data sample was very small, This is

e L characteristic of a system for which a low production quantity
is required, such as a research program like Apollo. This
forced the reliance on relative assessments of criticalities
for each hazerd identified. The lack of exacting failure data
indicated that a better perspective of the problem could be
maintained with the Fault Tree method rather than the FMECA
method. The availability of some failure history, equipment
level FMEA's and other types of engineering analyses was con-
sidered to fit into the Fault Tree method better than FMECA.
Further, the analysis team was spread from East Coast to West
Coast and team membership involved several agencies. The Fault
Tree method provided an efficient communication and analysis
management tool. The final considerations were asnalytical
resources and the long term System Safety analysis requirements.

USE FOR TYPEWRITTEN MATERIAL ONLY

The potentlal accident of death to the Asironauts only began
the list of many potential accidents which the user, NASA,
wished to prevent, The utility of the Fault Tree 1n a complex
study area, it's capability to keep pace with the changeability
encountered at this program level and the detail analysis
documentution 1t provides, form an excellent baseline for
future analysis. This baseline allows maximum conservation

of analytical eifort, and thereby minimizes long term manpowsr
requirements, Had the study area been confined to a less
complex syslem, s.y t.e Szaiurn Booster, then the FMECA approazh
may have been selected, particularly when consideration had
been given Yo the an:lyses nlreudy in progress for that level
of system study and the time available to complete the system
sefety anulysis,
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2.1

METHOD SELECTION MATRIX

System safety studies must provide management visibility and
engineering counsel regarding the safe construction and
operation of systems. To accomplish this purpose there are
several types of analysis results, or outputs, which may be
reported singly, or in combinations which are most productive
in terms of safety assurance in a given situation. These are
listed as output requirements cn the matrix on page 2-6.

The method of analysis should be effective for the study area
under consideration from the viewpoint of time, cost, and method
capability. The study areas are listed across the top of the
method selection matrix.

The analysis methods are shown at the intersecting columns and
rows for study areas and output requirements. These are
suggested only as a guide, and use of the matrix should not
replace an assessment of each specific situation.

SHEET 2-5
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3.0
3.1

3.1.1

3.1.2

DATA INPUTS
TYPES OF DATA

The system safety analyst will find that data required to conduct
an analysis of a system are large in quantity and vary consider-
ably. The quantity of data required depends on the size and
complexity of the system to be assessed. However, the types of
data that must be collected for the analysis are predictable.
These types are discussed in the following paragraphs.

System Function and Description

In tne conceptual phase system specifications should be gathered
before the analysis begins. Procurement of the system is con-
trolled by requirement specifications that define the user's objec-
tives, design constraints, and requirements such as conformance to
standards or codes,

In the developmental phese system design drawings must be gathered
as the analysis begins. The most useful of these are system func-
tional logic diasgrams or flow diagrams., In all analyses, great use
is made of system schematics; and in some analyses, module, drawer
and component level schematics are necessary. Installation drawings
are useful when assessirg the possible effects o high energy
release accidents such as high voltage shorts, explosions, and
fires. Installation drawings help in the analyses of accident
control equipment (inerting or water systems) and in assessi-g
emergency egress capabilities. Detail part drawings are usually
not useful except when safety critical components have been identi-
fied in the analy=is. Analyses which are conducted after the
system 1s built r y be expedited by reference to technical manuuls
and operation and maintenance manuals.

System Environment

The system's environment may be determined from requirements
specifications and design constraints. Further environmental
data may be required as the analysis develops, to answer specific
questions about tle e.iects o:i environment on particular portions
of the system, The environment may not be constant in time or
may vary ifron one part of the system to another at any given
point in time. It will te necessary to collect interface data
vhich effects the systen's function rel-tive to sn’e use. Instal-
lation drawings are useful i spatial relationships are pertinent
to failure mode causes or effects, The erergr sources in the
sretem teiry anrlyzed ray not appear to be hazardous until the
other systems in the accident induced environment are known.

SHEET 3-1
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3.1.3  Eallure Data

Whether the analysis is going to be quantitatively evaluated or
not, some failure data becomes necessary as it develops. - Without
any insight about relative failure probabilities, all fallures may
be considered equally likely. This will cause single failure
points which are critical to safety to appear to be the most likely
to cause an accident. Strangely enough, this may not identify the
most critical failure potentials. Since the probability that a
given fault will occur when it can cause the potential accident
depends cn both the fallure rate and the total time it may be
causative, multiple failures may be more likely to create the
accident than one failure. Therefore, the probable time from the
actual fault to the detection of that fault is required. If there
is no means of "safing" the system upon detection of a critical
fault, the time from detection to repair can be used. In the case
of faults which will not be detected when they occur the best
estimate to use 1s the time to periodic maintenance or the test
frequency.

Any 2ata which helps the analyst select critical failures is con~
sidered as "failure" data. A consideration of the safety factor
in the design is helpful. If components are operated at or near
their failure limits, the probability of failure is greater than
if e large safety margin has been allowed. If the failure limits
are rot well defined for a component because of state~of-the-art
limitations, then the chance for a design error in establishing
gsafety factors is greater than when failure limits can bs accurately
estimated wid proven in test programs. Usually when safety factors
cannot be well established for the design, high factors are used.
Thie in itself can sometimes pose a concern for the analyst.

JSE FOR TYPEWRITTEN MATERIAL ONLY

If FMEA's have been conducted for components, modules, ete., of
the sytem, these can be used to indicate the failure probability.
FMEA's with quantitative evaluatioun are best, but caution 1s
advised because the failure modes considered may not exactly co-
incide with the failure mode required in the safety analysis. See
Paragraph 4.5 on use of FMEA's as an analytical tool.

Direct, raw failure history obtained during test and operation of
the soystem is useiul ir found in sufficient quantity. Since direct
history on the corponerts is ususlly not sufficient in itself, this
ray be complemented by generic failure data from PRINCE, FARADA,*
or other reliatility failure data files. These generic rates are
hard to use {or two reascis. Tirsu, the stated failure rates in-
clude all knovm rocas of failure for that component. In scne

cases both prirary and secondary failures have been grouped to-
gether, and in oihers orly prirary failures have been reported.

The analysis normally requires failure rate for only a few of all
possible rmodes, both prirary and secondary. Seco:dly, the condi-
tions under which the friInres actually occurred 1 be signifi-
cantly dirrerent than ine operating conditions experienced by the

% See Paragrapn 3.1.0.2 & and b
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3.1.3

3.1.4

3.1.5

3.1.6

3‘1.6.1

(Continued)

component in the system under study. This leads to "fudge factors"
which are a large source of error in the final probability of
failure of the component in question. The selection of the nosat
accurate failure rate 1s therefore quite difficult and tine con-

suming.

System Simulation Data

Employment of system simulation testing and data may provide an
excellent basis for safety judgments aud design decisions on new
gsystems. A reasonable approximation of the use environment can
be obtained by testing portions of the system which are deemed to
be essentially indeperdent or whose interaction with the rest of
the system can be sirmlated. Additionally, some cause-effect
characteristics may be developed mathematically upon a physical
basis. Thic can be done with reasonable accuracy for electricul
netvorks and structural components becsuse of the accurate speci-
fication of manufacturing tolerances and the ability to express
theoretical relationships.

Other Studies

When engineering studies of subsystems are found, they may be
useful in avciding a new analysis of the same subsystem. The
analysis is more useful if a quantitative evaluation is provided
ZJor tie protability of the failure or fault eveni of tle subsysteun.

Scurces of Data

Much of the data to be collected is found in engineering libraries,
draving files, and general libraries and information centers main-
tzined by both private and government agencies. The systons aralyst
will f£irA, hovever, tlat =ost of the information procured from data
centers must be complemented by informetion gained through direct
irter©ace vith the orpanizations vho create the Aata, Well estrb-
1lished communications with these organizations will facilitate both
the understandirg ol te data collected, and will ensure that a
knowing and realistic use is made of the information obtained.
Yisused data carses tle creution of an un-used anaslysis, The rost
irportert quality of an anzlysis is validity,

Data Gereratirg Organizations

a, Design Ergineering
Desifn Ersineering ig a source of valuable infornation on the
operating and {functional characteristics of the system. Kuouu-

ledge of proposed charges to the system can be acquired Adurirg
the conceptual and initial design change stage, and suggestions

SHEET 3-3
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b.

Ce

d.

(Continued)

made to the designers to provide a safer, cost-effective change,
System design changes which are needed for improved system
safety can be discussed with the designers to select the most
effective design alternative with respect to safety end system
effectivenesa,

The interface between system safety an:tlysts and Design
Engineering requires a "day~to-day" working relationship
between rmembers of each organization., The results of this c.ose
relationship are inherently beneficial to both oryanizations.

Meintainability

Maintainability is a design discipline that provides for ease,
economy and safety in all ma.-tenance functions and the use of
maintenance sguipment, Tlaererore, syriem safety engineers work
with Muintainability to perfor safety analyses on maintenance
equipment and to certify the safety of maintenance equipment
design and maintenance operations,

Human Engineering

Humen engineering and systein safety engineers must use human
factor s*tstistics as a part of the safety analyses. A study of
man-machine relationships complements system safety by providing
sdditional emphasis on human error analysis and error reduction.
Theze cre c. *1cal considerations in determining potential system .
modes that can result in hazardous concitions, Identification
and analysis of the overall hazardous consequences of a given
failure event require an understanding of human capabilities and
limitations as well as iie interfaces between subsystems, systems,
and environmenis., Man-machine relaviornship: Lo be effective

mist be integrated with system safety to provide a logical and
consistent continuum throughout the life span of the aerJspuca
system,

Reliability

A fun-~ticn of Reliability is system hardware analysis for fail.re
dztny such 18 faliure medes, fuilure eflects, me-u time belween
{ailures, probabilities of failure and assessment of svitem
failures on mission accomplishmeni, Much of this type of ditu
is used for both qualit.itive znd quantitetive system salet:r
~nulrois, For exunple, existing :nd substuntiated fuo'lure
modes and effects datla is «n invaluable aid in the guilituiive
logic ai-zrew analysls of a system, In a quantitutive logic
dingr-m eviluation, b.rdware fulluvre rate ditz is 4 necevs-ry
item. Conversely, the results of a system safety analysis may
have a direct impact upon reliability; euch as requiring furtrar
Stire of eortiin harduere or improvine the relisbility of a
particular system element., to decrease the likeiihood ol sycuc.
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3.1.6.1 d.

(Continued)

damage or hunan irjury. It should be noted that complete
numerical parity should not be expected because reliability
"numbers" normally refer to Loth primary and secondary fail-
ures for particular failure modes. Thus, it is entirely
possivle for a system to have reliability which is the com-
plement of one failure per 1000 operating hours and a proba-
bility of an injurious or damaging undesired event of one
per 1,000,000 operating hours.

Health and Safety

System Safety is concerned with test, assembly, checkout,
mainterance and use of systems which provide a possibility
of serious injury, loss of life, loss of equipment or signi-
ficant eruipment damage as a result of the existence of the
srstem. Health and Safety is concerned with providing a sufe
working environment for employees. There is some overlap be-
tween the two functions and in this case the more stringent
standards of acceptability would apply.

The Health and Safety activity can aid system safety engineers
by providing inforiation and data on human factors, toxic
meterials, anthroponetric considerations and other specialized
data related to the human working environmert.

Quality Assurarce

The system significarce of a particular event or part detail
cannot be determined bty studr of the desigr alore. Therelore,
predictive system safety anaelyses must be made from drawings,
procedures and other documernted instructions. The accuracy of
each analyses and the conclusions derived from them are depen-
dent on activities of quality technicians and inspectors in
assuring that instructions are followed.

Quality requirements are determined and satisfied throughout

all phuses of centract perloriance, The Quality Assurance
progran er~ures that quality aspects are fully included in all
designs und that high quality is cbtained in the fabricated
article.. Any change recuired to improve components, subsystem,
or systen : xrforrance without compromising quality, reliability
or safety should be incorporated at the earliest practical point
in aeveloprent and fabrication. The Quality Assurance prograwn
provides for trhe eurly ana pronpt detection of actual or poten-
tial deficiencies, system incompatibility, marginel quality, cond
trends or corditicns wiich could result in unsatisfactory gualityw.
Objective evidernce of gquality cortorinance, includirg records of
inspectlon and test results is useful Adata for system safety

ana’ yses to prov1de a hlgh level of confidence in the reprcse t
et Ty T TLtLs and eonlileree in tle assig

of probabllities to t*e fault events.
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3.1.6.1 (Continued)
¢. Test Planning and Reporting

3,1.6,2

h.

Specisl testa are conducted on hardware end items for
reliability data, qualification, quality assurance, and
system hardware integration. From these tests consider-
able data is produced which is useful for system safety
evaluation, Conversely, requirements for special tests

to obtain data specifically needed to assure system safety
may result from system safety analyses.

System Safety analyses conducted on proposed test plans
may initiate special test procedures and corrective
measures to existing test plans.

Configuration Management

Configuration Management describes, identifies, and
controls system configuration throughout the definition,
development, production and change phases. System safety
analyses require a well defined baseline configuration so
that changes in configuraticn may be assessed after the
basic system analysis is completed., Establishing the base-
line configuration engineering data is a function of
Configuration Management.

Data Storing Organizaticns

Specific organizational sources of data for the conduct of
system safety analyses are listed in AFSC Design Handbook,

DH 1-6, Chapter 2, Brief descriptions of four large data
storage and retrievel orgnnizations are included here to typify
what is available to systems analysts.

a.

Parts Reliasbility Information Center

The NASA Parts Reliability Information Center (PRINCE; is

& specisiized dats center developed and maintzined by the
George Co Marshall Space Fiighl Center. The PRINCE previdles
wn gatorated data storage eand retrieval system contuining
technical information which is usei'ul to reliability
analysts. The dzutu contuined can also be used by system
safety analysts in conpiling specialized failure history
for 2 Ircis erluntions,

Fuiilure Rate Dot Handbook

The FARADA Progrum document is a component part "Failure
R-.te Data HFandtook" (FARADA). Updating and expansion of
the data is sccomplished by the FARADA Information Center
alb ullc Ue Ge idy o Clanauee Luvors wory, Corors, Cuiilorniua,

SHEET 3-6
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(Continued)

Ce

The Handbook contains component and part information
relative to failure rates generated by contractors and
agencies engaged in design, development and production
of military and space program equipment. The failure
rztes contzined in the Handicok are obtzined from
specific engineering data and test results.

Defense Documentation Center

The Defense Documentation Center (formerly ASTIA) is a
large storage and indexing program of all types of
scientific and technical information from many sources
cluding federal agencies, industrial concerns, educa-
tional institutions, and research foundations. Information
on hardware, software and complete systems is available,
and many references and papers on analytical procedures
and methods are easily found in the Center,

Interservice Data Exchange Prcgram

The Interservice Data Exchange Program (IDEP) is a data
ewri.ge and filirg progrom wiish can be used by the

snal-st Yo acquire inferriticn for system safety assessment
-v 21l levels of complexity “rom cormponents to complete
programs or projects. The objectives of the IDEP program are:

T. To zveid repeti®icn of tests alreudy satisfactorily
accomplished.

2. To provide prompt indication of possible failure modes.

3. To reduce duplic.te expenditures for develcpmentul
parts testing and non-stzndard parts justification,

L. To encourage standardization of methods of test
ana test reporting.

te Glract Ivt-roconiroater feckni-~zl
]

- W s
S To Marilica
<
:

s)
'3
Lk B

t~3 prct’oms on a timely basis,
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ANALYTICAL METHODS
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4.0 ANALYTICAL METHODS

This section describes various qualitative and quantitative
techniques which may be used in safety analysis. A brief
discussion of data sources available to the safety analyst,
and methods to resolve identified hazards are included.

The complexity of present and proposed aerospace systems, the
number of individuals and organizations involved in their
development, and the inherent desire for multi-uission cap-
ability all tend to create system safety problems. Increasing
system acquisition and modification costs require that a system
safety approach be identified early in the development stage

8o that it may have some impact upon design requirements and
trade-off decisions. The degree of safety achieved in an aero-
space system is a basic design problem; its resolution lies in
the application of safety engineering and its assessment is
gained through engineering analrsis,

Analyzing system and subsystem design is the fundamental act
by wuich insight into sufety design eirectiveness can be
accomplished. Without safety analysis, safety design defects
are exposed by the unpleasant experience of accident investig-
ation,

The various safety analysis technigues to be discussed in this
handvook are Gross Hazaras Analysis, (4.1); Operstions and Test
Safety Analysis and Operations Safety Research, (4.2); Fault
Tree or Logic Diagram Analysis, (4.3); Fracture Mechanics
Assessment, (4.4); and Failure Modes, Effects and Criticulity
Analysis, (40 5)¢

USE FOR TYPEWRITTEN MATERIAL ONLY

Cautions in Safety Analysis

- Although various safety analysis techniques may be availsble,
thece should not be regarded as tools to be applied to everw
design problem, particularly those where a definite alternative
is clearly the proper soluzion., Stztisticcl and analyii .l
technigues zre no. a replacemsnt lor ccmmen senge., This is
particularly true in analyzing research and development, prozrams,
Employment of a mathematical technique may indicate that the
probubility of =~ undesirable syent occurring due to a given
set of circumstances is 1 x 107°, If the evunt would cause
loss of *the systam and can be precluded without significant
cost or degradation of performance, why accept eny risk? The
concep*t of establishin~ an acceptable level of risk can result
in acceptance of unnecessary risk. The purpose of safety
analysis is vo expouse huzsras sea uiniuize or preclude risk.
Predictions may be inaccurzte by a magnitude when an event is
(j} agsociated with human behavioral variances.

24, T 3
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4 GROSS HAZARDS ANALYSIS (See Appendix A)

411 Summery Description of Technique

The technique of gross hazards analysls is a comprehensive,
qualitative hazard assessment applicable to complete systems
or major segments of a system. The gosss hazard study should
be conducted early in the design phase or modification phmse
of the system.

A good gross hazards study will -identify critical areas of the
system, product, or end item which should be subjected to addi-
tional safety analysis or which indicate a need to change a
design requirement, The study will also provide management
personnel with visibility of the adequacy of safety features of
the system and information about the likely contingency conditions.
The study should help to identify routine or special test require-
ments and will be very valuable in establishing priorities to
allow scheduling and manning of the safety effort. A necessary
result of the gross hazard study will be the establishment of
upper end lower limit definitions for standard hazard categories
in terms of the system uncéer study. Controlling design criteria
such as, existing codes, regulations, standards or policies and
procedures may be identified to assure coverage of all gross
hazards identified in the study. Any gross hazards which bave
been identified, and for which no controlling design criteria
exist, should be covered bty specific criteria in the gross

hazerds study.

hel.2 Applications of Gross Hazards Analysis

USE FOR TYPEWRITTEN MATERIAL ONLY

Lels2.1 Priorities and Ground Rules

The gross hazards study will allow the definition of the system
safety task., With this task defined Zor the system under study

it will be possible to establish system safety goals and priorities
in sccordance with estublished missicn or contract objectives.

The analysis schedule =2nd manpower requirements may then be

planned through the program phases which have been forscast,

Standard hazsrd categories spelled out in terms of the sysienm
under study should be clearly defined. The - er and lower
limits of each hazard category should be clea..; defined because
these will establish the ground rules for setting goals and
priorities.
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Design Control Criteria

Criteria to be applied to the system during design activity to
minimize hazards to personnel or equipment should be identified
for the designers. This criteria wili include existing safety
codes, regulations and standards as well as design standards,
codes, and procedures applicable to the system, subsystems and
components under study. Where existing criteria are inadequate
for the level of safety desired, planning to correct the in-
adequacies should be initiated. The types ¢f follow-on safety
analysis required to continue the system safety analysis should
be specified in accordance with the advantezges, including cost
effectiveness of each type of analysis.,

Implementation

Action items which result from gross hazard studies should be
specifically assigned to assure completion, Assignments for
srecific phases of the analyc's which may be performed by
designers and personnel other than the system safety analysts
should be planned and prioritized to the level of detail
necessary to assure successful completion of the study.

Input Data Required for Gross Hazards Analysis

The gross hazards znalyst must be supplied with the system
specifications, diagrams, manuals, procedures, requirements

and history for use in familiarization, evaluation, and planning
corrective action., Hazard and failure experience of similar,
related or interfacing systems should also be obtained., (See
Figure 3-1).

Gross Hazards Analvsis Proccaure

The basic gross hazsrds enalysis procedure consists of bresking
the system down into units or various types, by use of functional
flow diagrams or other techniques, and then subjecting each unit
to analysis for gross hazards.

All systems rove s purpose. To achieve this purpose, operuticn
or functioning of the system can be broken down into a series of
steps or tunctions, These steps or functions are inter-related
in such a way as to pertorm the purpose of the system. The
functions or steps, and their relationships, can be shown in a
form commonly known as a "flow diagram". Flow diagrams can be
prepared to siiow &8 much detailed information as is desired. The
amount of detail required in flow diagrams prepared for a given
system is a Iunction of the depth of cnalysis reguired. Common
prociiie is we Lol with a gross functional flow diagram and
prepare succeedingly more detalled diagrams until the desired
level or detall is achieved.
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helod (Continued)

Some flow diagrams may have already been prepared on a system
as an ~id to bhasic system design. However, if the analysis
mst be conducted on a system which is still in a preliminary
design stage, few flow diagrams will have been prepared. Prep-
aration of necessary system flow diagrams must, therefore, be
accomplished through the safety analysis function. The process
of preparing these flow diagrams can provide system under-
standing, more detailed identification of system hazard areas,
a basis of communication with other engineering functions, and
generates information for more detailed safety analysis.

B When & gross hazardous condition is identified, the system
B event, subsystem, operation or facility is listed as a safety

E critical item. The listing should include a specific descrip-
*7 tion of the hazard.

Each identified gross hazard shovld then be eliminated, circum-
vented or controlled by a recommendation from the system safety
orgenization for an engineering change to the design, or a
procedural change, or both,

If the fault which leuds to the gross hazard cannot be readily
determined, a recommendation for more detailed safety analysis
should be made.
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Lol OPERATIONS SAFETY ANALYSIS (See Appendix B)

4e2.1 Summary Descripticn of Technique

The technique of Operations Safety Analysis is a means of
identifying tasks that ars hazardous in the operation of

a system. There are two major areas of consideratiou.. In
this handbook they are divided into Operations and Test
Safety Analysis and Operations Safety Research.

4.2.2 Application of Operations Safety Analysis

The results of OSA's, specifically safety requirements for
each task, can be used as elther direct input to the detailed

A%r procedures for the task, or can provide a baseline for criteria
F standards, manuals, or handbooks against which the detailed
7 procedure is written.

4e2.3 Input Data Required For Operations Safety Analysis

The operational safety analyst will require as basic data the
projezt requirement spezifications, the system specifications,
the operating procedures and the appropriate safety procedures
and regulations that have been established for the type of
operation being analyzed. In addition, test requirements and
test and checkout procedures are needed for OSA-I. Many other
types of data can be useful as indicated in Figure 3-1.

he2.4 Operations Safety Analysis Procedure

Since each of the major areas of consideration are unique, the
analysis procedures are described seperately.

USE FOR TYPE 'I' ITTEN MATERIAL ONLY

4e2.4.1 Operations and Test Safety Analysis (0SA-I)

The Operations and Test Safety Analysis (0SA-I) method identi-
fies operations that are inherently hazardous or, which by the
nature of the function sequences, can lead to development of
hazards in the operation of a system. This method can be used
in all espects of system cperation from construction to mission
termination. '

The objective of performing OSA's is to ensure that hazards,
existing or developing during a particular task, are identified,
documented and broucht to the attention of the proper authorities
for resolution. Such hazards may result from the task itself,

or from interaction of other work being done concurrently with
the trsk, The 0SA's will include corrective action recommend-
ations which serve to ecliminate these hazards, or reduce them

to an acceptable level. Each task is reviewed and the reason-
ing for a particular safety requirement is recorded to substanti-
(:) ate program decisions,

SHEET 4-5
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4e2.4.1 (Continued)

Each task (act, process, or test) can be snalyzed individually
to ensure complete investigation of all situations requiring
safeguards, special equipment, or specific instructions (e.g.,
cautions, warnings, or verifications) to avoid personnel injury
or significant equipment damage. Previous analyses of hazards
in specific areas of operation should be used to the maximum
extent. ’

be2.402 Operations Safety Research (0SA-II)

As the name implies, operations safety research involves the
safety research of operations. In this method, operations are
researched to determine hcw to create and use systems in the
safest manner, The technigues used in operations research pro-
vide a scientific approach to decision making that involves the
operations of a system. The relative safety of alternatives is
a charactaristic of the system similar to reliability, .aintain-
ability, cost effectiveness, flexibility, and cperability. The
use of operations research assumes that the system user's
objectives include maximum safety within the constraints of
ninimm cost and other objectives of the missior.

The principal techniques of operations research which may be
applied to optimizing system safety are Linear Programming,
Network Analysis, Dynamic Programming, Game Theory, Queing
Theory, Markov Chains, and the techniques of Simlation. All
systems engineering analysis methods use these techniques to
some degree, because of the fundamental nature of the problem
of systems analysis and design. This problem is concerned with
achieving a balance of many conflicting parameters and variables
to accomplish the objectives of the system user. A brief expla-
nation of the Linear Programming method and Network Analysis

are provided in Appendix B, Part II,

USE FOR TYPEWRITTEN MATERIAL ONLY

4e2,4.3 Human Error Prediction Techniques

In both of the above Operations Safety Anaiyses, a consideraticn
of possible human error may be appropriate.
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4e3
4e3.1

FAULT TREE ANALYSIS (See Appendix C)

Summary Description of Technique -

The System Safety fault tree logic diagram analysis method
consiste ol three basic analytical elements; viz: -

1. System Safety fault tree development
2. " " failure deta development
3. " " fault tres evaluation,

The System Safety fault tree is a logic oriented graphic
representation of independent failure combinations which may
interact or may singly produce system failures or undesired
events within normal system operating modes. The diagram alore
is a qualitative tool. When combined with failure data inputs,
an evaluation can be made and dominant paths can be identified.
The analysis then becomes an effective quantitative approach
to accident prevention,

The following stepa ure essential as a basis for a systems
approach to safety and will enabic identification of undesired
(hazardous) events which are to be maintained at an acceptable
level:

1. ZIdentification of undesired events;

2., Structuring of undesired events into a logic diagram;
3. Determination of fault inter-relationships;

4. Evaluaticn for "likelihood" of undesired events; and
5. Trade-oif decisions and/or corrections.

Steps cne and two are necessary to develop a "Top" logic diagram
which serves as a gulde showing how and where the tree is to be
developed (or expanded) by further analysis activity. The "Top"

-1ogle diagram organizes all of the logic relationships unijue to
a system into a pattern which provides an orlerly and logical

manner for analyzing the system hardware and software functions.

The variable logic relationships which are unique to a system

and must be structured are such things as: (1) operating modes,
‘2) mission phases ard/or operations, (3) degree of man/machine
rel~tionship in the system (4) inter-relationships of the Centers
with the system functions, and (5) functional order of the system.

Step three is the development of the fault tree analysis which
starts with the "Top" losic diagram structure and proceeds
through hardware level,

SHEET 4-7
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(Continued)

Step four is an evaluation of the completed logic diagram for
(a) determining the likelihood of undesired events, and

(b) determining the identity and ranking of series of events
and event relationships leading to the undesired event (s).

Step five is a further assessment of the analysis results to

- determine what corrective action is required. Proposed corrections

such as design changes, procedure changes, training methods,
added safety features, etc., can be evaluated in the context
of the fault tree for the desired improvement.

Two points are vital to a meaningful and useful analysis, First,
the vutput of an analysis is only as valuable and reliable as

the effort and information applied to the analysis, Second, con-
figuration control of the hardware and the operating procedures
must be maintained lest erroneous conclusions be drawn from the
analysis.

System Safety fault tree analysis is dependent and complementary
to many other engineering functions. Ihese include:

1. Configuration management for a baseline configuration,
changes, specillications, reguirements, verification and
certification of manulactured end items, data on cporating
time or cycles, and s:chedules on approved changes.

2, Desizn engineering for information on the operating and
functional characteristics of the system and the proposed
changes.

3. Quality assurance for providing a level of confidence that
the equipment and system conform to the documentation.

Le Test and operations for plans and data which may be used
in the fault tree evaluation,

5. Reliability for such failure data as failure modes, effects
end criticality analyses, failure rates, mean-time-between-
feilures, fzilure protabilities, and assessment of system
failures on missfen annomplishment,

6. Maintainability for maintenance functions and use of main-
tenance equipment.

7. Human enginecering rfor equipment design characteristics
providing efficient, accurate and safe utilization of the
equipmeni by the operators, -

8. Health and safety for provisions of a safe working environ-
ment for employees,
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] ( While it is recognized that theie is a significant degree of
-5k inherent compatibility between System Safety analyses and
e reliability, complete numerical parity shouid not be expected.

' - Reliability figures refer to both primary and seccndary
failures for particular failure modes.

A system may have a reliability which is the complement of

one failure per 1000 operating bours but the probability ol

a significant undesired event (accident) could be one per

, 1,000,000 operating hours. It is pcssible that safety consider-
: ations make it necessary to attain greater reliability from
some equipment even though the system reliability is already
adequate to perform ths desired mission.

4.3.2 Applications of Fault Tree Analysis

The fault tree method is generslly applicotle at any level of
complexity of system or any size of study area. The cost-effec-

BUSGDY o R wisetion WML v, S Sl :.c&,ﬂzp G5 sty MR A Y

| S
3 tiveness of the fault tree method remains approximately constant
° at all levels except when analyzing only detail parts, and no
2 system analysis is required. Fault tree-methods are especially
: w well adapted to large progrem level inalyses. When the method
= b is applied in program wide study areas, exceptionally strong
! z technical omrmunications between the analysts involved must be
e - established at the beginning and maintained throughcut the
G (:) & analysis. The analysis of system operating modes and phases at
52§f w the top of the tree progresses mcre slovly than analysis at the
S z hardware level because of the many alternatives ususlly encoun :ered.
5¥ . 3 However, the fault tree developmsnt at the top levels, where many
L - of the contingencies and operating alternatives are sorted out,
‘?ﬁgﬁ § can point out any large risks inherent in the system. For example,
] in the Apollo program, the sequence of missions and their assoc-

] lated oblectives greatly effect the risks incurred by the astro-
By nauts. The top tree may point out these incurred risks, ard a
o new sequence can be modeled to assess the trade off benefits.

‘%Edw 40343 Input Deta Requirements For Fault Tree Analysis
s i After d=fining the scope of the oy .  to be analyzed, certain

information must be gathered so tha* ..e system may be char~
acterized and pertinent aspects simulatec for analysis. (See Fir.3-1

he3¢3.1 Systen Function and Description

Systen speciricutions should be gathered early. These will not
only provide a descrirtion of the system, but will explain why
certain design ccncepts are used when the analyst is studying
systen logic dingrizs, flow aingrame und scheratics, Detail part
drawings are seldom useful, unless the a.alyst is totally
unfurdliar with the components and modules in the system, Analyses
condurted after o systen is tuilt can be expedited by reference to :
teclinical manuals and operation and maintenance maruals, -
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4.3.302

4.3.3.3

System Environment

The system's envircnment may be determined from requiremsnts
specifications and design constraints., Further environmsntal
data may be required as the tree develops, to answer specific
questions about the effects of environment on particular portions
of the system. The environment may not be c¢onstant in time or
may vary from one part of the system to another at any given
point in time, It is sufficient in the beginning of the analysis
to collect general environmental cdata, and gather detailed data
only as required. Since other systems which interface with the
system under analysis form part of the environment, it will be
necessary to collect interface data which affects the system's
function relative to safe use. Installation drawings are useful
if spatial relationships are pertinent to failure mode causes or
effects. The energy sources in the system being analyzed may not
appear to be hazardous until the other systems in the accident
induced environment are known.

This inter-system effect may cause some difficulty if the adjoining
system is outside the scope of the authorized analysis. A judge-
ment must be made about the extent of analysis required to complete
the fault path in the other system to the potential accident.

Since a finding such as this reverses the basic fault tree process,
a new study shkould te recormended for potential accidents caused
by the affected adjoining systems., If the top potential accident
is defined in sufficiently narrow tarms at the outset, this
reversal may never occur. It is extremely difficult, however,

to turn awvsy from a legititate safety concern because it falls
outside the range of the original task., This facet of fault tree
analysis, which seems to lead the analyst, is most beneficial
because it points out problems which would not normally be detected.
This aspect also poses a problem to the system safety manager,
since he must guard against losing sight of the originzl problem.

Failure Data

Whether the tree is going to be quantitatively evaluated or not,
some failure data becomes necessary as the tree develops. Without
any insight atout relative failure probabilities, all failures
ray te considered equslly likely, This will cause single failuvre
points and paths adjoining them "through OR gates to the pectential
accident to be critical. Strangely enough, this may not identify
the most critical paths. Since the probability that a given
fault will occur when it can cause the potential accident depends
on voih the failure rate and the totul time it may be causative,
nuitiple (similtunecus, seguential, or random) failures m.y be
more likely to create the accident than one failure. Therefore,
the probable time from the actual fallt event to the detection

of that fault is required. I. there is no means of "safing" the
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4e3.3.4

(continued)

system upon detection of a critical fault, the time from
detectior to repair can be used. Maintainability analysts
should be abls to provide accurate estimates of the required
period of maintenance. In the case of faults which will not
be detected when they occur the best estimate to use is the
time to periodic maintenance or the test frequency. If safety
is truly jeopardized in the case of undetected failures,
increased test or maintenance frequency may be a sound solution.
The addition of a monitoring device may be advisable, if it
does not create an increase in the hazard level or increase the
probability of the occurrence of the basic fault event.

Any data which helps the analyst select critical paths is
considered as "failure" data. At one extreme, the analyst may
have some expert provide a qualitative assessment, or he may
have to rely on his own judgement on each component failure or
basic lault event, A consideration ¢l the salfety factor in the
design is helpful, If components are operated at or near their
failure limits, the probability of failure is greater than if a
large safety margin has been allowed. The possible effect of
the man-machine interfaces from design through use should be
"added" to this safety factor rule.

Other Studies

When engineering studies of subsystems are found, they may be
useful in avoiding a second analysis of an undesired event in

the same subsystem using the fault tree. An FMEA of the sub-
system may include the failure modes needed. The FMEA is more

useful if a quantitative evaluation is provided for the proba-
bility of the failure or fault event of the subsystem. See
Section 4.5 on the use of FMEA's as an analytical tool. Engin-
eering analyses other than IMEA can also be used to supplant
further development of the tree for an undesired event. It is
often helpful to informally extend the tree beyond the level
that the engireering aralysis is to be used when assessing the
adequacy of the substitution. Three or four levels of tree
usually are suificient for this purpose.

U3 4802 1434 REV, 865
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4344 Fault Tree Procedure

The fault tree is a logic oriented graphic representation of
parallel and series combinations of independent failures and
operating modes that can result in a specified undesired event.
The disqram can be quantified when required to provide a relative
measure of the paths leading to the events.

The term "event" denotes a dynamic change of state that occurs
to a system element, which may be hardware, software, personnel o
and/or the environment., If the event results in not achieving 3
the intended function, or is achieving an unintended function, it 1
is krown as a fault event. Conversely, if an intended function is
achieved as planned, it is known as a normal event.

Fault events my be basic events or gate events. Basic events are
independent events whereby system elements (usually at component
level) go from an unfailed state to a failed state and they are
related to a specific failure rate and fault duration time. Basic
events are used only as inputs to a logic gate.

A gate event is one which results from the output of a logic gate
and is Lhersfore a dependent eveat, As a fault tree progresses,
gate events on one level become inputs to gate events on the next
higher level.

In fault tree analysis the inherent modes of failure of system
elements are referred to as primary events, secondary events and
ccmmand events, and zre depicted on the fault tree as the combina-
tion of basic events and gate events, Primary, secondary and
command factors are defined as follows:

Primary Feilure: Fajlure initiated by failures within, and of,
the component under consideration, e.g.,
resulting from poor quality control during
menufacture, etc., applied only to the com~
ponent during Fault Tree Analysis when a
generic failure rate is avallable,

Secondary Failure: Failure initiated by out of tolerance opera-
ticnal or envircnmental conditicns, i.0., a
ccmponent fuilure can be initiated by failure
not originating within the component,

Command Failure:* The component was commanded/instructed to fail
i.e., resulting from proper operation at the
wrong time or place.

*Cozponent may not alwuys huve command failure mode (e.g. a
standard bolt) in which case this mode may be disregarded.
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40 an unfailed condition,

The development of a fault tree starts at the top or undesired
event. The analysis determines what events can cause the un-
desired event. These become inputs to the top event. They can
be two or more events, any one of which can cause the top event.
Otherwise, they can be two or more events all of which must ocecur
at the same time to cause the top event. The first group pass
through an "OR" gate to get to the top event, The second group
pass through an "AND" gate to get to the top event. The analyst
then determines what can cause the input events. Each branch can
be developed in.:pendently or concurrently. At some level below
the top event the analyst will arrive at a piece of hardware (or
subsystem). Each piece of hardware (or subsystem) can fail in
three or less ways (i.e., primary failure, secondary failure, or
commanded failure).

The dynamic change of state is defined as a binary type event,
being either in the ON or OFF state. The ON state (or 1) corres-
ponds to a failed condition and the OFF state (or O) corresponds
By representing events and gates in a
binary manner, logic diagrams can be analyzed by the techniques of
Boolean algebra,

FAULT TREE SYMBOLS

OUTPUT

AND GATE describes the locical operation wherebty
_the coexistence ol 1l input events is require~
to0 -rouuce the output event. When hand sketches
of fault trees are made a dot is placed in the
center of the symbol to avoid confusion to the

INPUTS drafisman, thus () »

OUTPUT

OR GATE defines the situation whereby the
cutput event will exist if one or more of
the input events exists. When hand sketches of
fault trees are made a plus sign is placed in
the center of the symhol to avoid confusion to

INPUTS
the draftsman, thus cﬂ .

The rectan~le identifies an event (gate event)
that results froc ithe combinaticn of fault
events through a logic gate. The words describing

the event are placed within the box. When machine
dralling with conputer control is used, the co -
puter program will limit the rumber of character
spaces thal enan be used in any one block,
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The diamond describes a fault event that is
consldered basic in a given fault tree. The
possible causes of the event are not developed
either because the event is of insufficient
consequence or the necessary information for
further development is unavailable. It also
can indicate non-developrent because an
analysis already exists that is o1 satisfactory
depth and breadth. In any case the reason
should be stated,either in the symool box or
in cross-referenced notes.

The circle describes e basic fault event that
requires no further development. The frequency
and mode of failure items so identified is de-
rived from empirical data. The rate of occur-
rence of such a primary event is normally the
generic failure rate of the component for the
particular failure mode.,

— The transfer triangle indicates
that a section of the fault tree
‘ is drawn once and used in more
— ] ___——-_—-——7:ZZ:>S than one plzce on the tree. If
- the triangle is drawn under the

event block, it means that the

diagram that would appear under-

neath is drawn under some other
event box in the tree, Since all events and logic below the triangle arg
transferred from one event to another, all necessary and sufficient
conditions to cause both events must be exactly similar. If the tri-
angle is drawn at the side of the event block, it means that the dia-
gran drawn below is used in it's entirety to satisfy the input condi-
tions for more than one event. The event designation within the uvox
ic icentical on voil diggrams. Cross reference between a transferred
diagram and the events which use it is zaccomplished by coding the
triangles with the same letters or nimbers.

A m @ X 201

— L=
The numbers and letters appearing in the symbols ahove are coding
devices to permit He die:r.ms w te drawn bty a computer controlled
dr."Uing mockine,  They are tloo used to 1dent1;y an eventy ror
example, "the E-4 event on the IIT Diagram,"
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4e3.4 (Contiaued)
A Sample System

An automatic pas hot~water
heater is a good example
to use in illustrating the
elements of a system. The
task of the system is to
provide hot water in our
house at all times, In
order to perform this task
a system is used whose
components consist of a
water tank, a gas heater,
a temperature measuring
and comparing device to
regulate the system, a
controller (actuated by
the temperature measur-
ing device) to turn a valve
to control the flow of the

s

F,

EXAMPLE OF A SYSTEM
(DOMESTIC HOT WATER SYSTEM)

Hot Water Faucet

(No Closed) Flue Cold

Gases Water

— - - -

Lt i

Pressure
Relief Valve

4

Check
Valve

T R
l]llf

)

L

|

T TR

llt!

|

gs8, a pressure relief
valve (to permit excess
pressure to escape if the
heater fails to shut off),
a cold water intake pipe,
a hot water pipe leading
to the faucetis, and an

f
|
|

IO e T P g ) T

iy
1

"n
|

Temperature
Measuring
and
Comparing

Device -

TN

P!
1

l!
-

exhaust pipe ror the ilue
gases from the gas heater,

l

Controller

From the view of task
performance, we can

examine the system to
se2 in vhaot woys fail-

Gas —

——

==

Stop
Yalve

Figure 4-1

ure or malfunction of the components can stop delivery of hot water when we
went 15, or, more importently, when the system miglhit get out of control and
the tank rupture or gas escape., The interrelations of the components are
apparent o anyorse familiar with the operaiion o. such a lLeater and we can
wrace through the system the eifects of any component breakdown.

In rormel operztion the turnk is filled by cold water. The water temperature

in thke tork is conitored ty the termperature measuring device and this temper-
ature is comp.red with the preselected tempsrature. When the water temperature
in the task is less than the desired temperature, the controller opens the gus
viive, alicuing gus to iiuw te the burner., When the water in the tank reaches
the desired temperature, the contrecller cuuses the gas valve to close, allowing
no wore gus t: .low to the bturner. Tne pressure relief valve acts as a safety
device by venting excessive pressure,
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L- 3 . L ( Continued)

Now that the system is understood, we should define our undesired
event, This would be the rupture of the hot water tank. Having
determined the undesired event, it is necessary to analyze what
could cause it, For the tank to rupture, the water in the tank
must overheat and the relief valve must be unable to open. It ia
now necessary to determine what could cause the water in the tank
‘to overheat, Either the gas valve fells to close, allowing gas to
flow to the burner, or the controller fails to actuate the gas
valve, which would allow gas to flow to the burner, or the temper-
ature device fails to actuate the controller, which also would
allow gas to flow to the burner.

RUPTURE OF
HOT WATER TANK
]
3
-
<
o
% AND
&
£ T
g
g -
. RELIEF VALVE ’ OVER~HEATING
° UNABLE TO OPEN OF WATER IN TANK ‘
g
[\ -
OR
N
!
r ‘ A
| [
TEMPERATURE CONTROLLER FAILS { GAS VALVE
DEVICE FAILS TO TO ACTIVATE FAILS
ACTUATE CCiTROLL . GAS VALVE | TO CLOSE

£\ AN

Simple Fault Tree
Figure 4-2
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(Continued)

The fault tree in Figure 4-2 presents a very simplified
analysis. This diagram is a graphic representation of logical
relationships, and these may be expressed in Boolean algebra.

Only if both event A and event N exist simultaneously, can

event M occur., Events A and N have some probability of occurrence,
Pid)and P(N) respectively. The probability that M occurs is
expressed as, P(M) = P(A) x P(N).

The fault tres in Figure 4~-3  shows that N occurs if any one
of the events B, C, or D occur. These events may occur in any
combination, but only one must occur to cause event N. The
probability of event N is expressed as,

P(N) = P(B) + P(C) + P(D) + /P(B) x P(C) x P(D
-[13(13;- x Pfc; + }’(131)L :Zc—P(D)x+ P(C)xx P(%ZJ

A complete derivation of this equation can be found in most
texts on set theory or Boolean algebra.

- In most cases, the probability of a failure event is quite small,

i.e., in the order of 10=2 or less, If 10-2 is assumed as an
upper 1limit then;

1072 +_1072 4 107° 4 [70-67 - 3/70°47
3x1072 - 299 x 10-6
2.9701 x 10-2

P(N)

In the approximation, iy
P(N) = P(B) + P(C) + P(D)

had been used, at most a one percent error would have been
introduced. Failure probabilities are normally much smaller
than 10-2, and the error of approximation would very likely
be much smaller than one percent.

Therefore, a valid approximation of the probability of the top
event M is expressed,

P(M) = P(a) x / P(B) + P(C).+ P(D)/

Frequently the disgram in Figure 4-~2 is all that is needed
to lead the znalyst to a sound conclusion. On the other hand,
if it 1s nececs.ry to trace out possible faults in each piece
of component harawsre then the logic diagram might look like
Figure 4.3.4B.
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(Continued)

A fault tree should be carried down only to the point that one
is sure there is no additional significant data to be derived.

It is pointed out, however, that if a quantitative analysis is
desired, then the fault tree must be carried to {he level of
component parts, or subsystems, which have had a failure rate
that has been determined by test or analysis. Then by the
application of Boolean algebra in combination with other failure
probability computation techniques (Lambda-Tau or Monte Carlo),
a »robability of occurrence of the top undesired event can be
calculated.
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YA FRACTURE MECHANICS ASSESSMENT (See Appendix D)
boba Summury Description of Technique

Pressure vessels generally contain small flaws or defects, which
are either inherent in the materials or are introduced during a
fabrication process. These defects can in many cases cause a
severe reduction in the load carrying capability and severely
reduce the operational 1life spans of pressure vessels. If the
flaws are large in comparison to that required to cause failure
at the proof pressure stress levels, failure will occur during
initial pressurization. On the other hand, if the initial flaws
are small the vessels may withstand a number of operational pres-
sure cycles and a number of hours of sustained pressu-e loading
befores the flaws attain the size needed for failw-e "¢ occur,
From an ecoromic standpoint it is iumportant that the possibiliiy
of failure of launch vehicle and spacecraft pressure vessels
during proof testing be minimized. From ti.c siandpoint of econ-
omics &né persconnel safety, it is imperative that operational
feilures be prevented.,

Tre primary purpose of this method is to set forth a criteris
which, when followed, will minimize the occurrence of proof test
failures and provide assurance against pre-flight and flight
operational fallure of launch vehicle and spacecraft pressure
vessels, Within the constraint of "no service failures", the
erit -° is intend=d to provide a maximum degree of latitude in
the sesuction of materials and operational stress levels, detail
design, analysis, and test in order to allow weight and cost
minimization as may be dictated by specific vehicle and mission
requirements,

The method is applicable to metallic pressure veassels designed
primarily for internal pressure, This includes high pressure
gas bottles, solid propellant motor cases, and storable and
cryogenic liquid propellant tanks - both integral and remcvable.
Pressurized cabins, inflatable structures and vessels fabri-zited
from composite materials are not included.

The three basic considerations in the prevencion of proof test
and service fallvrec o7 20 2lic pressurs vecsels are, the
initial flaw sizes (K;;), the critical flaw sizes (i.e., the
sizes required to ~ause fracture at a given stress level (K,.),
and the suboriticel flaw growth characteristics. The prevesition
of proof test failure is dependent upon the actusl initial flaw
sizes being less than the critical flaw sizes at the proof c'+-ass
level, In order to rvrrortece that the vessel will not fail in
gervice, it 1s necessary to show that the largest possible
initial flaw in the vessel cunnot grow to critical size during
the required life span., The basic parumeters affecting critical
flaw sizes are the cpplied stress levels, the matoriasl fracture
lougtness values, Lo press.cu wecoul well Lolniness, the Jluw

: »
Lt sev e

locution and the flaw orientation. The determination of actual
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(Continued)

initial flaw sizes is limited primarily by the capabilities of
the non-.destructive inspection procedures, however, as will be
discussed, a successful proof pressure test provides a direct
measure of the maximum possible initial flaw size. Suberitical
flaw girowth depends upon a number of factors including stress
level, flew size, ¢nvironment, pressure vessel material, and
the pressure vs. time/cycle profile.

Because of the many factors invelved, it is unlikely that the
problem of premature fracture will be completely resolved in the
im-ediate future. However, during the past ten to fifteen years
significant progres- hus been made in several different areas
(i.e., mechanics, metallurgy, inspection etec.) with the accomp-
lishments in “he field of fracture mechanics being particularly
significant. Linear elastic fracture mechanice has provided a
basic framework and engineering language for describing the
fracture of materiels under static, cyclic and sustained stress
loading., The technical approach used in developing the criteria
set forth in this document is based on this framework.

Application of Fracture Mechanics Assessment

In Aerospace work, systems frequently require use of pressure
vessels, both thin walled and thick walled. Because of weight
or space restrictions it sometimes is necessary to reduce the
normal safety ractors used in the design of such vessels.

Experience indicates that small flaws in the vessel structure
sometimes cause reactions of a hasardous nature, Pressures used
in testing and phenomena associsted with the use of gases or
chemicauls sanes the flaws to propesate until damage is effected
to the vessel and to the surrounding environment and personnel.
This danger can be minimized and predicted by conducting an
assessment of the pressure vessel's fracture mechanics character-
istics,

Input Datu Recuirements For Fracture Mechanics

The Fracture Mechanics technisue requires that infermaticn frem
systems specifications, diagroms and drawings, manuals, procedures,
requirements and nistory for use in familiarization, evaluation
and assessment be provided, Items of information needed include
plain stress intensity fuctors and fracture toughness of the
material, including threshold intensity level; the size and shape
of the surface flaw; the thickness of the plate; the design oper-
ating stress und the proof test stresses; the wltimute sirenr ..
of the material and yleld strength; and duta from the procedurcs
pertaining to time and cycles. Hazard and previous failure
experience of similar, related and interfacing systems should
also be obtained, (See¢ Fi_ re 3-1)
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Summary Description of Fracture Mechanics Assessment

This section sets forth some of the criteria for the design of
fracture resistant pressure vessels. Fracture specimen tests
and fracture mechanics analyses shall be performed for the
purposes of predicting critical flaw sizes at the proof and
operating stress levels, predicting probable failure modes,
determining allowable stress intensity ratios (i.e., Kli/K1
ratios), determining allowable flaw sizes, and assistifg in the
determination of allowable design deviations., The specific
criteria governing each of these areas are as follows:

Critical Flaw Sizes

The critical flaw sizes at the proof and operating stress levels
shall be determined for the parent metal and weldments in all
high stressed areas of a vessel. Where the total applied atress
levels are below the material tensile yield strength, the
critical flaw sizes shall be calculated using the appropriate
stress intensity equations, the applied streas, and the measured
plane strain fraucture toughness value (K Where the total
applied stress exceeds the material yiel& strength, critical
flaw sizes shall be empiricaily detercined vsiag fracture speci-
mens which contain *laws that similate those that can be
encountered in the actual vessel.

Prevention of proof test fallure requires that there should be
no initial flaws in the vessel greater than the critical sizes
at the proof stress ievels, Accordingly, if the predicted
criticel flaw sizes are smaller than the sizes which have been
demcnstrated to be relisbly detectable by nondestructive inspec~
tion, the vessel design shall be modified so as to increase the
criticel sizes,

Failure Mode Analysis

A fallure mode analysis shall be performed for eich completed
pressure vessel design. The predicted failure mode (i.e.,
leakage or complete fructure) shall be determined at the proof
and maximum operwilng conditions. Analytical and experimental
verification that the prctable failure mode is leakage rather
than complete fracture shall be required in those cuses where
assurance ol operational 1life is not proviced by the proof test.

Aliowatls Stress Intensities

The performance of cyelic and sustained stress subcritical flaw
growth tests of the parent metal and weldments shall be . require-
ment for ull uetallic pressure vessels designed for NASA. The
resulting dats shall be used in congunction with the maximum
expected service life requirements (i.e., cycles, time at
prescure, environtent, etc.) to determine the allowable initial
stress intensity, Kq4 and allowsbls stress intensity ratio, K -

SHEET 422




My

-
*\0

%+t

‘,rajt g B £

ST .
T

.
FRAL T TN

¥

USE FOR TYPEWRITTEN MATER{AL ONLY

“ nE— v vt e amm at s e = 0r v o+ . —

NUMBER Y2-119062-1

Trk B”f’”a COMPANY REV LTR

bodod 3

hebodod

(Continued)

stress inte.sity, K14 and allowable stress intensity ratio,
K11/K1.. Because of the major effect that test and service
environment can have on sustained stress flaw growth every
effort shall be made to accurately simulate these environments
in the laboratory tests.

For thick watled veasels, the allowable initial etrecs intensity
shall be the largest value which cannot at%ain the critical value,
K1o» due to cyclic and/or sustained stress flaw growth withir.
the maximum required life span of the vessel. For both tni «
and thin walled vessels, which are subjected to prolongea
pressurizations, the allowable initial stress intensity shall

be less than the sustiained stress threshold value, Kqy. For
vessels which normally experience only one short duration oper-
ational cycle (e.g., solid propellant motor cases) the allowable
initial stress intepstly will be allowed +o exceed the t. shonld
values providing that it has been shown from experimental stress
intensity versus time data that the initial stress intensity
cannot reach the critical value during the operational eycle.

The allowable K;3/K;. ratio to be used in determining the proof
test fsctor (App. D) shall be the lowest individual value obtained
from the analysis of the subcritical flaw growth tesits of welds
and parent metal in the vurlous anticipated service environments.

Allow.ble Flews

Any flsws of such sizc, location, ard orientation, wnich result
in an applied stress intensity equal to or less than the allow-
able initial stress intensity et the operating stress levels,

are allowabls initial flaws for irs vessel as it 1s placed into
gervice. Using a proof test based on the minimim proof test
factor (alloweble K1./Ky4), the allowable initial flaw sizes will
be equal to the critical sizes at proof stress level. To allow
for possible flaw growth during proof testing, and thus prevent
proof test failure, the allowable initial flaw sizes prior vo
prool testing shall be somewhat less than the critical siv.s av
the preof tes® lesel, The Zlaw growth alloucnze feor slow growth
during proof testing is dependent upon the macerial, texper.tire,
2 envircnment and shall be estimated from Laloratory *est data,
Nondestructive inspection acceptance limits shull be € 4luated
bus- . vpon the culculated and cxperirmentally devermined allow-
abie Jluw sizes. In gener.l, theo:c limits shil’ be ccnservative
enough to wllow for boih the uncert:irntles juvcived in the deter-
min:ticn of allowuble flaw sizes and the probavle tolerance on
the c.pubilily o2 the noodesuruciive inspection procedures.,
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Since design deviations such as radial and angular mismatch of
welded joints result in increased stresses which in turn can
reduce the allowable flaw sizes, effort shall be made to min-
imize these deviations. The allowable design devietions for
each vessel shall be established based on a study of the result-
ing stresses, *the effect of these stresses on allowable flaw
size and nondestructive inspection capability. Joints contain-
) ing the established alloweble radiai and zngular mismatch and

! containing the allowaktle surface flaw (on the high tension
stressed surface) shall be able to withstand the proof pressure
stresses without failure.

- 5‘2{’"“‘ o

- bebid 6 Nondestructive Inspection

Pressure vessel weldments and parent metal shall be non-
des.ructively inspectei per the applicable inspection specific-
ations called out in tie NASA procurement specification for each
pressure vessel design., The adequacy of the specified acceptance
limits shall be verified based on the allowable flaw size pre-
dictions. If :t.e zllowaocie :law sizes (incluaing the effect

of design deviations) are less than the specified acceptance
limits, the vessel design shall be modified so as to increase
the allowable flaw sizes. The specified acceptance limits

shall not be made more restrictive unless t has been claarly
demonstrated that the detection of smaller flaws is within the
capability of the inspection procedures.

hehod7 Proof Test Procedures

USE FOk TYPEWRITTEN MATERIAL ONLY

4ohetys7.1 Test Temperature

Every pressure vessel fabricated shall be proof tested to a
stress level equal to or greater than (1 = allowasle Kli/ch)
x the maximum operating pressure at a temperature equal to or
iess than the lowest expecied opera.ing temperature, except
as noted below.

Where it has been clearly demonstrated from laborziory tests

thei the pressure vessel weldments and parent metal have
increasing plane strain fracture toughness values with decreasing
temperature, the vessel sh2ll be tested at a temperature equal

to the maximum expected operating temperature.

bebedaTs2 Test Fluids

_ Siress intensity versus time data for the proposed test fluid-

! pressure vessel material combination shall be obtained prior to
performing the procof test, I the threshold siress intensity
- (:} is low (lower thsa 0.70), tken an alternate less aggressive test
- fluid shall be used.
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Pressurizaticn and Hold Times

The time required to pressurize the vessel from Kpy/Ky. x
the proof pressure to the proof pressure level shall be

the minimum possible as dictated by the capabilities of the
selected pressurization system and shall be maintained for
the minimum time possible.

Depressurization Time

The vessel shall be depressurized from the proof pressure
level to Kru/Kj. x the proof test level as fast as possible.
The exact time to depressurize to this pressure level will
depend on the flaw growth rates of material.,

Multiple Cycles

The general criteria is that proof testing shall be limited
to a single cycle except in the case where special circum-
stances dictate the need or make it desirable to conduct more
than one proof test. Such special circumstances include the
following cases:

1) A single proof test cannot be designed to envelop the
critical operational pressure, temperature and external
loading combinaticns.

2) The vessel has been modified or repaired subsequent to
the initial test, and therefore requires recertification
of proof test.

3) It is desired to extend the guaranteed life of the vessel
after it has had a peried of service usage.

4) From an economical standpoint it is desired to test
components (e.g., bulkheads) of the vessel prior to
initiating finel assembly.

5) To minimize the rick of failure at the design temperatire,
it has been shown (by laboratory experiments on preflawed
simiated parts or specimens) that a prior test st a
higher temperature is advantageous.

Combined Loads

For those pressure vessels which are critical for internal
pressure combined with flight loads, it may not be possible
to envelop the operational stress levels in the vessel with
internal pressure zlone. In such cases the prool test setup
shall include provisions to apply simulated flight loads
combined withinternal pressure. 7These loads shall be applied
during the tes.,
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> 4ehod9 Post Proof Inspection
While it is possible that small amounts of flaw growth may
occur during proof testing, the vessel shauld not fail in
service providing the proof test was properly conceived and
executed., Ccnsequently, re-inspection of the vessel sub-
sequent to proof testing is not generally considered to be
necessary.
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FAILURE MODE, EFFECTS, AND CRITICALITY ANALYSIS (See Appendix E)

Summary Description of Technique

FMECA considers each functional component of a system in each

of it's possible failed states, and deduces the effects of such
failures on man and the hardware, Data are collected about each
component to predict the probability that an actual failure will
occur. The failures which have the greatest detrimental eflects
and which are relatively likely to occur are listed in a safety
eritical parts 1list. In this way, attention is focused on the
parts of the system which need ecorrection.

FMECA's are conducted in two steps; a Failure Mode and Effects
Analysis (FMEA), and a Criticality Analysis (CA). The FMECA
should be initiated at the same time that system functional

assemblies are being designed. .As changes to the design are
proposed, these may be incorporated into the FMECA to determine

the net effect on system. safety.

Application of FMECA

Failure Mode, Effects, and Criticality Analyses (FMECA) have

been used for determining the reliabiiity of systems, and may

be used to determine system safety also. A different viewpoint

is used, however, because the goal of reliability analysis is
somewhat different than the goal of safety analysis. The objective
of safety analysis is to determine hazards to lii'e znd equipment,
and the failures that cause the hazurds to become damaging.

Input Data for FMECA

Conducting FMECA's requires that system requirements, specifica=’
tions and drawings be gathered early. If there are trade-off
studies completed, these shou’.d be reviewed for background in the
design compromises being considered. Evaluation of FMECA models
requires that large amounts of failure data are gsthered and
assinilaled. (See Figure 3-1)

Procedure for FMECA

The initial step of F:ECA is the construction of a logic block
diagrem showing the functional relationships of the elements of
the sysica vunldsr :n.lysis. Next, ench component is studied %o
deternine :11 possible modes of failure, Each failure mode for
each component is rsc.wed to cecur (the only failure in the
system at the instant being analyzed), and the possible effecis
are traced throigh the system until the final eifect is systc..
dannage ot a predetermined amount, the injury or death of inter-
facing personnel, or uno pre.ep.aile effect on safety. The
critical failure modes and components which d~ .fect safety are
then studied to deteruine their failure hist:> », When this is
estimated, the probauili.ics laov tie Suieby scoucng 2lieoie Wiy
cceur throurh each critical cormponent failur: mode are ~alevlatad,

Mo
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Center Responsibilities
in the Apollo Program

Apollo System Safety
Program Requirements

Preparation of Test and
Checkout Plans and
Procedures at KSC

"Apollo Logic Diagram
Analysis Guideline"

Procedure for Performing
Systems Design Analysis

Guidelines for Operations
and Test Safety Analysis

Safety Engineering Analysis
for Field Activities, WS-133

Reliability Stress and Failure
Rate Data for Electronic
Equipment

System Safety Englineering of
Systems and Associated Subsystems

and Equipment, General Requirements

For

Fracture Mechani~s Assessrent of
Apollo Launch V¢ icles and Space-
craft Pressure Vissels - Volume I

"Peferences .u.ch iay be useful to the g,ster. oifely engineer iu applyl:g
specialized techniques of each methed are in the respective appendix.
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O 6.0  DEFINITIONS

Definitions of particular use to system safety engineers are included ‘
herein., Where possible, these definitions have been taken from: f

a. NASA Publication SP-7, "Dictionary of Technical Terminology for
Aerospace Use," 1st Edition, 1965.

b. NASA Publication SP-6001, "Apollo Terminology," August 1963. k
; c. Air Force Publication, AFSQM 127-1 "System Safety Management." i

d. NASA Publication, NHB5300.14, "Reliability and Quality Assurance :_‘ 
Program Plan, Apollo"

e. DOD Publication, MIL-S-38130A, "Safety Engineering of Systems and : y
Associated Subsystems and Equipment, General Requirements for" 3

ABORT - Premature termination of a mission because of existing or imminent
degradation of mission success accompanied by the decision to make safe
return of the crew the primary objective.

ACCIDENT ~ An undesired event occurring by chance and which causes death,
injury or damage to property.

ASSE/BLY « A numoer of parts or subassemblies or any combination thereof
joined together to perform a specific function.

CEECKOUT (C/0) - A test or procedure for determining whether a person or
device is capable of performing a required operation or function. When
used in connection with equipment, a checkout usuelly consists of the appli-
cation of a series of operational and calibrational tests in a certain sequenceir
with the requirement that the r esponse of the device to each of these tests
be within a predetermined tolerance. For personnel, the term checkout is
sometimes used in the sense of a briefing or explanation to the person
involved, rather than a test of that person's capability.

USE FOR TYPEWRITTEN MATERIAL ONLY

COMPONENT - An article which is a self-contained element of a complete opera-
iing unit and which periorms a runctioi. necessary to the operation of that uniti,

COPOUE'T f2'D PART KFLTABILITY - A component or part is reliable when it will
operate to a prede*ermined level of protubilily under the maximum ratings ai
o8t severe combination of enviromments for which it was designed and for
the lergth of time or number of cycles specified,

CO‘PO..E..T STRESS -~ The stresses on component parts are t'.ose factors of us.;e
or test which tend to affect the failure rate of these parts, This includes
voltage, power, temperature, frequency, rise time, etc; however, the principal
stress, other tuan elec.rical, is usuully the tiermal-envirorme:ntal stress,
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6.0 (Continued)

CREW - A group of ground and flight specialists who perform similtaneous and
‘sequential duties and tasks involved in the accomplishment of an assigned
operation.

CREW BAY - Any portion of flight hardware which will be environmentally
controllied for crew habitation.

CREW SAFETY - Safe return of crevw members whether or not the mission is
completed.

CREW SAFETY PROBABILITY - The probability of flight crew return without
exceeding prescribed emergency limits,

CREW SAFETY SYSTEM (CSS) - Consists of the necessary sensors, test equipment,
and displeys, aboard the spacecraft to detect and diagnose malfunctions and
to allow the crew to make a reasonable assessment of the contingency. For
emergency conditions, the CSS is capable of initiating an abort automatically.

CRITICAL DEFECT - A defect that judgment and experience indicate could result
in hazardous or unsafe conditions for individuals using or maintaining the
product or could result in failure in accomplishment of the ultimate objective.

CRITICALITY - Assignment of relative importance to hardware or systems.

CRITICALITY PARTS LIST - A listing of thcse parts whose failure would cause
a degradaticn in mission success or crew safety.

DESTRUCT ~ The action of detonating or otherwise destroying a vehicle after
it has been launched, but before it has completed its course.

DETECTION DEVICES - Sensors used to sense and monitor conditions, e.g.,
open or ciosed valves, temperatures, flow rates, etc. The status of the
condition is usually displayed on control consoles, such as, Hazard Monitoring

Panels,

ENVIROIDENT - The aggregate of all the conditions and influence which affect
ke cper.iion of eguipmeniu ard components.,

EQUIPHENT - One or more assemblles, or a combination of items, capable of
incependently performing a complete function,

EQUIPMELT FAILURE - When an equipment no longer mee*s the minimum acceptacle
speciried perrocr.nce and cunnot be restored through operator adjusiment of
conirols.

UAILURE -~ Tre inability of a system, subsystem, component, or part to perform
iis required function,
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Xy 7 FAILURE ANALYSIS - The study of a specific failure, which has occurred, in
o order to determine the circumstances that caused the fallure and to arrive
L at a course of corrective action that will prevent its recurrence.

FATLURE MECHANISM - The physical process which results in a part or equipment
failure.

FAILURE MODE - The physical description of the manner in which a failure
occurs, the operating condition of the equipment at the time of the failure.

FAILURE MODE, EFFECT AND CRITICALITY ANALYSIS

.. FAILURE CRITICALITY ANALYSIS - Study of the potential failures that might

- occur in any part of a space system in relation to other parts of the
system in order to determine the severity of effect of each failure in
terms of a probable resultant safety hazard, and acceptable degradation
of performance, or loss of mission of a space system,

FAILURE EFFECT ANALYSIS - The study of the potential failures that might,
occur in any part of a space system in order to determine the probable
effect of each on all other parts of the system, and on probable mission
success.

FAILURE MODE ANALYSIS - The study of a space system and working inter-
relationships of the parts thereof under various anticipated conditions
of operation (nermal and sbnormal) in order to determine probable
location and mechanism where failures will occur.

FAILURE RATE - Rate at vhich failures occur as a function of time. If the
failure rate is constant, it is frequently expressed as the reciprccal of
mean~time-between-failure (MTBF).

S -‘»‘\”:
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FALL-BACK AREAS - Locations in vicinity of launch pad affording blast
protection through use of wall, revetments and bunkers or sufficient
distance.

FAULT TREE ANALYSIS (LOGIC DIAGRAM ANALYSIS) ~ A logic oriented graphic repre-
sentution o7 the pzraullel and serles 2omriinations of independent personnel or
] equipment subsysten and cormporent fail-re end norm:l operating medes that

s can result in a speciried undesired event., This representation can be

§;$§ quantified to provide a relative measure of the paths leading to these events.

Yo

ﬁgﬁﬁ FFASIBILITY STUDY - The phase during which studies are made of a proposed
iocli o leciailiyue to determine the degree to which it is practicable,
advisable, and adaptable for the intended purpose.

- FLIGHT - (1) The movement of an object through the atmosphere or through

‘space, sustained by aerodynanic, aerostatic, or reaction forces, or by

. orbltal speed; especially, the movement of a man-operated or man-controlled
(:3 vice, £0hoas oorociel, o spwce probe, a space vehicle, or aircraft,

(2) An instance of such a movement.
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6.0 (Continued)

FLIGHT CREW - The Apollo flight crew consists of three men who are cross-
trained to be capable of manning any of the Command Module (CM) duty

stations. The three crewmen are designated commander, navigator, and systems
manager. The CM commander is also the Lunar Excursion Module (LEM) commander.

ON - Within a proj;ct, the specific technical or scientific
objective to be accomplished by a given launching of a space vehicle or
launch vehicle.

FLIGHT TERMINATION SYSTIMS -~ Devices or means for ending flight of space
vehicle, e.g., propellant tank rupture, ordnance and explosive separation
devices, etc.

GROUND OPERATIONAL SUPPORT SYSTEM (GOSS) - The equipment, excluding the
launch vehicle, spacecraft, and launch complex, required tc be in operation
for direct support of the mission being accomplished. This equipment

shall include that used to provide or support mission control, guidance and
navigation, tracking, telemetry, communications, logistics, and recovery
oferations.

GROUND SUPPORT EQUIPMENT (GSE) - That equipment on +the ground, inciuding all
implements, tools, and devices (mobile or fixed) required to inspect, test,

adjust, calibrate, appraise, gage, measure, repair, overhaul, assemble,
disassemvle, trunsport, safeguarc, record, store, or otherwise function in
support of a rocket, space vehL.i.le, or the like, either in the research and
development phase or in an cperzilcral phuse, or in support of the guldance
system used with the missile, vehicle, or the like.

The GSE is not considered to include land or buildings; nor ioeoe it include
the guidance-station equipment itself, but it does include the test and
checkout equipment required for operation of the guidance .latlon equipment.

HAZARD - A source <f danger or risk.

HAZARDOUS CONDITION - A situation involving risk of injury to personnel or
damage to property.

HA7A0NQTS APTRATTAY - Specific operation fhvolving risk.

HOTD-FTRE - An irterruption in the countdown previous to ignition for lift-off.

INDTSTRIAL SAFETY - The safety of individual and independent manufacturing
rreoer ros wnd inaostricl roverliucss, equipment, and facilities, Industriul
Sufety 1s also that organization which creates and administers safety require-
ments pertinent to manufacturing or industrial operations, protective equip-
ment, and elergendy prozedures wnd ellipreni., The s ey reruirerents cre-ted
by Industrial Safety result from: direct observation of industrial activitles,
uccident statistics, bio-medical studies, and equipment and material

L
Vi Ll L L0ors,
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6.0 (Continued)

D 0G - A safety program for assembly, checkout, test,
and operation at the Launch Center. This program promotes exchange of infor-
mation and incorporates safety criteria in procedures and operations that
have been developed at other Centers and contractors.

INTERFACE ~ The junction points or the points within or between systems or ?
: subsystems where matching or accommodation must be properly achieved in
order to make their operation compatible with the successful operation of 1
' all other functional entities in the space vehicle and its ground support. '

facilities, including the launch pad and servicing structures, the control
buildings or blockhouse, propellant transfer equipment, support building,
and all other facilities in the immediate vicinity required to support a
space vehicle launch or lies within the preiaunch hazard area. 4

LAUNCH COMPLEX - That area which contains the space vehicle launching ,
i

MAINTAINABILITY - The quality of the combined features of equipment design
and installation that facilitates the accomplishment of inspection, test,
checkcut, servicing, repsir, and overhaul with a minimum of time, skill,
and resources in the pianned maintenance environments.,

IN CE - The function of retaining material in or restoring it to a
serviceable condition.

MISSION - The objective, task, or purpose which clearly ‘indicates the action
to be taker.,

MISSTON ANALYSIS - A comprehensive evaluation of all the parameters which
affect the events of a mission,

e M
USE FOR TYPEWRITTEN MATERIAL DNLY

MISSION OPERATIONAL SAFETY - The essential safety qualities, considerations,
and criteria necessary ror a safe mission.

MISSION PROFILE - A graphic or tabular presentation of the flight plan of a
spacecraft showing all pertinent events scheduled to occur,

MISSION SCCCESS - The attainment of all or a majur part of the scientific
cbjestives of the flight with no crew injury or loss of life. It has some-
times beer defined es a safe return of all three astronauts from a completed
lunar landing missicn,

MISSION TASK - The specified purpose for whizh a device must perform.

§ MODULE - (1) A self-contained unit of & launch vehicle or spacecraft which

{ serves as a bullding block for che overzll structure, The module is usually

N deslgrated oy itsprimary function as corrand module, lunar landing module,

- { etcs (2) A one-prckage @ssembly c. functicnally associated electronic purts,
usually a plug-in unit, so arranged as to function as a system or subsystem;
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. ‘ 4
g RIDULE (Continued) - a black box, (3) The size of some one part of a rocket
o or other structure, as the semidiameter of u rocket's base, taken as a unit

of measure for the proportional desig:: and construction of component parts.

OPERATING TIME - The time period between turn-on and turn-off of a system,
subsystem, component or part during which time operation is as specified.
Total operating time is the summation of all operating time periods.

' OPERATIONS SAFETY ANALYSIS (9SA) ~ An orderly examination of specified

’ operations (or tasks) with the purpose of 1dentifying significant hazaras
o generated by that operation (i.e., people/machine interface). Each OSA
includes those features nr preventive measures necessary (Requirements) to

eliminate or preclude identified hazards.

OUTGASSING - The relecse of gasses (when pressure drops) that are entrapped
in materials, .

PAD SAFETY - That portion of space vehicle safety concerned with vehicle
operation in the area of the launch pad. This includes the exercising of
precautionary measures on fixed wvehicle fucilitles, ground hendling gear on
the pad, and the vehicle itself to the point of lift~off.

PART - (1) One of the constituents into which a thing n-: be divided. Appli-
cable to a mujor assembly, subassembly, or the smallest individual piece in

a given thing. (2) Restrictive. The lease subdivision of a thing; a piece
tkat functicns in interaciicn with other elements of a thing but is itself
rot ordinarily subject to disassembly.

PUBLIC SAITTY - The protection of life and property of people in or close *o,
but not essociated with the whole area of the range.

USE FOR TYPEWRITTEN MATERJIAL ONLY

GALIFIED MATERIALS - Materials arnd articles that by determination of tests
rr.d examinations of documents and processes verify that materials and
articles are capable of meating performance requirements.

e RANGE ~ Space which is utilized tvo conduct a launching operation. The Range
S sp:.ce for in-flight phase of spuve vehicle ceases ut orbital injection and
B will vary scceriing Lo the reguivenents and churucteristics of individual

gpace vehicles and is specifizally defired for each missicn,

é‘; RANGE SAFETY - The process of minimizing hazards to persons or property
§§§¥‘1 attendant to space vehicle operations and associated activities. Range
g Safely includes Pad Safety and Flight Sulety,

) REUGE USFR - 4~ agency having an overall mansgement of a program requiring
: ) e use . Test Range facilities in support of space vehicle operations,
- LaSh i1s u hunge User,

SHEET 6-6

US 4802 tase m,




USE FOR TYPEWRITTEN MATERJAL ONLY

- "\,P’ r :‘-m" j“ ,,:‘:' . ) S oy, Homl
3 < Fe .y 2N

-

[T

e

ook 4

NUMBER D2-119062-1
rue BVDEINE covrany REV LIR

6.0 (Continued)

REDUNDANCY - The existence of more than one means for accomplishing a giver
task where all means fail before there i3 an overall failure to tha system

(NPC 250-1).

Parallel redundancy applies to systems where both means are working at the
same time to accomplish the task and when either of the systems is capable
of handling the Jjcb itself. in case of failure of the other system. Standbv
redundancy applieas to a system where there is an alternative means of =~~~ '~
accemplishing the task that is switched in by a malfunction sensing device
when the primary system fails,

g

RELIABILITY - Of a piece of equipm.nt or a system, the probability of
specified performance for a given period of time when used in the apwcified
manner,

RELIABILITY ASSESSMENT - An analytical determination of numerical reliability
of a system or portion thereof without actual demon' r~ation testing. Such
essessments ustally employ mathematical modeling, n.s of available teet
results, and some use of estimted reliebility figures,

SAFETY - Freedom from those conditions which can nsuse in,ury or death to
perscnnel, damage to or loss of ejuipment, or properiy.

SAFETY CHECKLIST - A listing for verifying safety aspects of equipment,
prececures, cnd cparations,

SAFETY DATA -~ Recorded xnowvledge for reference or application in safety and
accident prevertiion field. This includes intermal and externul directive

and procedural information, and safety criteria generated internally and
externaliy such as reports, studies, summaries, psnel, and committee minutes, :

"SAFETY SURVEILLANCE - Observation of designated hazardous/dangerous operations
by a safety representative to insure sdherence to safety principles, and com-
pliance with operating plans and proceduares, technical data, safety directives
and checklists.

SPACE SYETFM - A s:'stem consisting of launch vehicle, spacecraft, ground
girnort eauziprent, and test hardwire used in laurching, operating, and
meintaining the vehicle or craft in space.

SPACE VEHICLE - A launch vehicle and its associated spacecraft.

SUBSYSTE! - A major functional subassembly or grouping of items or eguipme:y
whicii is esventiul to operational completeness oI a system.,

SISTEY - (1) Any org.nized zrrangerernt in whih ench ccmponent purt acts,
reacuvs, or interacts in accordance with an overall design inherant in the
arrangement. (2) Specifically, a rajor component of a given vehicle such

SHELET =7
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?%{M SYSTEM (Continued) - as a propulsion system or a guidance system. Usually

S called a major system to distingrish it from the systems subordinate or
. auxiliary to it.

The system of sense 1 may become organized by a process of svolution, as in
the solar system, or by deliberate action imposed by the designer, as in a
missile syster or an electrical system.

v In sense 2, the system embraces all its own subsystems including checkout
equipment, servicing equipment, and associated technicians and attendants.

When the term is preceded by such designating nouns as propulsion or guidance,
it clearly refers to a major compcnent of the missile. Without the designating
noun, the term may become ambiguous. When modified by the word major, however,
it loses its ambiguity and refers t0 a major componernt of the missile.

LYSTEM SAFETY - lhe optimum degree of safety within the constraints of
operational effectiveness, time, wua cost attained through specific appli-
cation cf system safety engineering throughout sll phases of system develop-
ment and utilization. . )

SYSTEM SATRTY MIGTMZARING - Aa elezen* of systems managemen®t thrcoughout the
prcgram 1ife cycle invclving the application of scientific, engineering and
ranagement principles for the timely identification of those actions

a ‘es~ary to prevent or control hazards within the system.

TEST - (1) A procedure cr action token tc determine under rezl or simulated
conaitions the capabilities, limitations, characteristics, effectiveness,
reliability or suitability of a material, device, system, or method. (2) A
similar procedure or action taken to determine the resctions, limitations,
edilitiec, or skills of a person, other animal, or organism.

USE FOR TYPEWRITTEN MATERIAL ONLY

WARNING DEVICES - Sensors that monitor or detect conditions and provide
visible and/or audible alerting signals as desired for selected events.

ZExC-G CHARACTERISTICS - Tha reacticn or change in behavior of a suustance
er sretea intredrzed inc an ervironzent free of gravitational farce.
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APPENDIX A

Gross Hazards Analysis

1.0 SUMMARY DESCRIPTION OF TECHNIQUE

Gross hazards analysis is a comprehensive, qualitative, non-
mathematical hazard assessment of a product or system,

The use of gross hazards analysis allows an early assessment

of the inherent safety of the completed system. Early design
changes, and early procedure changes which are made to eliminate
or control hazards minimize costly modification after the system
is built., The gross hazards analysis is accomplished in steps
as follows:

. 1) Identify all gross hazardous events,
] 2) Prepare functional flows for fault event analysis,
3) Evaluate functional flows for fault events or hazards,

4) Make design change recommendations,

5) Evaluate all procedures for hazards,

6) Prepare safety procedures as necessary,

7) Evaluate all proposed charzes,

8) Make design change recommendations on changes,

USE FOR TYPEWRITTEN MATERIAL ONLY

9) Make procedure change recommendations on changes.
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~ 2.0 APPLICATIONS

~ ' The gross hazards analysis technique is applicable to complete
systems or programs, or to major segments of a system or program,
where it 1s necessary to identify safety critical areas, identify
S the hazards involved, establish the controlling design criteria

B that will be used and provide recommendations for hazard elimina-
R tion or further hazard analysis. The gross hazards analysis allows

Ct : program management to define the system safety task for the life of
- the program and plan for manning and budgeting as well as to estab-
1ish goals and priorities,

e
[}
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3.0

INPUT DATA REQUIREMENTS

Data useful for gross hazard analysis studies would include
the following:

1) Requirement specifications

2) System specifications

3) Detail specifications

4) Flow diagrams

5) Schematic diagrams

6) Installation drawings

7) Detail drawings

8) Operations and maintenance manuals
9) Technical operating procedures

10) Test and checkout procedures

11) Test requirements

12) Standards

13) Waivers and deviations

14) Safety codes, procedures and regulations
15) Failure reports

16) Critical parts lists

17) Analyses of similar systems

SHEET A-301
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1) Operations;

S such as:
“ .‘ - Te
8 2.
3.
' be

A.Identify all gross hazardous events.
areas are identified first using existing design guidelines

PROCEDURE FOR GROSS HAZARDS ANALYSIS

Known safety critical

Company Standards

State Codes and Regulations
Advisory Codes

Range Safety Guidelines.

Considerations in this hazardous events identification would

e ) include but not be limited to:

1.

>
=4
z
o
-4
2
[+ 4
=
3 2.
F 4
Ut
[
-
&
=
w
a
>
-
x
@]
w
w
g 3.
4.
5.
é.
- 7.
8.
9.

Propellants (fuel, oxidizer, mono, solid)

(a) Characteristics

(b) Hazards - (Personnel, system)
(¢) Handling Requirements

(d) Storage Requirements

(e) Transportation Requirements.

Explosives

(a) Bazard Classifications

(b) Characteristics

(c) Handling Requirements

(d) Storage Requirements

(e) Transvortation Requirements.

Pressure Piping and Vessels

Other energy sources in the system,
Environmental constraints

(a) Radio Frequency Fields

(b) Temperature requirements

(c) Pressure requirements

(d) Vibretion requirements

(e) Crash worthiness requirements

(f) Rescue, Egress and salvage requirements,

Operator and Maintainor Human Factors and
Training Requirements,

Material compatibility
Maintainability.

Emergency cepuvilities

U3 4802 V434 REV,0-48
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2.0 (Continued)
hi;f‘ (:) ) Other areas where hazardous conditions are less immediately
PSS obvious will require separate analysis and investigation to
fT”E identify all critical areas.
»gl B. Prepare functional flows for fault event analysis. Major flows
might be as follows in a manned flight system. Each major event,

1 - system,operation or facility should be identified in the flow.

1. Mission events critical to crew/equipment safety
2, Critical systems

3. Critical operations (manufacturing)

4. Critical operations (test)

5. Critical facilities.

C. Evaluate functional flow diagrams for favlt events and harards,
1. Mission events critical to crew/equipment safety.

Events such as the following should be examined to
identify potential bhazardous conditions.

(a) Ground to vehicle power transfer -
(b) Stages firing and separation

(¢) Launch escape sequence

(d) Ground control and communication
(e) In-flight operations and tests
(£) Re-entry

(g) Recovery.

2. Critical Systems
Systeas such as the following should be examined to ‘
identify potential hazards., !

USE FOR TYPEWRITTEN MATERIAL ONLY

(a) Explosives

(b) Propellants

(c) Power sources
(d) Pressure -systems
(e) Life-support

(f) Propulsion

3. Critical Operations (Manufacturing)
Operations, such as the following, should be examined
to identify potential hazards,

(a) Toxic or reactive materials

(b) Welding

(¢) Cleaning

- (d) Handling

- . (e) Fatricating, Forming, Mazchining
(f) Assembly.

SHEET A-402
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£:0 (Continued)
he
5.
D.

Critical Operations (Test)

Operations, such as the following, ahould be

examined to identify potential hazards.

(a) Qualification and Proof Tests
(b) System Functional Tests

(c) Explosive Tests

(d) Transport and Handling

(e) Static Tests

Critical Facilities

Facilities, such as the following should be examired

to identify potential hazards.

(a) Pneumatic

(b) Propellant

(c) Assembly

(d) Ordnance

(e) Special Test

(f) Environmental

(g) Launch

(h) Manned Item Support.

Make design change recommendations.

For each fault or potential hazard, a suitable permanent
solution should be proposed for review by design authorities.
In some instances a temporary work-around proposal may be
nezessary to ailow further study of a permanent fix,

Evaluate all Procedures for Hazards.

1.
2.
3.
4
5.

Installation
Operations
Maintenance
Test
Emergency.

Prepare Safety Procedures ws Necessary.

1,
2.
3.
4,
5.
6.
7.
8.
9.
10,

11.

Explosives Control Procedure

Confined Spaces Entry Procedure
Rudicactive Material Control Procedure
Toxic Propgellant Control Procedure
Toxiec zterials Control Procedure
Radiographic Operations Procedure
Flammable Liguids Control Procedure
Pressure Srstems Control Procedure
Material Disposal Procedure
Emergencies - Medical - Fire - Explosion
Other

Other special area procedures.

UY 4002 1438 REV, 8~6€5
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(j) 4.0 (Continued)
’ G. Evaluate All Proposed Changes
As system 1s modified, redesigned, or updated, the gross

hazard analysis of each change should be performed well
in advance of change implementation,

H. Make Design Change Recommendations On Proposed Changes.
I. Make Procedure Change Recommendations On Proposed Changes.
2) Documentation of Analysis

Documentation of a gross hazard analysis can take several
forms. It should be a working document and may include:

(a) A list of safety critical systems
(b) Explosive components list

(e) Radioactive components list

(d) Corrective action list

(e) Work-around action list.

A worksheet useful in summarizing the hazardous condition
or conditions, the hazard category designation, and
recomnendations for action to be taken, including further
analysis, for each safety critical item may be patterned
after the sample worksneet shown in Figure A1.

USE FOR TYPEWRITTEN MATERIAL ONLY

5.0 CONCLUSIONS

ga Gross hazards analysis is generally considered to be a rapid
o analysis method which will identify areas of concern from a
e gross standpoint which may then be further analyzed by a more
:@i deteiled gualitative aud,or quantitative technique.
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APPENDIX B
OPERATIONS SAFETY ANALYSIS ‘

Contents Page .

|
List of Figures N N B-003 |
Part I Operations and Test Safety Analysis (OSA-I) :
Parsgraph Page " I
1.0 Introductica BI-101
2.0 Reference Documentation BI-201 .o
3.0 Analysis Method BI-301
3.1 Work Sheet BI-301
2,141 Tesk Column BI-301
3.1.2 Hazard Column BI-301 ’
3.1.3 Safety Requirements Column BI-301
3.1.4 Justification Column BI-~302
3.2 HaM Determination BI-~302
3.3 Safety Sequence Charts BI-302
3.3.1 Symbology for Safety Sequence Charts BI-304
3.3.2 Analysis Reporting BI-305
3.4 Example of Method (XSC) BI-307
4.0 Safety Analysis Guide BI-401
41 General BI-401
4e? Representative Considerations for OSA BI-401
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Appendix B
Part I

Operations and Test Safety Analysis (0SA-1)
INTRODUCTION

The Operations and Test Safety Analysis (0SA-1) method identifies
operations that are inherently hazardous or, which by the nature
of the function sequences, can lead to development of hazards in
the operation of a system. This method can be usec in all aspects
of system operation from construction to mission termination.

The objective of performing O0SA's is to ensure that hazards,
existing or developing during e particular task, are identified,
dccumented and brought to the atiention of the proper authorities
for resolution. Such hazards may result from the task itself, or
from interaction ol other work being done concurrentl~ with the
task, The OSA's will include corrective action recommendations
which serve to eliminate these hazards, or reduce them to an
acceptable level. Each task is 1eviewed and the reasoning for a
particular s.fety requirement is recorded to substantiate program
decisions.

Zach task (act, process, or iest) chall be analyzed individually

to ensure camplete investigation of all situations requiring safe-
guards, special equiprent, or specific instructions (e.g., cautions,
warnings, or verifications) to avoid personnel injury or signif-
icant equipment damage. Previous analyses of hazards in specific
areas of operation should be used to the maximum extent. The
following method provides a means of accomplishing a comprehensive
analysis 2 each task.

The results of 0OSA's, specifically safety requirements for each
task, can - be used as either direct input to the detailed pro-
cedures for the task, or san provide a baseline for criteria
standards, manuals, or handbooks agairst which the detailed
procedure is written.

Data useful for (perations and Test Safsty Analysis would
include the following:

1) Test and Checkout Plan and Test Requiremeats

T *A2 1498 -
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MODE

CONFICURATION

*NOTE 1:

*¥NOTE 2:

(Continued)

2) Test and Checkout Procedure*

3) End-to-End Schematics of Test Equipment and Item
Being Tested#*

4)

Installation Drawings of Test Equipment

A useful method of organizing this data is to establish

a matrix of the equipment, components that must be operated
and monitored versus the test steps. Each step has require-
ments as to the configuration of the hydraulic valves,
electrical switches or mechanical positiuns, The safety
engineer can then analyze the hazards involved should any
element not be in the required mode., See Figure B.1.

Caution should be observed to -ensure that schematics reflect
all details of the as-built eguipment.

REQUIRED TEST STATE
Component 1 2 3 4 5 N
Valve AAV #1 Closed |Closed |Open |Closed [Closed |{Etec.
Power on Buss #1 off On off Off On Ete.
Latch #3 Latched |Open OpengiLatched Latched {Etc.
Pelay SA7 Closed |Open {Open |Open Open Ete.
Etc,
f y
FIGURE B-1 -~ TEST REQ.UIREfETITS DATA CRZANIZATION

L® 4802 1434 REV , 818
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REFERENCE DOCUMENTATION

1

Apollo Program Directive
APD No. 33

Arollo Program Directive
APD No. 31

Apollo Program Directive

"APD No, 26B

Document No, D2-117019-1,
March 1-68, The Boeing Co.,
Contract NASW 1650

BSD Exhibit 66-22,
March 1, 1967

Center Responsibilities
in the Apollo Program

Apollo System Safety
Program Requirements

Preparation of Test and
Checkout Plans and
Procedures at KSC

Guidelines for Operations
and Test Safety Analysis

Safety Engineering Analysis
for Field Activities, WS-133

US 4807 1434 REV . P=88
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3.0
3.1

3.141

3.1.2

3.1.3

ANALYSTS METHOD
WORK SHEET

The actual analysis may be prepared on a work sheet as shown
in Figure B2, It can be ovrepared in long hand by the analyst
and retained for reference., The work sheet should include
the following:

Task Colurn

This column is used to itemize the tasks required to complete
the operation or test being analyzed. It should evolve from
an examination of every act, function, and associated equipment
that is a part of the operstion., If new procedures are added
by the safety requirements they will also be entered in this
column, then analyzed for existing or potential hazards.

In dividing the operation into distinct tasks, the separation
must be sufficiently explicit to ensure complete visibility of
possible hazards, The task description should include, where
appropriate, a brief statement of the function or effect of the
operation within tke sys*em. Eech task will be identified by
numoers as shown in Figure Bo.

Hazard Column

The Hazards Column contains a deseription of the hazardous con-
ditions that are revealed %y examination of the procedures. It
also includes hazards known to exist, although they may already
have been resolved. To aid in the search for hazards, identify
energy sources and energy transmissions. Use appropriate sequencs
numbering to correlate the hazards with the correct steps of the
procedures (Figure B6). Appropriately indicate those procedural
stens in which no hazard can be found. Explain kazards as fully
as possible, The questions: what, where, when, how, and why will
be answer:d as applicable. The analyst should consider possible
human errors during normal operations and maintenance, Emergency
situations should be considered to ensure that such conditions

can be mitigated.

Safety Recuirements Column

List requirements in procedures, processes, material, or equipment
necessary to reduce. or eliminate, the identified hazard(s). If
additionzl tasks are generated hy these requirements (Safety
Requirements), they can be added to the Task Column, Each of the
new tasks must be exauined to determine if they create new hazards
and subsequent safetly reguirements: +“andatory sequence of tasks
resulting from the analysis can te described in this cclumn,

If sequencing becomes too complex or confus .ag, a safety sequence

ciart shold be dew:lepei o shiow the prescrited sejuence of op.v..!lo-.

from a safety standpcint., See Figures B3 and B4 for symbols and a
sample "Mandatory Sniety Sequence Chart", respeclively.
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3.144 Justification Column

Pertinent information such as data calculations, standards,
ideas, and concepts leading to the identity of a hazard, and
the subsequent development of safety requirements are listed
in the Justification Column,

Information sources used to determine that a hazard exists
and to develop safety requirements must be recorded. This
column can list background and reference data such as
material specifications, compatibility factors, and logic
methods used in arriving at a particular conclusion,

3.2 HAZARD DETERMINATION

Tasks from procedures requirements will be reflected in the

Task Column of the 0SA. Each of the detailed tasks will be
examined to determine functional and nonfunctional relation-
ships with associated equipment, test components, operators,
maintenance personnel, and the system as a whole. Based on

the elements of each task, any action producing an event or
effect that would be detrimental to the system will be identified.
This could be developed in general terms of energy control., The
analyst will look for such things as uncontrolled, or misuse of
mechanical, electrical, electro-magnetic and chemical energies.
Springs, ievers, pulleys, power supplies, radar antennas, pro-
pellants and acids are typical of the many sources of injury to
perscnnel, or damage to equipment. (See Section 4,.Page BI-401).

Specific safety requirements will be established to illustrate
the need for removing, or effectively reducing, the effects,
or potentlial effects, of uncontrolled energies.

2.3 SAFETY SEQUENCE CHARTS

Development of a Safety Sequence Chart allows easy communication
of safety requirements to the operations planning groups. The
Sequence Chart further provides a baseline analysis which can be
efficiently modified when task objectives are changed, or when
identification of new hazards indicates that new operational
requirem:nts are desirable,

The sufety requirements shown on the Sequence Chart can be
indicated on the analysis report sheets in the "Requirements”
column and cross referenced for identification on the chart.

Description of the tasks to be accomplished can be found in the
test requirements documentation end in the test and checkout

plan, It the usnalysis is conducted late in the operations planning
phase, draft test and checkout procedures can provide more inform-
ation about the equipment involved, anad will reflect those saretiy
reguirer.onts wlrelay estublished,
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O 3.3 (Continued)
ﬁ%?%; The Safety Sequence Charts can be developed after all of the
ey ) tasks are defined, and the required sequence/ parallel accomplish-
S ment is based on a knowledge of the hazards in the equipment used.
l 3.341 SYMBOLOGY FOR SAFETY SEQUENCE CHARIS

EXAMPLE NUMBER 1

! Operatiéns that may be performed in
‘ any sequence, but not concurrently: Step A | Step B| Step C

EXAMPLE NUMBER 2

. Operations which may be performed Step A
’ concurrently, or consecutively: Step B 3
EXAMPLE NUMBER 3 ‘
pmam e [ ;
Step B .

EXAMPLE NUMBER 4

Operatvions which must be

performed in a mandatory I ~_'{
sequence: (All operations | Step A l"’[ Step B Step C

prior to an arrow must be
accomplished before pro-
ceeding to next operation.):

USE FOR TYPEWRITTEN MATERIAL ONLY

EXAMPLE NUMBER 5

Example 5 is a combination 1 2

of examples 2 and 4:

3 4

« Block 1 must be accomplished before Block 2,
¢ Block 3 must be accomplished before Block 4.
s Blocks 1 and 3 may be accomplished concurrently or in any

sequence,
e 3locks 2 and 4 may be accomplished concurrently or in any
sequencs, ‘
* Block 4 nay be accomplished btelore Block 1.

» Block 2 may be accomplished before Block 3.

Figure B3A
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1 - 3.341 (Continued)
Lt @) EXAMPLE NUMBER 6
;;‘; Tasks which have no safety sequencing :-52;- ; 1
Cs requirements mev be shown as dashed lines: Lo E -
. EXAMPLE NUMBER 7
If there are alternate tasks that may be performed to accomplish
Lhe same functions, each may need different safety requirements.
¢ This may be represented symbolically by:
Step A
. 1 M
g t ]
' . 1
. Alternate #1
z I !
. o ] !
A . 5-l 3 [}
t i Alternate #2
L b ' 1
R z 1 |
“‘ 3 ,“ :;‘ ; - Y ’
AT -
dxp & Etc. -
R A x
L8 .“ g .
T o NOTE: Sequencing requirements must be shown but all possible
SE o acceptable sequencing need not be noted.
£ L u
igl o H 2 Figure B3B
RN 3.3.2  AUALYSIS REPORTING
e |

!
B

The analysis report may be typed on a form similar to the work
sheet excluding the justification column, It should include,
however, a correlation column comprised of a notation of where
the safety requirement was documented.

Each safety requirement, resulting from the analysis should be
provided to the responsible organization before the test so thut
it can be properly entered in the appropriate document.
should be ldentiiied in the correlation. column as step XX of
XX-XXXX, If a particular safety requirement is rejected, the
Correlation Column should state the reason for its rejection and
be forwarded to the center safety office.

Inclusion
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3.4

EXAMPLE OF METHOD (KSC)
The Test and Checkout Requirements document provides the test

‘title and a very brief description of each test. It includes

equipment effectivity and pertinent notes advisiag of certain
cautions that must be observed.

The test checkout plan contains an integrated test sequence flow
chart showing the overlap, if any, that will occur between the
various tests. In the example, (Figure B and B6) the Space
Vehicle Cutoff and Malfunction Test for AS-533 does net overlap
with any preceding or subsequent tests. The T&CO Plan lists each
of the tests that will be conducted under this plan by test number

(V-.0021), stage contractor responsibility code (econtractor name),test

title (Space Vehicle Cutcff and Malfunction Test), and by the test
catalog sheet revision (Rev. A).

The task column of the OSA sheet will be filled in from the Test
and Checkout Plan sheet(s), functional flows, drawings, and spec-
ifications. Each Act, procedure, or task will be analyzed to
determine the possibility of personnel injury or property damage.
Each hazard will be described in detail. The safety requirements
will tell which action oi.st be taken to prevent the occurrence of
the listed hazard., This column will include specific note, caution
and warning citations deemed necessary for direct input to detail
procedures.

NOTE: A pictorial diagram(s), if available, will be included as
«.pplicable in each analysis to define the location(s) of the opera-
tion or task being analyzed.

The final analysis sheets (Figure B&) will be formally documented.
An Operations and Test Safety Analysis (OSA) will contain:

1) Title Page

Includes znalysis number, operation title and signature for
preparation and approval;

2) Active Record Steet

Includes a list of every page in the document with proper
identification of added, revised, and deleted pages;

3) Revision Sheet

Will be blank on initial release. Includes a record of added,
revised, aud deleted pages with a notation telling why change
was mude, Each resision will require the initials of approving
individual.

SHEET BI~-307
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O 3.4 (Continued)
Table of Contents
Includes contents of document plus a 1list of tables, figures,
and charts. All tables, figures, and charts will be assigned
a figure number beginning with "1" andi follow consecutively
through the document., Figures are added with subsequent revisions
will be: a .1, .2, following the preceding figure number (e.g.,
3.1, 3.2, 3.3)
Analysis will include:
Introduction (Figure BS,)
Scope '
Summary of Analysis
Ref: Test and Checkout Plan Sheet(s) (FigureB5 )
Test Sequence Flow Plan
Source Material
Operations Sequence Reguirerients

Equipment (or operation) Location Charts (Figure BS)
Analysis Sheets (Figure B6)

o’
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A dccument number system will be established at each MSF Center,
If numbering systems exist, they will be used as applicable,
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1.0

1.1

1.2

2,0
2.1
2.2
2.3
244
3.0

4.0

| SAFETY ANALYSIS OF SPACE VEHICLE CUTOFF AND MALFUNCTION TEST - APOLLO/SATURN

INTRODUCTION

SCOPE

This document contains the technical safety analysis of test

No. V-20021, Space Vehicle Cuteff and Malfunction Test, developed
by (name of orgarization perfarming analysis) on (dates.

ANALYSIS SUMMARY

This summary shows the most important safety requirements developecd
in this analysis. They must be implemented before the test.
(Describe the effects on the test if requirements are not met.
If none, so state,)

REFERENCES

TEST AND CHECKOUT PLAN

TEST SEQUENCE FLOW PLAN

EQUIPMENT LOCATION CHARTS

SOURCE MATERI AL

OPERATIONS SEQUENCE UIREMENTS

These are the sequence requ’. ' ~*ta which result from
the safety analysis.

ANALYSTS ¢ 'EETS

Exumnle ~ Operations Analysis Format
FIGURE B5
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4.0 SAFETY ANALYSIS GUIDE
<:) 41 GENERAL

The following guide, containing hazards to be considered during

the analysis of a task, is only a partial listing and represents
the type of areas to be questioned. It is not practical to
attempt a comprehensive list of all possible conditions or hazards
-attendant for a given test before completing the analysis. The
prime factor in accomplishing an operation and test safety analysis
is knowledge of -the equipment involved and its relationship to the
surrounding equipment or system,

4.2 REPRESENTATIVE CONSIDERATIONS FOR OSA

1) Consider special safety barrier requirements for modification
work;

2) Determine grounding or disconnection requirements for work on
electrical/electronic equipment;

3) Determine that operation in one area, or on one item of equip-
ment, will not create or induce a hazard in another area, or
on assoclated items of equipment;

4) Consider special or additional lighting requirements for
modification work;

5) Consider need for special personnel protective clothing and
equipment (e.g., safety harnesses, breathing apparatus, or
goggles);

JSE FOR TYPEWRITTEN MATERIAL ONLY

6) Consider all hazards associated with welding operations (e.g.,
trensient currents, electrical interference, fire and air
contamination);

7) Consider the need for special ventilation requirements for
personnel working in closed area, oxygen deficient conditicns,
or in contaminated air.(e.g., inside, tanks, or performing
painting, welding, or cleaning operations;

8) Consider dancers associsted with personnel working in proximity
to high voltage;

9) Consider the need for backup power when working on primary
power source;

10) When drillin- or chipping concrete, investigate the possibility
of contaciing 'r damaging embedded pipe or conduit; '
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4e2 (Continued)
) 11) Determine the probability of any task restricting egress
from the work area by blocking passageways or doors with
equipment;

12) Investigate hazards associated with installation and :emoval

’ of explosive ordnance devices and electrical comnection to,
or discomnection from, ordnance devices;

13) Consider the need for special retest instructions;

14) Consider the need for special entry/exit procedures;

15) Ensure that provisions have been made to commnicate with
personnel in isolated areas;

16) Review requiremencs for warning placards;

17) Consider safety precautions to be observed by personnel working
on or around exposed electrical equipment;

18) Consider the hazards involved when personnel are working
around caustic, poisonous, or cryogenic materials;

19) Establish special precautions for connecting or disconnecting
cables; .

20) Consider electrical interference hazards stemming from use
of electrical powered tools;

21) Consider the effects of status monitoring, or commmications
interruptions;

22) Determine if special procedures are required to prevent
induced faults when working on primary power equipment and
switchegear;

23) Consider requirements for equipment isolation when working

on electricsl or electronic power equipment.

SHEET BI-402




USE FOR TYPEWRITTEN MATERIAL ONLY

NUMBER D2-119062-1

REV LIR

L EBa

Appendix B

Part II

OPERATIONS SAFETY RESEARCH

UDd 4802 1434 REYV.8-63

SHEET BII-100




R ST

= S ;‘i T - W\t o
Bk j:r .- _' ‘-. “ . LR . -~ -
i@‘ﬁ}g‘ c- -, : ,‘-4‘ i ..2*?‘ '
" ——b e . - e e _ﬂ‘, %= , ]
‘ NUMBER D2-119062-1
e BVAVEINLS conmany ' REV LIR

:?%’ Appendix B
] Part II
| OPERATIONS SAFETY RESEARCH
\ 1.0 LINEAR PROGRAMMING
- 1.1 INTRODUCTION

Linear Programming has had a wide varlety of uses, but a common
characteristic for all has been the optimm allocation of limited
resources to accomplish a defined objective., The optimal com-
bination of operations minimizes cost, period of performance,
system output errors, number of operations required, number of
operators reguired, and is least likely to cause system damage

or personnel injury. The resources used to operate a system can
be allocated so as to optimize system safety.

1.2 DESCRIPTION OF THE LINEAR PROGRAMMING METHOD

Linear Programming is a mathematical model which describes a
characteristic of a system. For system safety engineers, this
craracteristic is operational safety. Use of this mebhod
requires that all mathematical functions in the model must
either be, or closely approximate linear, or be closely approx-
imated by linear functions. Use of the model allows the pro-
graming, or planning, of activities to obtain the optimum
level of safety.

USE FOR TYPEWRITTEN MATERIAL ONLY

Linear programming is generally divided into six steps:

1« Define the measure of effectiveness,

x4 2. Construct the model,
3. Evaluate the model for optimal.results,

4. Test the model and it's solution,

5., Define the controls to ensure optimum results, and

6. Assure that controls are irmplemented,

SHEET B II - 101
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1.2.1

1.2.2

Measure of Effectiveness

The operational safety problem may be stated in two ways;

(a) The degree of safety may be chosen, in which case the

solution of the math model should be maximized. (b) If risk

is chosen as the measure of effectiveness, the solution of the
linear model must be minimized. Note: For the discussion

that follows, risk will be assured as the measure of effectiveness.*

Construction of the Linear Model

It is necessary to find the values of the variables x1, x5, Xq eee
X, which minimize the function of risk

R=C1X1+CZX2+.oocn3S10

Where x} could be the hazard associated with each resource consumed,
and cy 1s the increase in r for each unit of xjy.

Constraints on the variables take the form of inequalities

=
a11x1+a12x2+..oa1nxn =— b,

321x1+a22x2+...a2nxn 2b2

8y Xy tepoXate s e tapn¥Xy =1,
and;

X1 _>—O, x2 20, ces %20-

The limits by, by, .ae can be the total available resources
for the achievement of the task objective. This could be total
manpower, pounds of propellant, electric power generation capa-
bility, etc.. The coefficients a4, & 09 ses are the units
of each resource consumed by each unit of hazard. For example,
844 could be the BTU's per pound of propellant, TNT explosive
engrgy equivallency per pound of propellant, or amperes avail=-
able at man-machine interfaces per watts of power available at
the test equipment. The specific units of a43 depend on the
hazard, x;, and the resource bj.

#Each time the system is operated, there are two possible
outcornies, Cne is that the tasks are performed without any
equipment damare or personnel injury. The other outcome
may be that some injury or damage occurs. The probability
of safe performance (i.e., no darage, etc.) is P(S), and
the probability of an accident is P(A)., P(A) is the risk,
and P(S) = i-P(A).
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Evaluating The Model

The most common method of solving lineay pgpgramm{pg problems is
the Simplex Method., To illustrate thlis method, assume the linear
model ,

Z = 3x + 5%

with constrictions,

x1 >0’ X2>Oo

The possible values of (xq, xp) coordinates are shown below,

6 (4,6)

5 6 7 8

Figure 3-7 - Possible Values
The shaded area represents all possible combinations of xq, and x,
Wik sutis - the ine-alities xq < 4 and xp<< 6,

SHEET B II - 103




- - b s -

. NUMBER D2-119062~
TME ,”EINE COMPANY ) REV LTR

124 3 (Continued)

Adding the maximm of the constraint 3x1 + 2x, <X 18 ylelds
the shaded domain shown below.

X2
8 {

7 8 g9

Figure B-8 - Maximum Value
The maximum value for the objective function,

USE FOR TYPEWRITTEN MATERIAL ONLY

Z=BX, + SX2

exists 1 this domain, and could be found by trying some values
for Z. [ 2 is 20, the 1line 20 = 3x4 + 5xp lies well itside the
domaln, and there are many pairs (x4, x2) which satiary the con--
strairts o a4 tle o~ _e:tive rur _tion, 2 must be higher in value.
Tle opti~~r value will have orlv one pair (v, xp) which will
solve the lirezr function, '
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1.2.3 (Continued)
x
2
X, 8
—o'l 12 3 4 5 o T X
Figure B-9 -~ Optimum Value
The value of Z which is the optimum is 36 = 3x4, + 5%y; and
Xy =2, xp = 6 are the desired values for the 1nput variables
which will produce the optimum,
It is feasible to use the graphic approach for linear program
solution with up to three decision variables, x4, Xoy and x3.
Most objective functions will have more than three variables and
the solution can be found by use of a computerized Simplex Method.
The solution by corputer is more complex than illustrated in the
above example; however, most texts on Operations Research will
provide the details ol deteriining the optimal solution by means
of this wethod.
1.2,4 Testinz The Model

Test the particular linear model and the optimal solution that has
teen determined to ascertain if it predicts safety or risk for each
alternative combiration of operations with surficient accuracy to
perrit valid decisions, If at all possivle, use historical data for
tre srster under study to simulate past operations which have known
outcomes (i.e., accidents, incidents, or safe operation). Compare
these outcomes with the results using the linear model with the
historical data substituted into the objective function. Much care
sovuld Ye exercised to assurs tlat the constraints derived for the
srstem at present were true when the historical data was generated.
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1.2.5 Controls

Define the controls on the system operation which the linear program
indicates have a bearing on optimizing safety. Controls may take
the form of safety standards or safety operating criteria. The
requirements that certain operations must occur in series, in some
ordered sequence, or concurrently form controls which can optimize

safety.

1.2.6 Assuraice of Control Implementation

When tystems managers impose the recommended controls, monitor the
system operations to determine that they do in fact tend to reduce
risk. Review of accident and incident reports before and after the
controls were implemented may be helpful. Direct communication with
the system operators is virtually essential throughout an entire iinear
programming analysis, and is especially beneficlal during the assur-
ance phase, ' .

T
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2.0 NETWORK ANALYSIS
2.1 INTRODUCTION

Network Analysis has been applied very succesafully for increasing
the efficiency of manufacturing processes, decreasing the handling
and shipping delays encountered in product distribution systems,
and maximizing the protability of meeting program schedules, The
method is very general and fundamental to the simulation of systems
or combinations of operations, Applications may be possible for
system safety analysis if analogles can be made between appro-
priate system characteristics and the concepts of flow and path
length. For example, the object of an emergency egress system

is to evacuate as many people as possible in the shortest time
possible, and in the safest possible way. The latter obhjective
considers the vulnerability of the escapees to the accident created
environment (heat, pressure, etc.) as well as the inherent safety
of the egress system in use. The analysis of such an egress system
would require three networks: one to maximize the flow of people;
one to minimize path lengths from work stations to the defined safe
area: and one to minimize vulnerability of the escapees within the
constraints of each possible accident in the work area., The op*ti-
mum network must then be chosen, using the method of Linear Pro-

gramming if necessary.

The following paragraphs will summarize the network model and three
uses of the method to optimize flow, path length, and path alter-

natives,

2.2 GRAPHIC MODEL

The representation of the real system or set of physical operations
used in Network Analysis is a graph consisting of junctions, called
"nodes" and connection lines called "branches", The junctions re-
present functional points in the system and the branches indicate
the existing interfaces or interdependancies of the functional
points, If a flow is associated with each branch, the graph is
consldered a "network". In the graph example the junctions are
circles and the branches are the interconnecting lines. A "chain"

USE FOR TYPEWR; . TEN MATERIAL ONLY

1 O Figure 3-10 -  GRAPH EXAMPLE
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2,2 (Continued)

is a scries of nodes and branches that connecw wack -+ ir of nodes.
For example, one possible chain between 1 ar. 3 is (4 -, (2,4),
(4,6), (6,8) or the reverse (8,6), (6,4), (4,2), {2,1). If a
di:section of flow through the chain is specified, it is called a
"path", A ckain ccnnecting e node to itself is termed a "cycle',.
A graph for which-every pair of nodes are connected through a
chain is called a "connected graph". A connected graph which does
not contain any cycles is a "tree", One graph theorem states that
a graph containing n nodes is connected if it has (n~l) branches
and no cycles. Such a graph would also be a tree, A branch is
"directed" if a sense of direction is associated with it so that
the node at one end can be considered a source and the node at the
opposite end can be interpreted as a sink. A connected graph in
vhich all branches are directed is a "directed graph". If a
directed graph is a network, the direction is assumed to be the
feasible direction of flow in each path. A network is nct directed
if flow can occur in both directions along one or more paths.  The
"capaclty" of flow is the maximum feasible flow in one direction.
Capacity can be any non-negative number from zero to infinity.

If capacity in cne directioa alcng a path is zero, the branch is
directed, If all paths connected to a node are directed away from
the node, it is a source. If all of the coanected paths flow into
the node, it is a sink,

2¢2.1 Maximum Flow Problems

Consider a network with a source at one end and a sink at the other,
an. assume no loss of flow at each intermediate node. The onject
is to determine the feasible steady state flow pattern which maxi-
mizes the flow from the source to the sink,

VAXIMAL FLOW PROELEM
Figure B-11
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(Continued)

The flow cupacity is indicated for each path by the node from which
the flow enters the path., For example, the flow from 1 %o 2 can
be 7, but the flow capacity from 2 to 1 is zero. The solution of
the network is accomplished by the iterative process of assiguning
and reassigning a feasible flow for each chain from the scurce to
the sink until the positive flow capacity has been used in each
chain. The total flow obtained this w.y will be optimal, but is
not necessarily the only optimal flow pattern.

One possible flow in the example is 3 along the chain 1, 2, 4, 7.
Since only net flow through a path is significant, it is possible
to assign fictitious negative flows in the reverse direction. The
remaining capacity in each path of the chain is found by decreasing

.~the positive flow capacity on each path by the assigned flow valuec

of the smallest capacity along the chain, The example then becomes
the network shown below.

NETWORK WITH A FLOW OF 3 THROUGH 1, 2, 4,&7
Figure B-12

Assign a flow of 7 through 1, 3, 5, 7; a flow of 2 through 1, 2, 5,
4y 7; a flow of 2 through 1, 2, 6, 7; and a flow of 3 through

1, 3, 6, 7. The resulting network is optimal in this case, since
the total capacity of the sink, 17, 1s assigned.

Sovrce

RESULTT!N? NETWORK WITH 2 TOTAL FLOW OF 17
Flgure B-13 .
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This is a special case of the "max~:'low min-cut" theorem which
states that, for any network wit: a single source and sink, the
maximum feasible flow from source to sink equals the minimum cut
value for all the cuts of the network. A minimal cut is shown
below., From the the-rem, tvhe value of any cut provides an upper
bound to ithe flow, ¢ .1 the least upper bound would then be the
maximum possible flow,

min cuf 517

WETWORK WITH MINIMUM CUT SHOWN
Figure B-14
Had the minimum cut been recognize¢i at the beginning, the solution
process could have cern shortened, and each chain would not have

to be worked out.

When networks become complex, it is desirable to shorten the
solution by use of the computer. This may be duvne by programming
the computer to sum successive cuts through the network until the
minimum cut is found, cr bty having the computer solve the feasiblz
chains and assign flows until no positive flow capacity is left

in tne neticrki,

A correlation to the emorgency egress problem may be made in which
the source is tre location of the escapees at the time of the alarm,
The network represents the alternate routes that the people may
chocse, and the sink may be the point at which a safe environment
is avaeilatle., This problem closeliy represents an escape situation
where medical or rescue tewis must stay together curing escape.

-
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2.2,2

Minimum Path Problems

Consider the connected network shown below in which the length of
each branch is known. The object is to determine the shortest
route from the origin to the terminus.

nggure B_1gh - Minimum Path Network

The shoPtest mefthod of finding the minimum path is to start at the
origin and successively select the shortest paths to the adjacent
nodes in ascending order of their distances. When the terminus

is reached, the shortest path should be identifaed.

The distance from node to node is shown below in tabular form.

NODE 0 A B c D E F G H T

BRANCH- OA-7 AD-6 BE-4 CD-2 DC-2 EB-4 FD-2 GC-3 HE-6
e 0OB~-8 AB-7 BD-6 CP-3 DF-2 HEi-6 FC-3 GF-5 HG-8
AC-8 BA-7 CG-3 DA-6 ED-7 FG-5 GD-6 HT-8

CA~8 DB-6 EG9 FT-9 GH-8

DG-6 GT-8

DE-7 GE~9

Firure B-16 - Distance Node to Node

Step 1t The shortest distance to the clcsest adjacent rnode is
7 to A, Circle OA-7, write 7 over A node's column,

SHEET BII-205
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2.2,2  (Continued)
cross out the branches leading to A, as shown below.

-

O A B ¢ D E_F__G__H T

LENGTH

Step 2:

NODE

BRANCH- (0A-7) AD-6 BE-4 CD-2 DC-2 EB-4 FD-2 GC-3 HE-6

0B-8 AB-7 BD-6 CF-3 DF-2 EH-6 FC-3 GF-5 HG-8
AC8 PAZ CG-3 Die& ED-7 FG-5 GD-6 HT-8
ba<g DB-6 EG-9 FT-9 GH-8
D3-6 GT-8

BN N T R R ‘:DL? ) w-g

Figure B-17 - Step 1
The candidates for the next nearest nodes to A and O
are B and D. The comparison of distance from O yields
8 for B and 13 for D, so select B. Circle OB-8, write
8 above B node's column and cross out all branches
leading to B. Circle the node column when all choices
have been considered.

7 8

@ a2 B ¢ D E F G H T

LENGTH

Step 3:

 —

BRANCH- (0A-7) AD-6 BE-4 CD-2 DC-2 Bk FD-2 GC-3 HE-6

2p<¥ BD-6 CF-3 DF-2 Ei-6 FC-3 GF-5 HG-8
AC-8 P& CG-3 Da<€ ED-7 FG-5 GD-6 HT-8

DA<§ DB-6 EG-9 FI-9 GH-8

DG~6 GT-8

DE-7 GE-9

Figure B-18 - Step 2
Candidates for nodes closest to O and B are D and E.
The shcrtest route from 0 to D is 7 + 6 = 13 through A,
and the distance to E from 0 is 8 + 4 = 12 through B.
Select E and change tuie list as belcw.

]
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2.2.2

(Continued) .
7 8 12
wpe (@ A B ¢ D E _F G __H T
BRANCH- (0A-7) AD-6 -2 DC-2 PEB< FD-2 GC-3 Hbet
LENGTH
5 BD-6 CF-3 DF-2 HEH-6 FC-3 GF-5 HG-8
AC-8 BaZ CG-3 D€ ED-7 FG-5 GD-6 HT-8
= st cene e Tl DB EGY FT-9 GH-8
DG=6 GT-8
o2 4 o2
Figure B - 19 - Step 3
Step 4: The distance to D from O through A is 13 and througb B
is 14, and from O to H tkrough E is 12 + 6 = 18,
Select D because it is the closest to both E and O.
(G is not a candidate because of the length 9 from EG
and the length from 0 to G compared-to O to H of’
0 to D). .
7 8 ' 13 12
woe (@ a B ¢ p E _F G _H T

BEANCH- (QA=7) G-t GE-4) Ci~Z DC-2 =g FD-2 GC-3 HE=&

LENGTH

Step 5:

RBy BO-& CF-3 DF-2 EH-6 FC-3 GF-5 HG-8
AC-8 B C(CG-3 D<€ EB<Z FG-5 IB<G HT-8
Eag D6 EG-9 FT-9 GH-8
DG-6 GCT-8

DE-Z GE-g
Figure B-20 - Step 4

Candidates for new nodes closest to both D and O are
C, F, and H. The distance to C from 0 is 7 + 8 = 15
throhw A. The shortest distance to D from O has been
shown in step 4 to be 13, so the distance to C and F
through D is 13 + 2 = 15 in both cases. The shortest
distance to H is through E. The distance OH is then
12 + 6 = 18, Ncdes C and F are equidistant, so select
toth. Use the chain OAC or OADC since the distances
are equal. The modified table is shown below. When
looking at C cross cut ail paths into C, other than
frem A <r D ani then IOOA.ng at F cress out paths

to it otner than from D,
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Figure B-21 -~ Step 5 .
Step 6: New nodes closest of O end C are F and G. Path CF
has been eliminated in step 5, but G is still a
candidate. The distance to G from O through C is
15 + 3 = 18, and thwough D is 13 + 6 = 19, The
path from O to H through E has not yet been elimi-
nated, and it ties with the other OACG path at
12 + 6 = 18. Because of the equality select both
node G (through C) and node H.

8 15 13 12 15 18 18

7
vbE @ @& © @ ® F G H T
BRaNCE- (0A-D @D (BE-5) tow (D2 Ebf FBZ 08<3 RE<S
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penar Q@D r»T 26 CUh3 (QOF-2) @0 Fead <5 BO<g
B (D) Ba<y (05 D6 EBY EGes <6 HI-8
TAE DB Beg FI-9 G-g -
DC6 GT-8
DB-Z BE-g

Figure B-21 -~ Step 6
Step 7: Consider nodes F, G, and H. The next new node is T,
ihe terminus, The dislances through F, G, and H to
Tare 15+ 9 = 24 for F; 18 + 8 = 26 for G; and
18 + 8 = 26 for H, The shortest path is, therefore,
through F, The final table appears telcw. The
minimal path through the network is identified and
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Dok te

DEZL EB<g,
Figure B-23 - Step 7

The correlation of the minimum path network to the emergency escape
problem depends on the assumption that the egress rate (or the
velocity of the escapees) is the same for all paths. The objective
is to select the shortest, and, therefore, the fastest path to tke
safe place at the terminus. The escape rate may not be equal for
all paths, In this case, use time instead of distance to select
the quickest path, which may not be the shortest in distance.

2.2.3 Minimum Spanning Tree

A variation of the Minimum Path Problem is the selection of the
minimum path for a tree connecting all nodes. This tree could be
used during the design of =sn egress system to assure the optimum
placement of egress equipment relative to the work locations of
personnel. As an example network, refer to the one used in this
appendix in section 2.2.2. If there are some constrainis to the
selestion of rovies of esress, these should be defined at the
start of the analysis. A typical consiraint m=y be the flow

¢ rwcily along each branch, Another constraint may be the degree
of vulnerability of the escapees in each route relative to likely
accident induced envirc-~onts, To simplify the solution explana-
tion,no constrainvs will be considered.

The mininl spanning tree can be determined in a straightforward
menner, Begsinning with any node, the first step 1s to pick the
shortest possible branch to an adjacent node. The second step is

to find the new node which is closest to either of the two connected
nodes and add the appropriate branch, This process is continued
until all nodes have at least one branch connecting them to the tree.
The resulting network derived in this way is a minimum spanning tree.
Further, the firsi{ node selected has no bearing on the resulting
tree, if brench length is the only variable. If constraints must

be considered, orientation or certain node pairs nay need to be
uiresily conne.te., 1. uhic waooy 1. 20 Best L0 wda vhe cllsbir.lnl.
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to the network, and then solve for the minimum spanning tree in :

e - ot m———t—
T "I vane

EXAMPLE MINIMUM SPANNING TREE
Figure B-24
Using the exumple from section 2.2.2, the minimum spanning tree
copneciing all nocdes epprears as above, This represents the
smallest totz]l branch length that will connect all nodes, had
the path DC been precluded from choice by some constraint, the
branch CF would have been used to connect C into the network.,
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1.0 FAULT TREE ANALYSIS FLOW
1.1 ANALYSIS ACTIVITY

The following problem solving steps are consicered essential for
a systems approach to safety. These steps will enable the risk
of undesired (hazardous) events identified in the system to be
maintained at an acceptable level. Starting with the System
defirition and information pertaining to the system configuration,
then the steps are:

1) Identification of undesired events;

2) Structuring identified undesired events into a fault tree;
3) Determination of fault inter-relationships;

4) Evaluation for "likelihood" of identified undesired events;
5) Trede-off decisions and/or corrections.

As depicted in Figure C1, steps i) and 2) above are necessary to
develop what is commonly known as a "Top" logic diagram. The top
logic diagram plays an essential part in performing a system safety
fault tree analysis. It is a suarting guide which shows how and
where the fault tree is to be developed (or expanded) by further
analysis activity. It organizes all of the system unique logic
relationships into a pattern whereby the system hardware and soft-
ware functions can be analyzed in an orderly and logical manner.
This means that the top must be structured so that the end analysis
is complete in satisfying what is defined by the top undesired
event(s).

USE FOR TYPEWRITTEN MATERIAL ONLY

System unique logic relationship variables which must be care-
fully structured are things such as: &) system operation modes,
b)mission phases and/or operations, c) the degree of man/machine
relationship in the srsem, d) inter-relationships of the Centers
with the system functions, and e) functional order of the system,

This 1list ol relationship variables covers the top structure

grozs considerations, and indicates the types of acilvity invel-ed,
The system unique logic relationship variables will vary with the
differsnt systems being analyzed, with the degree of difference
depending upon *the similarity between systems.

As already stated, the top logic diagram is a stzrting "guide®

for a complete system fault tree analysis., This means that once
the top is started it is not necessarily "cast in concrete", but
is subject to change as analysis activity progresses. Experience
has shown that as an analysis proceeds to completion, more

system information and understanding is gained. As system inform-
ation and unssrotanding develop, modirication to the top logic
disgram is required to reflect this current knowledge.
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Step 3) is the actual developmant of the logic diagrar. This

is the point where analysis activity proceeds from the top

logic diagram structure and cocntinues through the hardware level.,
This step is the foundation of a fault tree analysis., The fault
mode relationships, once correctly and completely structured,
will usually never change - unless hardware design changes occur.

Step 4)is an evaluation of the completed fault tree for the
purpose of: a) determining the likelihood of identified events,
and b) determining the identiiy and ranking of "chains® of events
and event relationships leading to the identified undesired
event(s), Evaluation can be accomplished by rigorous mathematical
processes (quantitative evaluation) or from intuitive (inductive)
methods. However, the results obtained (quantitative/inductive)
will only be as complete as the applied rigor. Useful results

can be obtained from evaluations made during the course of
development of the fault tree analysis,

Should a quantitative evaluation be ~equired, an equation can be
written for the entire fault tree. By use of Boolean algebra,
Lambda Tau methods or Monte Carlc methods the equation can be
simplified and solved to give a meaningful solution., Except for
very small trees, the use of a computer is required. See the
1list of references for sources of information on employing these
mathematical sclutions.

Step 5) If it is determined through the evaluation of the fault
tree (or as a result of other analyses) that corrective action
is required, the fault tree snalysis itself is a valuable source
of information for change decisions. Proposed corrections such -
as design changes, procedure changes, etc., can be evaluated in
the context of the fault iree to determine a reiative measure of
improvement.
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In order to achieve a meaningful and useful analysis, two
icporiunt points must be emphasized. First, the output of an
en2lvsis i only as ~2lvalle and rellatle as the quality and
quantity of effort and information going into the analysis,
Second, hardware and operating procedures configuration control
must te maintained av all times to avoid erroneous conclusions
being drawn from the analysis.

1.2 PROCRAM ACTIVITY

The Fault Tree technique can be used to per{orm a complete
system-integrated analysic, or or « emall problem containing
lecz thrn ten events., In any case the low sequence of analysis
will follow the outline to some degree as described below.

oy
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1.2

1.3

(Continued)

The flow of activity necessary for a complete system-integrated
fault tree analysis should follow a pattern as shown in

Figure C2. This flow takes irto consideration the steps required
to perform an analysis, along with the difficult task of con-
solidating the event analyses into one complete system/mission
oriented analysis.

As shown in Figure C2, the first step in the analysis program
development is the structuring of the top logic diagram. After

a suitable top has been structured ani agreed upon by all involved,
each of the analysts is assigned specified portions of the fault
tree for further development. While the analyses are being con-
ducted, the task of reviewing the output of each analysis and
combining the output into one complete system: analysis is per-
formed by those who developed the top diagram. When the analysis
for systec safety is complete, it will be documented.

An important factor necessary in accomplishing a system-integrated
analysis is effective communications on a "day-to-day" basis
between all the enalysts involved.

FAULT TREE

The Tollowing guidelines may be used to achieve a consistency
of approach and t» assure analysis completeness,

1) Structuring should follow the rules and symbolism used in
this appendix, since they are well standardized throughout
the aerospace industry.

2) Each "diamond" event should have the following information
and reason for aralysis termination of the event:

(s) Insignificant (with rationale), or
(b) Lack of system information, or

(¢) 1Identiffication of other analyses which satisfactorily
enulyze tho failure modes and system effects for that
event,

3) Development information sources should be identified by
schem:tie, flow, time, mechanical, electrical operation,
m.intenance drowing and,/or document numbers. The revision
date and/or number must be included for each source, This
source information must be included as part of each submittel,
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1.4

(Continued)

4) Each snalyst must utilize the fault tree alphabetic code
assignments made in the comput.er dra\d.ng program, if one
te being used, s .

5) Revision codes should be included by each analyst and can
be based on the standard practice of assigning progressive
alphebetic characters beginning with A.

6) Identify all components and subsystems by part number.

Drawing the Tree

In some cases, the analysts may make hand sketched trees, and
document the evaluation and conclusions. In other cases, where
more compliceted trees are involved, and presentations to sub-
stantiate the conclusions must be made to management, then
formsl drafted trees may be prepared. Where complicated integ-
rated systems are being analyzed, there are computer controlled
drafting systems available. See the list of references for
sources of information on these systems.
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2.0 FAULT TREE PROCEDURE
2.1 GENERAL

A fault tree is a diagram of the logical relationships of parallel
and series combinations of independent personnel or equipment sub-
system and component fajlures and normal operating modes that can
result in a specified undesired event. This diagram can be cuanti-
fied to provide a relative probability of causing the specified un-
desired event by means of each path leading to that event. Paths
having high relative probability are considered dominant over paths
of low probability.

The following sections discuss basic rules, definitions and methods
of the fault tree technique.,

2.2 EVENT DESCRIPTION

The term "event" denotes a dynamic change of state that occurs to

a system element, where an element is inclusive of hardware, software,
personnel and environment. If the change of state is such that the
intended function of the particular element is not achieved, or an
unintended function is achieved, the event is an abtnormal system
function or "fault event." If the change of state is such that the
intended function occurs as plarned (designed), the event is then a
normal system function or "normal event."™ Thus, two types of events
exist -- those which are not intended and those which are intended.

Fault events can be divided into two categories: basic events and
gate events., Basic events are events whereby system elements (usually
at the component level) go from an unfailed state to a failed state,
and are related to a specific failure rate and fault duration time.
These events are used only as inputs to a logic gate (never as out-
puts) and are therefore independent events, On a fault tree, basic
events are depicted by a circle or a diamond. A gate event is the
event (or system failure) which results from the cutput of a logic
gate. Since the gate event is dependent upon the input events and
the type of logic gate function, it is therefore a dependent event,
It must be noted that the gate event is not the logic gate itselr,
but the result of the legic gate function end the input events. The
gate event is depicted b a rectangle above the logic gate. As fault
tree development progresses, gate events on one level become inputs
to gate events on the next higher level. (See Section 2.3 for
examples. )
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In the fault tree analysis of a system the inherent modes of failure
of system elements are delineated as primary, secondary and command.
These failure modes are referred to as "primary events,” "secondary
events," and "command events" respectively, and are depicted on the
fault tree as the combination of basic events and/or gate events. In
other words, these events are generally identified at a gate event
level, and depending on the level of analysis, are further developed
unt?l the event can te identified in terms of basic events,
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2.2

(Continued)

In a fault tree analysis, the dynamic change of state that occurs

to a system element is defined as a binary type event. That is,

a system element is always in one of two states, ON or OFF. The ON
state (or 1) corresponds to a failed condition and the OFF state (or
0) corresponds to an unfailed condition. The example below illus-
trates the binary manner of a system element. The element operates
normally (OFF state) until failure occurs (ON state). After the
fault event occurs (dynamic change of state) the element remains
failed (ON state) until repair of some sort has been effected. When
repair is accomplished, the element returns to the unfailed state
(OFF). By representing events and gates in a binary manner, fault
trees can be analyzed by the rigorous techniques of Boolean algebra.

Event Duration Time Event Duration Time
ON 1
STATE OF
ELEMENT OFF O
A B c D
A - Time of 1st failure
B - Time ist failure is repaired
C - Time of 2nd failure
D ~ Time 2nd failure is repaired
2.3 SIMBOLS
Rectangle

The rectangle identifies an event (gate event) that results from

the combination of fault events through a logic gate. The rectangle
is 8lso wzed to describe a conditional input to a functional condi-

tion INHIBIT gate (described below),

Circle

The circle describes a basic fault event that requires no further
development, The frequency and mode of fallure of items so identified
is derived from empirical data. The rate ol occurrence of such a
prizary event is normally the generic failure rate of the component
for the particular failure rode,

SHEET C~202




=, et et i s B e A

NUMBER D2-119062-1
e ﬂﬂEIIVE commany REV LIR

2.3 (Continued)
House

The house indicates an event that must occur (cr is expected

to occur) due te normal operating conditions in the system. “he
house does not indicate a fault event. 1\n example is . prase

change in a dynamic system, such as the landing, flight, aud t-ke-off
phases of an aircraft.

Diamond

The diamond describes a fault event that is considered basic in a
given fault tree. The possible causes of the event are not developed
ei.her because the event is of insufficient :zonsezuence or the
necessary information for further development is unavailable. It also
can indicate non-development because an analysis already exists that
is of satisfactory depth and breadth, Which of the three uses that
applies, should be indicated for each diamond on the tree.

USE FOR TYPEWRITTEN MATERIAL ONLY

Oval

The oval is used to record the conditional input to a random condition
INMIBIT gate. It defines the state of the system that permits a

fault sequence to occur, and may be either normal to the system or
result from failures, It is elso used %o indicate the necessary
sequence of events required to pass through an "AND" or an "OR" gate
function,
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2.3 {Continued)

o

Double Diamond

The double diamond is used in the simplification of a fault tree
for numerical evaluation. The event described results from the
causes that have been ldentified, but are not shown on a particular
version of the fault tree being examined.

-

"AND" Gate

The "AND" gate describes the logical operation whereby the co-
existence of all input events is required to produce the output
event, The fault duration time of an "AND" gate is expressed in
terms of the input fault durasion times.

Output

‘—2___., 2 or More

Inputs
Example of "AND" Gate Usage:

USE FOR TYPEWRITTEN MATERIAL ONLY

Light
ncn Off

¥ 0

Pover _ -

Source —uo

Switc Switch
) A B
Circuit Open Open
FAULT TREE

SHEET C-204

e~ © VD 4002 1434 ALV, 888




e . A -

A - . o ramina, omgern, beer ater o Ee

NUMBER  D2-119062-1

THE Nﬁfll‘vc COMPANY REV LIR

-<:> 2.3

USE FOR TYPEWRITTEN MATERIAL ONLY

(Continued)
Another example of "AND" Gate Usage:
Light nCn
On
A B c
tch tch
A B
losegd losed
Circuit FAULT TREE
"ORY" Gate

The "OR" gate defines the situation whereby the output event
will exist if one or more of the input events exists. The
fault duration time of an "OR" gate is expressed in terms of
tne input fault durstion times,

C;—-Z or more Inputs
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2.3 (Continued)
Example of "OR" Gate Usage:
Light nC"
On
itclh te
Circuit A B
Closed losed
5 FAULT TREE
3
z
o Another examol~ of "OR" Gate Usage:
'—
«
: Light "C"
- off
Y
a C
> . —
-
3 I A B
'
w ——
g T
Circuit /Switch Switeh
\ A B
Oper. Ope
FAULT TREE
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0 2.3 (Continued)
"PRIORITY AND" Gate
The "PRIORITY AND" gate performs the same logic function as the

"AND" gate with the additional stipulation that sequence as well
as co-existence is required.

”J::fserutput
(
| Priority

Description

=2

2 or More Iaputs

o

Sy,
oy L,,»;i 5

£ i
£l £

S A

w
TOA%
1

"CONSTANT FAULT DURATION AND" Gate
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The "CONSTANT FAULT DURATION AND" gate symbolized describes the
seme logical function as the "AND" gate except that the fault
duration time of the output event is not dependent upon the fault
duration times of the inputs. The fault duration time of this gate
is determined as a function of the system operation,

-
pd

; - Output
AT
i } Fault
, Duration
) l Time
. b " 2 or More Inputs
6%\ 5% ES
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Example of "CONSTANT FAULT DURATION AND" Gate Usages

Consider the undesired event "Rocket Motor Inadvertently Ignited."
Assume the "armed" results in a warning light prompting immediate
repair action. If the "armed" event occurs and the warning system

is working, the fault duration time is one unit. If the "armed"
event occurs and the warning system has failed, the fault duration
time is naturally. longer, being dependent upon how often the monitor-
ing system is functionally checked.

Rocket Motor
Inadvertently
Ignited
: (-
z
l ° r 1
<
& Safe-Arm Ignition
E Mechanism Current
O z Arred Present
~ £
[-4
g o A %= 1 Unit Fault Duration
.;. /x\, Time
[ 4
! 2 Missile Missile A'= 1 Unit Fault Duration
B u Armed Armed Time + 4 Monitoring
P > A Al System Functional
Check Time
Fauit
. {Duravion |(#Monitoring
Time System & Check
Time)
Safe~Arm
Missile Mechanism
Armed I‘onitor System

J A Failure

FAULT TREES
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2.3 (Continued)

"EXCLUSIVE OR" Gate

The "EXCLUSIVE OR" gate functions as an OR gate with the restriction
that specified inputs cannot co-exist. This gate will not respond
to the co-existence of Two or more specified input events,

Restriction

T <<= _ 2 or More Inputs

Example of "EXCLUSIVE OR" Gate Usage:
Aessymetric
Thrust

P R
: /Not Both -,

Assume: Twin, side mounted engine vehicle, Simultaneously
\___/

Loss
of Engine
N2

The "CONSTANT FAULT DURATION OR" gate performs the same function as
the "OR" gate except that the fault duration time of the output event
is not dependent upon the fault duration times of the inputs. The
fault duration time of the output event is strictly dependent upon
system operaticn variatles, and must ve determined from system
information rather than in terms of the input event fault duration
times,

"CONSTANT FAULT DURATION OR" Gate

USE FOR TYPEWRITTEN MATERIAL ONLY

)
< ——— Output

Fault
Duration
Times

%
H
3

2 or More Inﬁuts

EoamE f g
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2.3 (Continued)

"INHIBIT" Gates

"INHIBIT" gates describe a causal relationship between one fault

and another. The input event directly produces the output event

if the indicated condition is satisfied. The conditional input
defines a state of the system that permits the fault sequence to
occur, and may-be either normal to the system or result from fuilures.
The conditional input is represented by an oval if it describes a
specific failure mode and a rectangle if it describes a condition
that may exist for the lif'e of the system, The conditional input

is further described on the following pages. The logical "INHIBIT"
functions are symbolized in fault trees as follows:

SS OQutput

Type of
_Condition |

D
=7 < Input

"FUNCTIONAL CONDITION INHIBIT" Gate

The "FUNCTIONAL CONLCITION INHIBIT" gate provides a means for
applying conditional probabilities to the fault sequences. If the
input event occurs and the "condition" is satisfied, an output event
will be _snerated, The duration time of the output event may be
either the duration time of the fault input or may be separately
generated,

USE FOR TYPEWRITTEN MATERIAL ONLY

SEOutput

Functional
Condition

!

Input

——————— =
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Example of "FUNCTIONAL CONDITION INHIBIT" Gate Usage: __

Wreck Caused
by Blowout

ani wWet Road

Probability
that Road

is Wet v

Faults that
Cause Blowout

"RANDOM CONDITION INHIBIT" Gate

The "RANDOM CONDITION INHIBIT" gate is the same as the "FUNCTIONAL
CONDIDTION INHIBIT" gate except that the status of the conditional
input vo s "RANDOM CONDITION INHIBIT" gate is variable while it
remains constant in the "FUNCTIONAL CONDITION INHIBIT" gate. The
fault duration time of the output event is always generated within
the gate .

Example of "RANDOM INHIBIT" Gate Usage:

Hydraulic
Line Broken in
Wheel Well

Tire Fragmentation

—_____Breaks Hydraulic
Line

Tire Explosion
in Wheel Well
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2.4 SPECIAL SYMBOLS
2,41 "MATRIX" Gate, Introduction

A A

The "MATRIX" gate 18 used to describe a situation in which an
output event is produced for certain combinations of events at
the inputs, A matrix showing the event combinations that produce
the output event accompanies each usage of this symbol. '

Example of "VARIAELE TYPE MATRIX" Gate Usage
ire A1, A2 or A3 !

has voltage on it
and shorts to Wir

\

r
Faults Allowing Faults Allowing
A1, A2, A3 to Power on A2, A2,
Short to B A3
< 4 3
8§ § 8§
TR ¥ B
: 3
A N ¥
i i
Al Shorts to B 1.0 O 0
R
A? Sterts to B 0 '1.0 0
O
A3 Shorts toB, 0 O 1.0
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"CONDITIONAL MATRIX" Examp’e

Airplane
Crashes
Plane Fhases
1. Yaw
2. Roll
3. Piteh L
- |
Alrplane
Faultr
bSS
-
z
<]
o
<
] !
s ‘
<
: _
s - ! ' —
: .
s Feults Causing Faults Causing Faults Caueing
o Rudder to Jam Aileron to Jam Throttle to Jam
E on High rpm
[- 4
8 . —
us
g n
1]
s £ SR
- Y-
g b0
et [*] + ot
5 08 3%
"g’ - k&
e 4 &8°
f h
Roll A 5 1.3
Piteh ” .8 4
o ,
Yew o [.7 o

g
t

o e ;r‘
e 4

Sy o .
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2.4.2

2.4-2-1

Introduction to Advanced Concepts in the Usage of the Matrix Gate

In fault tree analysis of systems and subsystems many fault events
are used repeatedly in order to denote the proper sequence of logic
leading to an undesired event. Frequently the redundant fault events
are related to one another by a second fault event, resulting in a
unique combination of events. When these combinations are expressed
by conventional fault tree techniques, the result is usually long
and repetitive. The Matrix Gate is a method by which fault tree
diagram construction is simplified with reference to permutations

of redundant (or similar) fault events.

It mst be emphasized that the Matrix Gate is not a unique logic
operator in fault tree analysis techniques. The Matrix Gate is
merely a simplified or abbreviated representation of an already
existing portion of a fault tree; the existing portion of a fault
tree being s series of two-input AND gates (with related inputs)

summed together by an OR gate.

Whenever the Matrix Gate is used it is accompanied by a matrix,
whose elements are the redundant (or similar) fault events. This
matrix is necessary in order to denote which comvination of events °
are applicable to tie analysis, the total number of combinations,
and the probability of a particular combination resulting in the
undesired event.

In order for the Matrix Gate to meet all possible situations it is
necessary for two types of gate to exist; the variable type Matrix
Gate and the conditional type Matrix Gate. The variable type gate
handles situations where both of the irnputs to the gate consist of
fault events (fault events being referred to as variables). The
conditional itype gate handles situations where one input consists
of fault events (variable) and the other input consists of condi-
tional evants,

Example 1 (Figure C3) is a generalized case using the variable
type Matrix Cate. Fault events A1, A2, A3 and A4 are unique but
similar and fault events B1, B2, B3 and B4 are unigue but similar.
The Boolean Expression derived from the sample fault tree agrees
with the Boolean expression extracted from the Matrix Gate and its
associated matrix,

Variable Type Matrix Gate

Example 2 (Fi,ure C4) is a typical problem in which a four-wire
cable is to be analyzed, The wires are identified as A1, A2, A3 and
B. Under st ndir operating conditions, assume tuat none of these
wires carry voltagze, and furthermore, that wire I is ean ordrance
line and wires A1, A2 and A3 curry voltage at certain discrete time
intervals. The undesired evenc is wire A1, A2, or A3 shorting to
wire B and at the same time having voltage on it from a fault
condition at the voltage source,
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(Continued)

In this example the events which cause wire A1 to short to wire B
will be similar to the events which cause wire A2 to short to wire B
and wire A3 to short to wire B. For example, they coul? be shorts
caused by an insulation failure or a primary wire failure. There-
fore, the fault conditions of these three wires are unique, yet
similar, Since they are similar, they are drawn only once w?th the
Matrix Gate, instead of three times under conventional techniques.

The fault events which allow power onto wire A1 may or may not be
similar to the events which allow power onto wire A2 or A3, depending
upon the circuitry involved, If the fault events are similar (or

the same) the Matrix Gate can be utilized easily, with the fault
event drawn only once. However, if the fault events are completely
different for each wire, the Matrix Gate becomes more complex, and
each distinct f-ult event must be drawn (with little saving over
conventional techniques). Since the circuitry at the voltage source
is not developed in this example, an assumption will be made that
the faults are similar for each wire,

The 3 x 3 matrix drawn in Example 2 points out the combinations of
interest in this particular analysis. The boxes which contain a
"one" are the combinations of concern. These boxes, figuratively
speaking, say that "the faults allowing power on wire A1" are ANDED
with "the faults causing wire A1 to short to wire B", and "the faults
allowing power on wire A2" are ANDED with "the faults causing wire
A2 o short to wire B", and "the faults allowing power on wire A3"
are ANDED with "the faults causing wire A3 to short to wire B" which
are all summed together by an OR gate.

The significance of uging a Matrix Gate in Example 2 may not be
readily apparent, but suppose the four-wire cable had been a 50 wire
cable. Instead of drawing 50 iterations of wire shorts combined with
faults allowing power on the wire, th: Matrix Gate requires only one
iteration of the combination. The tediousness of drawing and reading
superfluous information has been eliminated, yet the necessary
information is not lost.

Condition Type Matrix Gate

Exarple 2 dermonstrated the Matrix Gate with both of the inputs as
variables., That is, both of the inputs to the gate consisted of
fault conditiona, A second, and slightly different, way of using
the Matrix Gate is with one input as a variable and the other input
as a conaition. This type of usace is fitted for situations wherery
the Matrix Gate 1s employed to replace irhibit Gates which have
similar or redundant inputs. Example 3 depicts this type of usage.

SHEET C-217

U3 4802 1434 REV, 845




9 - B - ,
b . - - . R b s e wemmaa [ e - '

NUMBER D2-119062-1 ;
THE Bﬂflﬂﬂ COMPANY ’ REV . LTR ,

"
oA
3

"

2.4.2.2 (Continued)

Example 3 (Figure C5) deals with a car and highway situation. In
this example a car is analyzed for the undesired event "car wreck"
and the only failure modes being considered are: 1) blowout, 3
2) loss of steering, and 3) brakes locking. In addition to analyzing 5
the car to determine the causes of these faillure modes, certain road %
conditions are placed on each failure mode. These conditions are:
1) the road being wet, 2) the road being dry, and 3) the road being
1cyo

As is apparent from the fault tree shown in Example 3, the variable
inputs to the Inhibit Gates are redundant, and result in a unique set
of combinations. This unique set of combinations results in a long
and repetitious fault tree, which can be effectively reduced in size
and complexity as shown. k.

The 3 x 3 matrix shown in Example 3 demonstrates that nine unique, 5
but related combinations result from this particular example, . Further-
more, it shows which fault event is combined with which conditional
event, and the rumber of times each event is combined,

2.4.,2.3 The Matrix

Now that the Matrix Gate has been exemplified in a simple and concise
manner, 8 small adjustment factor must be introduced. This adjustment
factor involves the "one" and "zero" placed inside the boxes of the
matrices., These numbers are in actuality probability numbers which
represent the probability of an Inhibit Gate allowing each combination
(of fault events) to result in the undesired event. To be specific,
an Inhibit Gate is located betweer: each AND gate combination and the
summing OR Gate, This "hidden" Inhibit Gate does not appear in the
fault trees of Examples 1, 2, and 3 because the probability of a
particular combination resulting in the undesired event has been
assumed as one or zero, When the probability was zero for a certain
combination this meant that the combination was either impossible or
not desired for analysis. When the probability was one for a certain
combination this meant that when the two events occurred, the undesired
event was immediately realized, The probability of the combinstion
resulting in the end event is not always one or zero, but frequently
some value in-between,

USE FOR TYPEWRITTEN MATERIAL ONLY

Example 4 (Figure C6) is a continuation of Example 3, except the
"hidden" Inhitit Gate is shown in the diagram. This example demon-
strates the probability involved for realizing a car wreck given that
a car fault occurs and the zpprooriate road condition is fulfilled.
Tzke for example the failt tree path "blowout on a wet road". When a
blowout occurs and the road is wet it does not necessarily follow that
there will be a car wreck. There is a certain probability involved

- for a blowcut on a wel road 1o result in a wreck, and this probability
is represented by an Inhibit Gate condition. The probability of this
. (j} condition is placed inside the matrix which accompanies the Matrix

Gate.
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2.4.2.3 (Continued)

2.4.2.4

The probability numbers in the matrix should not be taken as the
probabllity of two fault events being combined together. These
numbers indicate the probability that two combined fault events
will result in the undesired event after they have statistically
been combined., Example 5 (Figure C7) shows the generalized case
and the mathematical equations involved.

Conclusion

The preceding discussion provides evidence that the Matrix Gate
and its associated matrix successfully represent a condition of
similar or redundant fault event combinations in a simple and
concise form while at the same time yielding all of the qualitative
information involved.
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2.4.3

—

Transfer Symbols

The "transfer" symbol is used to allow continuity between two
parts of a fault tree. A line drawn into the side of a triangle
transfers everything below that triangle to another location,
which is identified by a triangle with a line drawn from the apex
and containing matching nomenclature and identifying symbol. The
methodology is illus*rated below:

— T

relay XK 12 elay XK 12
fails closed fails closed nomenclature
Zéiﬁ identifying
symbol

Two types of transfer symbols exist. The "internal" (local) transfer
gymbol transfers portions of a fault tree only within a particular
diagram. The idea behind this being that whenever the development
of a ceruain portion of fault tree is identical in two or more places
on the same diagram, it need only be developed in one place.

The "external" (global) transfer symbol transfers a portion of a
fiult tree to another, entirely separate, fault tree diagram., This
happens when a development 1s identical for one event on two separate
diagrams. Also, when a diagram is developed until there is no longer
room for further expansion on the sheet (or it is desired to end at
a particular place) an external transfer is used to continue develop-
ment on another sheet. This is the method by which new fault tree
developments (sub-diagrams) are started.

Figure C8 is an example of transfer symbol usage. It shows the
correct use of both internazl and external transfers.
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Internal External
Transfer Trensfer

(local)  (globsl) [

Figure C8
G Transfer Symbol Usage
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2edied, Qutput Encompassing Ellipse

An ellipse with a line extending out along the major axis is used
when a component appears several times at the same place (e.g., a
10~stage counter where all 10 stages can be represented by illus-
trating one stage). Only one of the inputs is drawn to encompass
the output., This indicates that the failure rate of that event is
to be multiplied by the given factor (times 10 for the 10-stage
counter) for an "OR" gate or raised to a given power and multiplies
by the expression (n N~1) for an "AND" gate. This symbol is
i1lustrated below.

T

n or

n(n n-1)

2.5 EVENT IDENTIFICATION

All events comprising a fault tree must be identified by a code.

This is necessary for four reasons: 1) easy and precise referencing,
2) for purposes of machine drafting, 3) in order for a log of events
to be maintained, and 4) for purposes of quantitative evaluation,

The means by which events are identifled is generally dependent upon
the requirements and objectives of the particular analysis. A
standardized procedure should be set up and adhered to for an entire
analysis program,

USE FOR TYPEWRITTEN MATERIAL ONLY

The size and complexity of aerospace systems has demanded that a
unique method of event identification be utilized. A method has been
developed to satisfy the requirements and objectives of the Apollo
system fault tree analysis, plus allowance for future expansion or
quantitative evaluation,

All events are classified into one of two categories. These two
categories are referred to as "global" events and "local" events.
Glotul eveuis wre dufined as events which are used on mgre Lhan cne
fault iree diagram, and local events are defined as events which are
- unique tc one fault tree diagram. .The notation (or code) for events
allows each cvent to te uniguely represented, at the sume time
ditferentiating between global and local events. The standardized
notation is shown in Figure C9.
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2.5 (Continued)
LOCAL EVENT BAL T
\'[(0) ] V100
thru thru
V99 V999
wo1 w100
thru thr
w99 . W999
>
po |
3
o X0 X100
F thru thru
= X99 X999
3
&
r
¢ -
=
Y 201 2100
o thru ‘ thru
o 299 2999
w
3
YO1 Y100
Y99 Y999
B thru A_— thru
99 | 222
) 1
- Figure C9
.. O Standardized Event Notation
£y, ‘;?!- =

o ‘ SHEET (=226

- /4( U3 4002 1424 REV . 808



‘ 'f'o'.-...........__.»..._. it 8 e s ey 2o v e+ e aah o s v bt~ v e o . AN
" NUMBER D2-119062-~1
T 8”‘,”5 COMPANY REV LTR
2,5 (Continued)
<:) - From Figure C9, it can be readily discerned that the alpha

character identifies the type of event. That is, "W" indicates

a house, "X" indicates a circle, "2" indicates a diamond, any

"Y" indicates an oval, Local events are numbered from 01 through

99 for each and every diagram. For example, diamonds on the AAA

disgram are randemly nv—tered as Z01, Z02, ZJs, etc., and diamonds
- on the RAA diagram are also numbered as 201, 792, 233, etc.. The

only way to differentiate between local events is ty indirating

the fault tree .diagram on which they are located. Global averits

are numbered from 100 thrcugh 999 and an index must bo w-d tc

locate diagrams on which these events appear.

For the identification of global transfers (sub-diagrams) a three
character alpha system is utilized. Using three salpha chsracters
allows identifying nomenclature for a possibility of 17,576
diagrams. In conjiaction with this method, a breakdov. :an br
established which immediately identifies the source of each diagram.
This breakdown consists of delegeting the first letter, of all
three letter combinations, to a particular MSF Center, contractor,
or analyst.

As shown, local transfer symbols are numbered from O1 through 99
for each fault tree dizgram., When referring to a particular local
transfer, the diagram un which it appears must aiso be given,

2,6 BASIC DIAGRAM METHODOLOGY

The development of a fault tree disgram commences with the
definition or identification of the top "undesired event" to be
analyced. The top undesired ‘vent can be an encompassing event,
auch as "mission loss", indicating a complete system analysie, it
could be a imiting event, such as "crash due to engine failure;

or it could be a specifi: event, such as "amplifier falls resulting
in low output", indicetin3 analysis beginning at a hardware level.
Once definition of the undesired event has been accomplished, the
system is analyzed using the fcllowing rules and definitions of
fault tree diagramming to determine and model the inter-relation-
ships end combinations of *roth normal and abnormal system functions
which could cause the vccurrence of the top undesired event.

USE FOR TYPEWRITTEN MATERIAL ONLY

The next step is to aivide the system operating modus into phases.
A phese 1s that increment of a cystem's life which can be analyzed
independently, yet recognizing that there may be commonality of
analysis between any of the phrases., System phase .reskdown should
continue (corresponds 1o system encincering functional analysis)
until the environment stays relatively constunt through the phase
- element and system operational characteristics do not change the
fuult envircnrent, The de.elopnanbt of a fault tree procesds through
the identification and combination of the system events (uormal
. and fzult) until all fault events are definable in terms of basic
(:‘ i13entifiable hardware mnlts, to whiﬂh frilure rate data can be
applied.
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2.6 (Continued)

Figure C1C shows the general relationship of fault tree
segments. Although shown as distinct elements, it should
be noted that the segments will, to a certain extent, "mix"
together throughout the fault tree structure.

Undesired Top
Event(s) Structure

Systom Phases l
Identification of Cause
Sources (fault flow)

Primary, Secondary & Command Paths

Primary Event Identification _l__

Figure C10
Fault Tree .
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Developing the "fault flow," or cause and effe.t relationship

of events through a system, requires deductive reasoning at

each "gate event" or level of the fault tree. This deductive
reascning basically involves the answering of five questions:

1) necessity, 2) sufficiency, 3) primary, 4) secondary, and

5) command. These questions effectively develop the structure of
the fault tree on a progressive, or level-by-level, basis. =

To answer the guestions "ne.essity" and "sufficiency" requires

an ev:luation of the system for normal and abnormal functional
event relationships. This evaluation determines the system unique
events, and logic gates combining them, to result in the undesired
event, This is accomplished by looking at the undesired event and
askinz, "Wh.t is necessary and sufficient to cesuse this undesired
avent?" For examplz, an ordnance device will bz activated when
two eveats occur: 1) the ordnance device Safe ard Arm mechanism
closes, MALD" 2) energizing power is available on the ordnance
device ignition line, These two events are all that is "necessary”
and "sufficient" to cause activation of the ordnance device,
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~ 2.6 (Continued)
(“) The questions "primary" and "secondary" are questions requiring §
L an evaluation of the system to determine what primary and/or i
- secondary fault events can occur to result in another fault event. i
. ] A concise definition of "primary" and "secondary" failures: %‘
' - Primary Failure: Failure initiated by failures within, and of, §
. the component under sonsideration, e.g., resulting §
from poor quality control during manufacture,
etc., applied only to the component during Fault
Tree Analysis wher. a generic failure rate is
available.

Secondary Failure: Failure initiated by out of tolerance oper-
ational or environmental conditions, i.e., a
component failure can be initiated by failure

not originating within the component.

These questions also help to identify the specific failure modes
of the fault event. For example, a primary failure mode of an

ordnance device would be the mode of auto-ignition. A secondary
failure mode would be that of ignition due to excessive external

shock or heat.

The question "command" is really a guideline for development
through the system. The question asks, "What upstream event will
cermand the cownstrezm event to occur?" The upstream event may
be 2 primary and/or secondary event, or it may be an event
commanded by an event further upstreanu

USE FOR TYPEWRITTEN MATERIAL ONLY

A concise definition of "command"failuret-

Command Failure:* The component was commanded/instructed to
fail i.e., resulting from proper operation at
the wrong time or place.

Essentially, the "command path" is a chain of events delineating
the failure path of command events through a system. The command
path ultiraialyr results (at the finish of the analysis) as a
primary and/or secondary fault event, Tzke for example, a set of
relay contacts failing closed, as part of a system function. The
contacts may fail closed as a primsry failure, they may fail closed
from a secondary cause such as foreign material bridging the con-
tacts, or they may be commanded to close by a relay coil failure,
If an upstream event causes the relay coil to be energized, the
sontacts ure effectively "comm;nded" to close as a result of thls

upstream event.

* Component may not always have command failure mode
(e.g. a standard bolt) in which case this mode may

be disregarded.

SHEET C-229

‘ /1‘,5’ U3 4802 1434 REV. 8. 63



ST N e '
‘L?:?;.Sgl.," . " % ¥
B e e T e D e
, NUMBER p2-119062-1
i BVDEING conrany REV LIR
4 - 2.6 (Continued)
- ;/ (“) The effective inter-relationship of the five necesgsary deductive
AR questions is shown below:
gkr- Fault ‘ necessity ‘ primary event
- Tree sufficiency secondary event
) ’ command event

As indicated, a fault tree is constructed of primary events,
secondary events and command events through the medium of necessity

and sufficiency.

In developing a fault tree certain thought processes take place
in the mind of the analyst., The steps of development at each
level of the fault tree delineating these thought processes are:
1) Define the undesired output event;

2) Determine what is "necessary and sufficient" to produce
the undesired output;

3) List all primary events related to the undesired output;
4) List all secondary events related to the undesired output;

5) Define the undesired input event which could command the
output event;

6) Repeat steps 1 - 5 for the new undesired event defined in
step 5.

USE FOR TYPEWRITTEN MATERIAL ONLY

Figure C11 shows the relationship of the above steps to the
structure of a fault tree. The inherent simplicity and logical
process 1s readily apparent from this example,

[T e et . e e e - -
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2.6 (Continued)

Secondary Secondary

Faults Faults
_(power) .(}nvironment)
Command Primary |_——, Undesired
Faults — M fay1t(s) Output
Secondary
Faults
(reference)

!

Undesired'

Output |

T

Secon

Fagltga{{?vi\-; ;" il“';
a .
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Figure Ci1
Fault Tree Relationships
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2.6 (Continued)

Figure C12 shows a logic diagram structure which portrays the
relationship of the command event to the primary and secondary
events, and also how command events lead to a "command path."

It mast be remembered that the command path, as such, is only

a guideline for analysis of event development through a system.
Comrznd events create an orderly and logical manner of analysis
at each level of the fault tree. Once an analysis is completed,
comparison between the fault tree and signal flow diagram will
show that the fault tree "command path" of a branch will represent
the steps of signal flow along a single thread.

EVENT
B

[
-t
5
2 ]
& EVENT
z SECONDARY PRIMARY c
z EVENT EVEKT
: D
-4
:
z r— ' -~
o EVENT EVENT
" E D
S

{
EVEE‘NT SECONDARY PRIMARY SECONDARY
] EVENT EVENT EVENT/

Event F cormmands E, Events E
ard D coirund G, W.ich in turn
commands B.

Figure C12
Exurple of Courund Path
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2.7 THE HUMAN ELEMENT

Any system which requires the human element in order to perform
its intended function must have an analytical development that
includes the human as part of the system. The human element is
a complex subsystem, and human cause and effect relationships
must be an integral part of the system's fault tree structure.

An example of how the human element can be portrayed in a fault
tree is shown in Figure C13. The top event defines any arbitrary
human operation and is used merely to illustrate the development
below the event, The circle shown as "Crew Member Fails to Perform
Function" (the identified critical function) represents the
possibility of inadvertent error, usually highly improbable. The
other two inputs to the top "OR" gate represent the "command"

(no input information) development and the "secondary" cause |
development, Either of these two branches will most likely contain |
the dominant factors associated with failure of a crew member to :
perform a critical function., The events shown in this fault tree,.
Figure C13, are examples of the types of causes which could result
in no action taken by a crew member. There are others which for
simpl%city are not shown in this illustration (indicated by dotted
lines).

2.8 DOMINANT PATHS

A dominant path is the chain of events which is most "likely" to
result in the undesired event (potential accident). In a typical
case, there may be several paths of various degrees of dominance
which can result in a given undesired event. These chains and
their associated degrees of dominance are most clearly identified
by the system safety model (fault tree or logic diagram)., Dominant
paths and their relative degrees of dominance are determined by
event weighting (inspection) or rigorous mathematical solution of
the model.

USE FOR TYPEWRITTEN MATERIAL ONLY

Since the dominant path is the most likely avenue along which the
undesired event(s) can occur, the most cost ef?  :tive approach is
to concentrate the initial prevention effort in this area. It may
be necessary to.consider other paths wilhin the model, in a
descending crdsr of dominance, in order to achieve an acceptable
level of risk for the occurrence of a particular undesired event,

Preparing to locate dcwinant paths requires that the system safety
model for a given undesired event (potential accident) has been
developed to the extent necessary to identify dominant paths., As

g minimum, the fault tree developuent, which is the model, must
encompass all these safety features and devices which have been
designed into the system. This assures that adequate consideration
has been given 1o those areas of the system which are of the greatest
"risk," since safety devices are normally placed where the greatest
(:§ risk of an undesired event occurring exists,
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2,8 (Continued)

Logical inspection or mathematical processes determine the degree
of dominance for those paths of the model which contribute the
most to the likelihood of the undesired event, The term "logical
inspection" is defined to mean the logical thought processes of a
trained and experienced analyst being applied through examination
of the model. These processes, associated with weighting factors
he may consider, lead to the resulting state.ent by the analyst

"that "these events (identified) and path(s) appear to be the most

probable."

The term "mathematical process" can be a solution of the model by
any of several methods. Normally, a diagram with 250 events or
less is solved by the Lambda-Tau (hand calculated) method, and a
diagram with greater than 250 events on a digital computer using
Monte Carlo simulation with importance sampling. An event in this
case is defined to be any element of the diagram other than a logic
gate. Since the purpose of the quantitative evaluation of a
diagram is to identify dominant paths and their relative signif-
icance, the diegrarm is usually simplified by inspection to minimize
the structure to be simulated. This i. pection is the elimination
of those events and branches which are obviously insignificant
compared to others which are inputs to the same gate.

Control of dominant paths is accomplished by the following:

1) Establish a predetermined limit within which the initial path
selection is bounded. This involves the identification of
those paths which are computed to be above any established
limit for the system. L

If the paths are near or below the limit, then they are
selected by picking those which are within an "order of
magnitude” or so of the limit, or are of the same type.

2) The initial selection must be divided into groups for which
a set of predetermined limits has been established for each
grouping, The grouping of paths is accomplished by selecting
those within an order of magnitude of each other or those
which have an apparent commonality within the system,

3) Deternmire if a coumon point of depurture exists among the
paths of each group. This evaluation involves determining
if there are common faults among the paths. Recommended
changes to the system at these common points provides the most
effective way to eliminate paths, or at 1°ast reduce them to
an acceptable level.

4) Convert the fault tree dominant paths b grouping events at
logical summary points. Converzion of the fault tree dominant
paths involves making a 1listing of these events which, when
"OR"-ed, result in an in‘erim event. The method is to convert
each puvh to & simplilied alternating "AND,"™ "OR," "AND," "UR,"
ete., relatienshio,
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5)

6)

7)

2.8 (Continued)

Simplify the fault tree of the dominant path by logically
re-diagramming., Simplification involves re-~diagramming the
relationships summarized in step 4. This results in a
simplified diagram of each path which can be readily correlated
with a functional flow diagram of the system. The paths can
now be verified as to accuracy and the actual fault points
introduced into a functional flow diagram to show where and
how the fault combinations affect system operation.

Determine those events for which a design change or the
development of a procedure will best and most cost effectively
reduce the probability of occurrence of an undesired event to
an acceptable level of risk.

Ingert alternative solutions as derived by steps 1 through 6
and repeat the process until an acceptable level of risk is
obtained, Thls step involves working with designers and
selecting several alternative system changes to reduce the
probability of occurrence of each path. For each alternative
to be evaluated, the fault tree is changed to reflect the
change and the diagram is recomputed to determine the change
impact. Care must be exercised to assure that other paths or
branches of the tree which have the same event or fault
sequence are also changed to reflect the change being evaluated.

8) Advise appropriate level of management of findings and

recommendations.
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2.9
209.1

FAULT TREE EVALUATION

Failure Data Development for Fault Tree Evaluation

Fallure data 1s developed as a tool to define the effects of
various component failure modes and classify these effects on
system equipment or personnel. The format in Figure C14 is pro-
vided for assistance and guidance in developing system safety

. failure data. This format can be changed according to various

requirements and should be considered as an example only.

" The various colﬁmns are explained as follows:

COLUMN I - COMPONENT

Components are defined, at the discretion of the analyst, by
their physical or functional significence. The following guide
will facilitate understanding of the types of natural separations
to consider. It is not intended to be exhaustive,

1) Electronic Logic Circuits

Many systems or subsystems are made up of a number of basic
circuit designs which perform an identifiable purpose. These
are used as building blocks for larger circuits designed to
perform the required logic functions of the system or subsystem.
To minimize the analysis required, the basic circuits can be
defined as major components, and an analysis made of each logic
function,

2) Mechanical Devices

Mechanical devices can be either a single part or an assembly
of parts which perform one function. The use in the system
will dictate to what level of detail mechanical parts should
be considered. Single parts which can be considered major
components are: solid driveshafts, engine blocks, primary
structure, etc.. The majority of mechanical devices will be
assemblies of many parts and it is more reasonable to treat
the assemtlies as major components, for example: relays, pumps,
motors, mechanical safety devices, etc,. This permits the
majority ol vendor-supplied mechanical devices to be analyzed
as major components.

3) Electrical Systems

Major compinents cun be basic components of a circuit or combin-
ations of components used to perform one single function such

as snplifiers, rectifiers, or regulators., The level of data
cdeveloprent should e bused on the importance of the part as a
func tional element in the design.
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2.9.1 (Continued)

4) Chemical Systems

In systems containing chemical compounds, the chemicals
should be considered as major components if these compounds
can cause failures of other components through chemical
reaction or release of chemical energy. Examples of chemical
components are: fuels, pressurants, coolants, and preservatives,

5) Safety Devices

Safety devices will normally be considered major components
since they are used primarily to protect against undesired
events.,

6) Wiring

Interconnecting wiring of major components will be considered
a major component. Internal wiring will be considered as a
pert of a major component., Physical characteristics of cables
which circumvent failures between wires should be stated in
the cable analysis.

COLUMN II - COMPONENT FAILURE MODE

Failures of major components consisting of one part require a
listing of the modes in which that part may fail. Failures of
major components consisting of more than one part will require a
failure mode and effects analysis to determine how the failure
modes of each part affect the components' output. These part
failure effects will be the failure modss of the major component
listed in the system safety failure data. All faillure modes of
the component should be listed.

USE FOR TYPEWRITTEN MATERIAL ONLY

COLUMN III - COMPONENT FAILURE RATE

The predicted relisoility of the failure rate computed from actual
field dats of primary fcilures should be tabulated in this column
for each major component in each of its modes of failure, This
data can be used in evaluating the probability of the fault event
or in selecting which critical or catastrophic events should be
analyzed if the decision is made not to analyze an event so class-
ified. It also serves as a data bank for future reference when the
need arises to analyze other undesired events as a result of
system changes.
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2,9.1

(Continued)
COLUMN IV -~ SOURCE OF DATA

This column states the source of the failure rate data,
It shows the differentiation between field data, test
data, calcualated data, etc..

COLUMN V -~ FAILURE STATE

Many major components are recurrently activeted during the
system's operational life. The level of stress on these
components will change from one system mode to anothor. The
effect of a failure in each mode can be differenc; {or example,
components supplied with power only during s test can create

a fault hazard only while a test is performed. Failures existing
in one mode of system operations can also adversely affect the
system when the mode is changed., This column therefore should
reflect the environmental state of the component when it failed.

COLUMN VI - EFFECT OF COMPONENT FAILURE

This column states the effect on rela':.' system equipment and/or
personnel due to the component failure,

COLUMN VII - REMARKS
This column may be used to include additional information needed

to clearily or verify informaticn in other columns as well as
other information currently pertinent to system safety efforts.
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", 0 2.9.2 Fault Tree Quantitsative Evaluation

After the fault tree has been constructed and lnput data acquired, ;
the tree can be evaluated. The object iz to establish the likeli- *
hooa of occurrence of the "undasired eveni’ and to evaluate the
relative contribution of each indicated failure mode., With this i
informstion the sefety analyst can identify tlLe dominant system i
feilure modes (dominant paths) and management can make the decis?on
as to whether or not correciive action is warranted. ’

H

i A £ o
o

Two basic approaches used to quantify fault trees are 1) calcula-
tion, and 2? simulation, The calculation or deterministic approach
will be considered fi:3t. For fault trees where every basic input g
in non-repairable, classical probability can be used, In this case,
each gate msrely represents the operation to be performed (i.e.,
union for "OR" gates and intersection for "AND" gates). The class- :
ical probability approach, wnile simple and efficient, is not : 1
adequate for fault trees where the effe~“s of a basic fallure can 4
be eliminated before causing the undes! _i event., A basic failure ﬂ
whose effect can be removed is called repairable; however, the ‘
usags of the word "repairable" is irregular hecauss *he offect zwy !
be terminated without actually repairing or r:placing the fa.led
item. A more definitive time is "farlt duration time."™ The analysis
of repairable systems requires special statistical technigues.

2090201 GQmput&tion

Cne technique in the calcualtion or deterministic approach is the
"L.abuz-iau" nethod te evaluate fault trees. In this method,
failure rates must be small, fault duration times must be small
with regard to mission lingth, and redundant inputs must be ramoved.
Redundancies that are not removed may lead to serious unbourded
errors in the answer. The fault tree diagrriis are usually
expressed algebraically and ojperated on by theorems of Boolean
algebra to remove redundancies. The "Lambda-Tau" method can be
applied by hand or by digital computer. However, as the fault
trees get larger in size, the task of hand calculation becomes

tiue consuminy, laborious and error prone. A computer program can
write the algebtraic expression and can use Boclean algebra to
remove the redundancies, However, computer core storage on most
computers lirits the size of the tree solvrable by this method,
Revertteless, smmller fault trees can be calculated accurately

by hand or compater using "Lambda-Tau" methods. (See Section 2.9,3
for furtrer details.)
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2.9.2.2 Similation

In the simulation approach, a fault tree is represented on

a computer and failures are simulated over a given mission
length. The computer prints out the failure which leads to

the undesired event, and the probability is calculated. The
simulation approach has all the advantages of tne calculation
approach except for the greater amount of computer time needed

to similate fault trees with small probabilities. Simlation
offers several advantages: namely, the dominant paths are
listed and the computer can solve larger diagrams (10 times
larger than "Lanbda-Tau"). Simulation has gone through many
stages of development. In its early stages, the amount of
computer time required became prohibitive; however, special
Monte Carlo variance reducing techniques (importance sampling)
have reduced greatly the corputer time required. The importance
sampling technique distorts the true failure distribution to
make events occur more rapidly. Thus, the number of trials (a
trial represents the predefined mission length of the system)
required for an acceptable statistical confidence is reduced.
With fewer trials required, computer time is reduced. The
distortion of the distribution, when using importance sampling,
1s compensated for by calculation weight factors. See Nagel, P.M.,
and Schroder, R.J.,, "The Efficient Simulation of Rare Events in
Complex Systems". D2-114072-1, The Boeing Company. Overall,
simulation offers more potential and has proven to be more effective
in calculating accurate answers than the "Lambda-~Tau" calculation
method.,
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2.9.3
2.9.3.1

Constant Repair or "Lambda Tau" Method of Fault Tree Evaluation
Coexistence of Independent Failures

Suppose there is given a group of n repairable items, and these
items may or may not fail in a given time period, T. Let event
A, represent the failure of item 1, event A the failure of
il.em 2, and in general event A, the failure of item i, 1= 1, 2,
eeeyn. These failures are chance failures, occurring at random
and independent of each other. It is these chance failures
which have an exponential distribution of their time to failure.
Hence the probability that an item in that group will not fail
may be expressed as the reliability,

Ry(t) = e A%, (1)

where tj is the given time period, and Ai{ is the number of
failures per unit time. The unreliability or chance of failure
is

Qi(t) = 1 -Ry(t) =1 - & Ayt @)

This unreliability may also be called the probability that
item i will fail during time tj, and is the probability that
event A; will happen. For each item I assume that the failure
rate A; and repair time 77; are constant. Further assume
that T3/T, A4, and A;7; are small.

Consider an interval of time from O to T as shosn in the
figure below.

Y

I "

A
=2

[
!

O-r

=2

t -7 t ¢+ dt

.
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2.9.3.1

(Continued)

In order for a failure to exist in the small time interval dt,
the failure must occur either in the small interval dt, or in
some time interval from 't - T; to t. If the failure occurs
before t - Ty, it will be repaired before it can exist in the

dt interval; and if it occurs after t + dt, it cannot possible
exist in the dt interval. The probability of event Ay happening
in the 7j period is (1 - e-*i7i). The probability of event Aj
happening in the dt time interval is Ajdt. These are the only
two ways in which the event Aj can happen. The probability for
all events, A4, Agy eeey Ay to coexist in the dt interval is

given by
Hdt= 21dt(1-e"2272) (1=e""3"3) ... (1~e="nTn)
+ Axat(1-e-M M) (1-e~"373).... (1-e~Ann)
. (3)

+2,3t(1-6"2 1) (1622 72) . . o (1-e=Mn-1 Tn-1)

Congider the first term in this formula, which is the probability
that event A4 occurs during dt and coexists with the other
failures having occurred previous to t. The probability of

event A4 occurring in dt is A;dt, and the probability of occur-
rence Ao during period T, previous to t is (1~-a— 2272). The
product of these probabilities for events Aq throuzh gives the
protability of the coexistence of all events, where only A4 occurs
during dt. The second term gives the probability of the coexis-
tence of A4, A5, «..Ap where only Ay occurs during the interval
dt. The sum of these n terms equials the probability of n events

coexisting during dt interval.

Let £(t) be the probability that A4, Ap,...A; have not coexisted
up to time t. Then £t + dt) expresses the probability that
A4, Ap, +e.Ap have not coexisted from time O to t + dt. This

can be expressed as

£(t + dt) = £(t) (1 - Hdt)
(4)
Where £ (t+dt) equals the produczt of the probability of no
coexistence of the items A1 through A, from O to t, f(t), and
the probzbility of no coexistence of %he items A, through A,

from time t to t + d&, (1 - kdt).
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By definition, the differential of f(t) is f£(t+dt)-f(t); therefore:
ar(t) = £(t) (1 - HAL) - £(t)
ar(t) = -£(t) Hdt

af(t) _
and ,—f-‘-i-‘t-.}_ -Hdt

Solving this dif~erential equation by integration,
ln £(t) = =Ht + C

(5)
At time zero, the probability that A4, As,...An bave not
coexisted is equal to 1. Then f(t) = 1 when t=0, and ln (1)=C.
Since 1n(1) = 0, then, from (5)
1n £(t) = -HT 6)"
£(t) e~HT

The probability that events A4 through A, have coexisted at
some time t is

P(a) =1 - £(t) = 1 -e~HT

For sufficiently small HT,

(7)
P(A)~HT.
+ 2-211?-1 ;. T e @ oln'c'-n
+AMT129T2 @ @ ¢ 2pqTpo1) T (8)

= 212-2 'Yyl zn (7273 XX Tn + T173 ese
Tn Feeet T172 .'o'oTn__»‘ )T
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2,9.3.2 "AND" GATE A
The form of the probability figure for the coexistence of

failures A4, Ay « . . Ay, suggests that the failure rate
for all these events is

An::A‘]a ...Z.n(7'27'3 .oo’rn +7717-3 LX) Tn+o|o ?175 0.-7;1_1)
2,9.3.3 WAND" GATE P

Consider a situation in which events Aqy, Agy o o o Apyq must

coexist to produce an undesired event. No output will occur
for the duration of the time T}, when only events A1 R P
A, coexist. Let A, be the failure rate and T, the effective
period of coexistence of failures Ay through A . An expression
for the period T, is derived as follows:

AnAnil (Ta ¥ Toa) = 2922 ... An+1(T273 .o 7'n-_f1+...‘7’17’2 ees Tn)e -
Since ln = 1112 o e M(?ZTB aes Tn_’_'l"]TB X X Tn + ...7'172 ooo'rn_-l)
Then A‘lk 0..211 (7-2,Tjo.o'rn +T17‘3 o.lTn + oo ‘T1‘T2 LN ) Tn_“)

At (Tgt Toyq) =
2.12.2 ..Al"“‘l (7.21’3 ee e Tn+1 +T1TB ...'Tn.H + eoe +’r17’2 o-uTn)

USE FOR TYPEWR|TTEN MATERIAL ONLY

Thereforei
7, _ ?1~2 ouoTn = 1
n T2l o 4R oo T M oWy 1 1, L
7'1 7"2 7-n

by mathematical induction.,
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2.9.3.4

2.9.3.5

B + Agteme + X204 (T 404 2 (7

"OR" GATE A.

Considering the same group of n items, i =1, 2, ... n,
the probability that none of the events occurs during
time per;od T is given by

Ry(t) = e MT %t BT | | | AT
Ry(t) - o ~Ry FA 4. oL +AY) T

Hence the probability that any one of the events occurs is

Qi(t) +1 - Ry (t) =1 _e‘(”ﬂ +25 4+ o o 0 +Ap) T

Therefore the failure rate for the occurrence of any event in
the time interval isAy =2 +25 + . + «+Ap from the general
form of the reliability equation.

"OR" GATE 77

To find the effective duration for the condition that any one
of the group of items may fail in the time period, consider the
following example. Let any one of the events Aq, Az, . . .4,
coexist with an event Apq. Let and 77, represent respectively
the failure rate and efrectivity time obtained from the union of
events A4 to A, when event A4 or Ay or A o ¢ « Ay occur in
the given time interval, 1hese events A1, A,y ¢ « « Ay occur
with event Anyq, ihe result is Aydnyq (Ty  +Yp4q) from the
coexistence of fs.i)lures dlsczu.ssion, and ( )
(\. + = + 7 )+2 7’ + o~ + eee
2041 'u e A1 net 2met 2 o

+ ) o (T+'F' )
nn+tl n n+i

Since A = +3 +....An
u 1 2
Then

F ) R (T2 )t

° 4, ™~ ™
Therefore A4 (74 + i)

~ )4 +1 ~
,;.4’ - A.‘ Ok I /\_n!n

~ 4. g 0

/t1+/L2+o L] .W
The outputs of the AND und OR gates are given in:tabular form

u

at the eud of ikis puper.
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2.9.3.6

Failures Occuring in a Given Order

The probability expression for n items failing .in an interval
of time in a given order will be derived in the following
discussion, and an approximation for small A7 will be shown.

Consider a group of n items, A,, Apy o o Ap, each working
at the beginning of an arbitrary interval of time, 7. Let
A.1,A.2, ess Ap be the respective failure rates of the n items,
and suppose that A7 ,... A,T are very small, Let E be the
event which occurs when Aq, A5, « « . Ay all fail in some
specified order, e.g., A4 occurs, then Az, then A3, etc., then

n

1112 e o o an‘r

P(E) ~ =i -

A XAy e e AT
In previous discussion, the expression vl
was obtained for the probability of occurrence of n events
Agy Mgy o o A, in a particular order over a time period 7 .
Using these results s the probability will now be obtained for
the occurrence of four events in order over a time period T
when repair times are unequal

Let four events Aq, A ’ A have respective repair times
T1y T2y Tqy, T, and failure rates A1y A2, A3y 4. Let the
magnitudes of the repair times have the relationship,
T13T,>73>T, as shown below

 ————— e T2

-t
r——‘]'
&
|
r 43
o

U
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2.9.3.6 (Continued)

For this particular example event Ay shall occur first, then
Az, then A3., then AL' Events A4, Ay, and A5 shall occur prior
to t and"event A, shall occur ln the dt invterval. The prob-
abllity of A, occuring in the dt interval is ,dt. To coexist
with A, in the 4t interval, A4, A5, and A3 can occur in the
five following ways:

a. Aq occurs in interval 7y - 7,, A, occurs in interval
T2 - T3, and A3 occurs in interval T

b. A4 occurs in interval ":’1 —’7’2 and A, and A3 both occur in
order in interval 7'3

2
A odgT
P(b) = A,(7y =Tp) _2?3_1.

c. Aq and A both occur in order in the interval T, -73 and A3

occurs in the interval 7 3

USE FOR TYPEWRITTEN MATERJAL ONLY

d. occurs in interval (73 - 73) and A, and A5 occur in

A
o}der in the interval 7 3

~ 3732
P(a) = Ay(T, -7y 2220

e, A,] s and A, and Aj all occur in order in the interval 7 3

P(e) = A1 f‘-21§733

o]
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(Continued)

The total probability, P(t), for the occurrence of Aq, Aj, Aq
in order is the sum of these probabilities

P(t) = P(a) + P(b) + P(c) + P(d)

- Pt

= kadpdg (117273 - 1113 2 TR 473
13132"‘5"6)°

The product of P(t) and , dt therefore, gives the probability
that A4, A5, A3, A, oOccur in the given order and ccexist for the
first lime in the dt interval. If f£(t) is defined us the prob-
ability that A4, A,, A, A, have not occurred up to time ¢t In &
given order, and f{t +at) %s the probability of Aq, Ap, A3, and
A, bave not occurred up to time t + dt in a given order, ihen

£(t+dt) = £(t) (1 - P(t) A,dt)
Since P(t) 2,44t gives the probability that A;, Ay, A3, A, occur
in the given order, 1 - P(t)};dt gives the probaoili%y that they
do not occur as specified.

f(t +dt) - £t = - f(t)P(t)ALdt
ar(t) = - f(t)P(t)f\Adt

%’% = - P(t) At

: t
Inf(t) = - P(t))z f dt = - P(t)AAT
(AT °
f(to=e
-P(t)h,;r
1-f(t) =1 =~ e

If P(T)ZLT is small, then the probability of the occurrence
of this chain of events over timg T, P(1234) is

~ o R 2
P(1234) = A%, (7T, - 113 _ T T 7,3
1727°3% ‘7213 -—3—2 _.22+é)T

4 - it 8 *Aand 129> 2P Y & _&208
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2,9.3.6 (Continued)

By similar manipulations, the probability for the occurrence
of A9, Ap, A3, .A.,+ in that order is

-2 2
7 T -3
P(2134) ="1"21379.[ 22-125 _’2_] '
: 6

Similarly
[77'2 7'3 22.3. ] T
- 23 2+
Plasiy) =224 2 72 3
i .3
P(3215) = M4, -g- T
3

, el
P(3124) = 1234, 6

l 2 _3 3]

> y by

_ 23 - +
P(1324) = LA T2 2 T

The sum of these probabilities is

P(4) =2y, (MT2T) T

If A3 is the last event, 7 takes the place of 73 on the
figure and the resulting probability is

POY =9 (7M7) T

Similarly if A, and A4 are respectively the last events, the
associated probabilities are

P(2) = A QAR (T75T,) T

P(1) = U292, (T2737%) 1
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2.9.3.6

(Continued)

These probabilities may be added P(1), P(2), P(3), and P(4)
mitually exclusive) givin: the total probability of the
coesistence of A4, Ay, A3, and Ay

P =A%, (M3 +TT57, + 73T, + T,7T) 1

It is to be noted that this is equivalent to the coexistence
formula. Thus, the probability for the coexistence of events
can be obtained as the sum of the probabilities of each ordered
chain of events,
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AFPPENDIX D -~ FRACTURE MECHANICS ASSESSMENT

O 1.0  INTRODUCTION
1.1  APPLICATION TO SAFETY ANALYSES

One of the more hagardous elements in many systems is the subsystem under
pressure, The fracmentation hazard of components under pressure is
especially difficult to analyze because little is understood about the
physical law governing the failure process. Improved accuracy of the pre-
dictions of the time or cycles to failure can reduce the risk of equipment
damage ~nd personnel injury. The following sections describe a model of
fracture mechanics which has been validated by experimental results. Use
of this model in safety analyses will help to reduce risk levels associated
with pressurized systems.

b I oL it BB 1 3 R, PP 0, 0 el b disoone Sl

1.2 DISCUSSION OF ANALYSIS METEOD

1.2,1 Symbols

A list of symbols used in the mathematical model is included herein.
Detailed descriptions of methods and derivations way be found in the
references listed in Section 5.0.

LIST OF SYMBOLS

K Plane strain stress intensity factor.

K33 Plane strain stress intensity factor at initiasl conditionms.

Kic Plane strain critical stress intensity factor or fracture toughness
of the material.

USE FOR TYPEWRITTEN MATERIAL ONLY

Loy Plane strain threshold siress intensity level.

2

a Semi-minor exis of the ellipse —mp- * yﬁ = 1 or crack depth
c z

2¢ Crack length of the semi-elliptical surface flaw,

4 Thickness o plate (speciren). .

) Complete elliptical intezrzl of the second kind having modulus )

defined as k = (1 - zexz/c?”)l/2

o Uniform stress applied at infinity and perpendiculur to the plane
of crack,

Cfop Maximum design operating stress.

SHEET D-101
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1.2,1 (Continued)

Ot Ultimate strength of the material.

ys8 Uniaxial tensile yield strength of the material.
Q Flaw shape parameter = @2 -0.212 (O'/o'ys)z.
Mg Stress intensity magnification factor for deep surface flaws based
on Kobayashi's solution.
e 4 Proof test factor = 1/(K33/K, ).
N Number of cycles.
Tj Time
R Ratio of minimum to maximm stress during a cycle.
Subscripts
cr at critical conditions
i at initial condition
op operational

1.2.2 General

The minimum operational cyclic life of a pressure vessel at the maximum
design operating stress can be determinei if the proof test factor <, maximum
design operating stress & _, fracture toughness Ky., and the experimental
cyclic and sustained stres8Pflaw growth for the vessel materials are avail-
adle. Proof test factor with & p and Ky establishes the initial and
ceritical flaw size. For the cycies with the short hold times at the maximu:m
Fressure, the cyclic flaw growth dats alone is sufficient to predict the
nunber of cycles required to grow from the initial to the critical flaw size.
If the vessel is to be pressure cycled with the oprolonged hold times ac the
maximum pressure, the cyclic as well as sustained stress flaw crowth data are
ne2dcd, rane mininum remaining cyciic life of the vessel, in this case, is
the numter of cycles required to reach the threshold stress intensity K.,
Knowing ihe applied and anticip.ted pressure cycle hisiory of the vessef?

the minimum reraining crclic 1life of th: pressure vessel at ¢, can be pre-
L.ted ord the zcsescment of thz vessel can be made with regard to the
fructure mode. This is discussed in detail in the following sections,

Sectien 2,0 deals with the proliction of the cyclic life of a thick-walled
vessel while the thin-walled vessel is treated in Section >,0. Section 4.0
gives the experlizzeatul justirication for the technical approach tuken in
Sections 2,0 and 3.0.
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2.0 PREDICTION OF CYCLIC LIFE FOR A THICK-~WALLED VESSEL

Prediction of the cyclic life of a thick-walled pressure vessel can be made
utilizing the proof test factor and the relations between K]_i/K ¢ and cycles
to failure for various values of R (ratio of the minimm to max}.nmm stress

during a cycle) for the materisl-environment combination. This can best be

11lustrated by an example.

Surpose a liquid nitrogen 5A1-2.5Sn(ELY) titanium pressure vessel is
successfully proof tested with LN, to a factor of 1.25 X the maximum design
operating pressure. For illustration purposes, it is assumed that the
proof tested tank is subjected to the following pressure cycles before and
during the flight. It is also assumed that all the cycles are applied with
R equal to zero.

1. 240 loading cycles with the maximm stress as 90 percent of O op*
2. 70 loading cycles with the maximum stress as 95 percent of & op*
3. A long duration flight cycle at Gop'

It is desired to assess the s.ructural integrity of the pressure vessel
from the fracture mechanics viewpoint,

The combined sustained and cyclic stress life curve for 5A1-2.5Sn(ELI)Ti at
-3200F is reproduced from Reference 8 in FigureDl, Since the vessel is
proof tested with <X = 1,23, the csximum pessiole Kp3/Ky, ratio thot couid
exist in the vessel after the prool test at G, wouid be 0.80. }:@iﬁ_ is
shown by Point A in Figure D1, Hence, at 90 percent of o'op’ K- 5/Ky, is
0.72. The 240 loading cyzles cf 0.90 G op &8 the maximum siress change the
K;4/K1, ratio from Point A to Point B. Point B is 240 cycles to the left
of Point A, with the cycles measured along the abscissa of the plot. KHence,
the K33/Ky, ratio at the end of 240 cycles at 0.9 o o is 0.778,

The stress is increased by 5 percent after the end of 240 cycles at 0,90

C cor. Tie Z1aw size remnins the coume during the stress increuse., Therefore,
the Ky3/K,, ratio at the beginning of 70 cycles at 0.95 o __ is (0.95/0.90) X
0.778 "= ~0.821, This is shown by Point B in Figure D1, ©°P

The 70 cyrlec at 0,95 «— _ chrrre the Kli/KT . r=tio froa Point B to Point C
where Point C is 70 cyclef to ths left of Point B in Figure D1. Kji/K1,
ratio ot the end of 70 cycles at 0.95 & is 0.85. Hence, K13/Ki, ratio
based on G qp is (1.0/0.,25) X 0.85 = 0,895,

The threchcld stress intensity v:lue for sustaincd stress flaw growth for

the material under LN, environment is 30 pe: :ent of Ky, (8). Since at the
beginnirg of the long duration flisut cycle the K, i/Kl:‘ rotic is less than
ETH/Kyo» “he vessel 15 considered to be safe for the flight. Also, it can
be seen frow Figure D1 that 10 cycles at O, wil® raise Kiy/7;, to the
level of K I{/ihc. Hence, the esiimated mininum remaining cy&:Tic life for the
vessel Is § (I07- & Loy wiration rlight cyele) oycles,
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2.0 (Continued)

This i1s the procedure followed in assessing the structural integrity of the
thick-walled vessels. In the first analysis for the assessment of the
structural integrity of the thick-walled vessel, it is always assumed that
all the pressure cycles are applied at R = 0. Since the analysis based on
R = 0 will always show the remaining cyclic life less than that based on
the analysis of R # O (actual R ratios), the prediction of cyclic life
based on the analysis of R = O is invariably conservative. If the pressure
vessel is shown unsatisfactory for the flight based on R = 0, then pre-_
diction analysis for the remaining cyclic life is conducted based on tke
actual R values at which the cycles are applied. For clariiy purposes, an
illustrative example is given below.

Suppose a thick-walled 6A1-AV(STA) titanium helium tank is successfully
proof tested at a proof test factor of 1,50 X the maximum design operating
stress. Suppose the proof tested tank is subjected to the following
pressure cycles before the flight, which is also shown inFigure D2,

1. 200 loading cycles with the maximum stress as 90 percent of crop and
R = 0.1. Environment is Room Temperature (R.T.).

2. 4300 loading cycles with the maximum stress as c’ap and R = 0.7 - R.T.
3. 260 loading cycles with the maximm stress as 95 percent of S op and
R = 0.4 R.T. P

4e 40 loading cycles with the maximm stress as Cfop anc R = 0.1R.T.

The cyclic life curves for 6A1-4V(STA) titanium for the environment of R.T.
air are reproduced for R = 0.0, R = 0.1, R = 0.4, and R = 0.7 from
Refereace (10) in Figure D3. The difference between the plots of cyclic life
against Ky3/K;, for R = Oand R = 0,1 is negligible for this material-
environment combination, and hence both are shown by the same plot in

Figure D3. The threshold stress intensity level for the material in the
environment of R.T. air is 90 percent of K;, (10).

The maximum possible K../K,  ratio that ~culd exist in the vessel after the

proof test at 6 ., is I7x "= 0.667. From Figure D3, it can be seen from
R = O plot tLat the maximum cycles to failure is about 600 et O 4p if the
reld times av maxinm s.oress are small. I the unalyois is bused o R = D

instead of actzl R, the pressure~-cycle history chows that the vessel is
critical., In the lollowing, the assessment of the vessel is made based on
the appropriate values of R.

At ths l:zinning of 200 loading cycles with the maximum stress as 0,90 Lsop,
tre maxirin Ki3/Kq, is given by 0,90 X .67 = 0,60, This point is indicited
tvEonR = C.1 curve, The 2C0 lozdins cy2les ¢f£ 0,90 ¢ ., and R = C.1
change the Ky4/Kj. ratio from Point E to Point D on the plofpof R = 0.l.

The Ky3/K1, Tatio at the end of 200 loudin; cycles of R = 0,1 is 0,63.
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2.0 (Continued)

The stress is increased by 10 percert at the end of 200 cycles. Hence,

the Ky4/K), ratio at the beginning of 4300 cycles at &  and R = 0.7 is
(1.0/0.9) £ 0.63 = 0.70, This is shown by Point D on Bhe plot of R = O.
The 4300 loading cycles at o ., and’R = 0.7 change the K; /K ratio from
Point D to Point C on the plo% of R = 0.7 where its value is 0.78.

The stress is decreased by 5 percent at the end of 4300 cycles. Hence, the
K;3/Kjc ratio at the beginning of 260 cycles at 0.95 O,y is (0.95/1.0) X
0.78 = 0.7/ which is shown by Point Con R = 0.4 plog. The 20 cycles
at 0.95 O p and R = 0.4 change K;4/K), ratio from Point C to Poiat B on
R = 0.4 where its value is 0.80.

The stress is increased by 5 percent at the end of 260 cycles. Hence, the
Kyi/Kjc ravio at the beginning of 40 cycles at S, 18 (1.0/0.95) X .80 =
0.8, which is illustrated by Point B on R = 0,1%Plot. The 40 cycles at &
and R = 0.1 increases ky4/K;. ratio from 0.8, to 0.875 which is shown

by Po'nt A in Figure D3.

Since the stress intensity at the end of 40 cycles at O, is less thaa the
threshold stress intensity, the vessel is considered to bg safe for the
flight. It will take 20 loading cycles at ¢ ., and R = 0.1 to increase
Ky1/K1e from 0.875 to 0.50. Thus, the estima®hi minimum cyclic life
remaining for the vessel is 20 cycles.

7.

op
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3.0. PREDICTION OF CYCLIC LIFE FOR A THIN-WALLED VESSEL

3.1 BACKGROUND

Analysis for the prediction of the cyclic life for a thin-walled vessel is
somewhat different than that for the thick-walled vessel. The flaw depth
becomes deep wiih respect to the wall thickness prior to reaching the
critical size for the thin-walled vessels, The stress intensity factor
calculated by the Kobayashi equation for the deep flaw is higher than the
one predicted by the original Irwin equation for the shallow surface flaw,
As a result, the subcritical flaw-growth rates for the thin-walled vessels,
having the same flaw size and subjected to the same stress as the thick-
walled vessels, are higher than those for the thick-walled vessels., Thus,
the total cyclic life for a thin-walled vessel is shorter than that deter-
mined from curves of the type shown in Figure D4 andD5, that are developed
from the data of specimens where a../t is less than 0.5. If data similer

to that in FiguresD4andD5 (K,;/K;. against cycles to failure and

Kli/Klc versus time to failure} can be developed from the specimens havirng
deep flaws and the comparable thickness as that of the vessel, then the
analysis described in Section 2.0 can be used to predict the cyclic life

of the thin-walled vessel remaining after the proof test. This data
developrent is complicated and expensive since the stress intensity magnifi-
cation factor for deep surface flaws, My, is the function of a/t as well

as a/2c. (Variation of 6/C g has a smaller effect on Mg than the variations
of a/t.) Consequently, a large number of specimens would be required to
sort out tue effect of a/t and a/2c. In the absence of these data, the follow-
ing analysis is used to calculate the cyclic life. The main assumptions
involved in the analysis are:

l. In the thin-walled vessels, the flaws are long with respect to their depth
and consequently, Q is assumed to be equal to unity in the Kobayashi
equation. This, in turn, raises stress intensity and hence the flaw growth
rates and gives the lower bound of the cyclic life.

2. The flaw growth rates are dependent on Kli/K o and hence, flaw growth
rates obtained from the specimens where &_ /%t is less than 0.5 can be
used for the spscimens wvhere acr/t zpproachnes unity.

3. It is assumed that below the threshold level, flaw growth rates are not
affected by the presence of the propellant, Consequently, the flaw
grewth rates for the raterisl-propellant temperature combination are
similated by the material-terperature combiration.

To determine the cyclic life of a thin-walled tunk, the following relations
are required:

1, The proof test feactc:, :Top’ K,. and Koge

<. O versus "a" curve, similar to FigureDé, for and Ky to determine
the flaw sizes aj, a.,., end apy. The O versus fan curve can be
obtained from the foliowing equation:

-4 ne a
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3.1 (Continued)
g

"

K, /(1.1 M V7T 8)

3. Kli/Kl versus flaw growth rate da/dN curve to determine flaw growth
rate at any stress intensity level.

The flaw growth rates can be obtained by differentiating the Kli/K ¢ versus
cycles to failure curve, similar to that of FigureD5. This curve &s
obtained from the specimens where a,n/t is less than half. For an assumed
maximum cyclic stress level, say &, the given K /ch versus N curve can
be converted to an a/Q versus N curve by the equaJﬁ on: '

2
1 (fu
Lan o,

a/Q =

The slope of 8/Q versus N curve gives the plot for the flaw growth rate
d/dN (a/Q) versus Ky3/Ky, for the stress level T .

From the above equatior for a given K4, a/Q at the stress level & 2 is
related with a/Q at C, as:

(o, = (557 (=)o

From this equation, it can be concluded that the flaw growth rate at any
stress level ¢ 2 is related to the growth rate at J, as follows:

(/a0 (8/Q) ), = ( 3/ P° (/N (a/0) )g,

This stress level effect is supported by the experimental data in References
(7), (8), (10), and (11). If the basic Kli/ch versus cycle data is
obtained “rom the experimental tests where the specimens are cycled at a
maximum stress at or near the expected operwting s+tress levels in the
vessel, the effect of stress level need not be considered. The flaw growth
rate obtained in this manner from Figure 7 for 5A1-2.5Sn(EL1) titanium for
the maximum cyclic stress level of 139 ksl is given in Figure D7. Also, as
pointed out by Tiffany, et al (7), flaw growth rates can be approximated by
measuring striztiecn spacings on electron fractozr:phs obizined from the
fracture face of = surface flawed specimen cycled to fallure in tensica.

3.2 APPROACH

Kroving the proof stiress and Ky,» the maximum possible rlaw size that can
ezist wo T e (.Zter tihe proct test :ssuminz rapid depressurization) cain
ve determinéa irom the plot or & against "a" for K, .. This flaw size is
dencted by a; in the illustrative exasmple of Figure' U3, Also knowing <
rnl Ky, the moxirm possille Maw size that con exiet at O cun e
determined from the same plot for Kl . This flaw size is shdfm by a,, in
Figere T3, Similurly, the ruximum ;iaw size tuat could exist at o"op and the

threshold stress interncity Ki‘u is shcwm by Ay

op'

o’ (0
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3.2 (Continued)

(:} If the cycles to be applied to the vessel have short hold times at the
maximum stress op, then the stress intensity at Jop can be allowed to
reach the critical value Kjec. In this case, the flaw growth rates for the
vesgel are arithmetically integrated using the stress intensity magnifica-
tion values from Figure D9a to calculate the number of cycles required to
grow from a3 to acr. The relatively simple procedure for this integration
is illustrated in Figure D10. If a,p i3 less than the wall thickness, then
the total estimated cycles to failure will be obtained, and if it exceeds

the wall thickness then .the total estimated cycles to look will be obtained
as explained in Section 2.4.2, (5). The effect of deep flow stress intensity
magnification on predicted critical flaw sizes for a typical tank material is
shown in Figure D9b, for both thick and thin-walled vessels,

i ki

If the cycles to be applied to the vessel have long hold times at the maxi-
mum stress, the stress intensity could not be allowed to exceed the sustained -
stress threshold value KTgy. In this case, the flaw growth rates are arith-
metlically integrated using My to calculate the number of cycles required to
grow from a3 to ay. This is *he procedure followed in the prediction of

the cyclic life in Volumes II and III of (5).

kel s

The prediction of the remaining cyclic life and the structural integrity of
the thin-walled vessel can best be demonstrated by an illustrative example.

3.2.1 Thin-Walled Vessel - Illustrative Example

Suppose a thin-walled 6A1-4V titanium (STA) propellaant tank containing 1120,
at R.T. is successfully proof tested with water at R.T. to & proof test
factor of 1.47 x the maxinum design operating stress, &%p. Suppose the
proof tested tank is subjected to the following pressure cycles before the
flight.

USE FOR TYPEWRITTEN MATERIAL ONLY

1. 20 loadirg cycles with the maximum stress as 90 percent of Gop‘
2. 12 loading cycles with the maximum stress as 95 percent of crop.
3. 5 loading cycles with the maximum stress as & gp.

It 15 desired to assess the struvctural integrity of the pressure vessel from
the fracture mechanics <tandpoint and estimate the minimum cyeclic life remain-
ing for the vessel at O 'op. This example is treated with apeclflc numbers |
since the siress .nteusiiy factor has to be corrected for a/t ration acccrding
to Figure DSa., The taickness of the tank is 0,022", The maximum desigr oper-
ating stress, ¢Cgpy 28 £7.5 1 ux. The material of this gage under the a ove-
pentiored envirormental conditions has the minimum fracture toughness of 37 ksi
V5 g the tirescld sirecc lntensity of 80 percent if Lyge

The ¢ versus "a" plots are given for Ky, end Kry = 0.80 Kje in Figure L.

Sirce procf sirecs 48 141 X & op = 123, ? VeI, 1u is clear from Figuere % ihan

the maximum possi'le aj that could exist is 0.0143". Here it is assumed that

the depressurize  on from the proof pressure is rapid erough so that no signifi-

G cart flaw rrowt .ecurs durirg the depressurization. Also, as shown in Ficure
D8, for the stress level of O gy, 8¢p i8s 0.0196" end aqy is 0.0100",
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3.2.1 (Continued)

The plot of Ky3/K;, versus flaw growth rate for 6A1-AV titanium at R.T. is
reproduced in FigureD1l for < = 100 ksi from Reference 10. The 99%
confidence level flaw growth rate curve is used in the calculation of
cyclic 1ife. Since the above flaw growth rate curve is obtained from the
cyclic data of R = 0.0, it is asstmed in this example that all the
cycles are applied at R = 0.0,

Taking the effect of stress level on the flaw growth rates into account,
flaw growth rates are arithmetically integrated from a; = 0,0143" to
aer = 0.0196" according to FigureDl0 to calculate the cycles to failure
for tue stress level of ¢__. The rlot of flaw depth against cycles to
failure for the stress levél of o op 18 shown in'FigureDiZ.

When the maximum cyclic stress is 0.95 Tops 81 is still 0.0143" but a,,. is
0.0<08" and aty = 0.0167" from Figure D3. Based on the stress level of
0.95 ops the flaw growth rates are integrated from ay = 0,0143" to

8op = 8.208" to calculate the cycles to failure. Similar procedure is
followed to obtain the relation of flaw depth against cycles to failure for
the stress level of 0,90 & op* These plots are shown in Figure DiZ.

At the end of the proof cycle and the beginning of the first cycle at the
maximum cyclic stress of 0.90 = .,, the maximum possible flaw depth is

the maximm stress as 0.90 ooy change "A" from Point D to Point C on the
plot of 0,90 <Fop as shown in gigure Diz.

The tank well stress is increased by 5 percent at the end of 20 loading

in Figure DiZ.

The 12 lozdirg cycles with the maximum stress as 0.95 Gop change "A" from
Point C to Point B on the plot of 0.95 Oop in FigureDIZ.

At the end of 12 loading cycles with the maxirmm stress as 0.95 OCop» the
stress 1s increased by 5 percent, This is shown by Point B on the plot of
Oop in Figure DI%,

to Point A on the plot of © 4y in FigureDIZ The flaw depth at A is
0.01534", This is smaller than apy which is 0.0160". lence the vessel is
considercd to be safe ror the flight. Also from FigureDiZ, it will take 7
cycles ot O.p, to incre.se the [law depth from 0.01534" to 0,0160". Hence,
the pinina esilnated cyclic life remaining for the vessel is 7 cycles.

0.0143", This is shown ty PointOB in FigureDi2, The 2C loading cycles with

cycles with the maximum stress as 0.90 & op. The flaw size remains the same
during the stress increase., This is shown by Point C on the plot of 0,95 g,

The 5 loading cycles with the maximum stress as chachange ta¥ from Point B

P
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4.0 EXPERIMENTAL JUSTIFICATION FOR TECHNICAL APPROACH .

The technical epproach taken in Sections 2.Q and 3.0 would need the
justification in the following areas:

1. Representation of cyclic life with Kj4/Kj..

It has been shown (6, 7, 9., 10, 11) that the cyclic life of surface flawed
specimens correlates well with the maximum initial stress intensity K;4 at
the tip of the surface flaw. Also in Reference 1Q, large number of curface
flawed specimens of the same thickness are cycled to failure at four
different stress levels ranging from 96 ksi to 126 ksi., The results,
K31/K1c ageinst cycles to failure, are cited in FigureDi3. This shows that
for a given Kli/ch, the stress level has little real influence on the
cyclic life.

2, Use of uniaxial specimen data in the prediction of the cyclic life of
biaxially loaded pressure veseel.

The cyclic life data obtained from the preflawed 5A1.-2.58n(EL1) titanium tank
tests agree very well with the corresponding cyclic life data obt-ined from
preflawed uniaxial test specimens at R.T., -320°F, and -423°F temperatures (7).

The same reference also shows that cyclic life data obtained from 2219-T87
aluminum taenk tests at R.T. and -320°F temperature correlate very well with
those obtained from uniaxial specimens. The stress intensity versus cycles

to failure corwelations for 2219-T87 alumimm specimens and tanks at R.T. and
-320°F are recited rrom Reference 7 in FiguresZ.+ anddi5. Similar correlation
is shown for Ladish DcA-C steel at R.T.in Reference \&6). These results
indicate that the uniaxial plene strain cyclic life data and flaw growth

rates car be applied directly to the prediction of the cyclic lives and flaw
growth rates of the biaxially loaded pressure vessels where the flaws grow
under plane strain conditions.
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regarding the use of fracture mechanics models in predicting vessel life
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6. C. F. Tiffany and P. M. Lorenz, "An Investigation of Low-Cycle
Futigue Failures Using Applied Fracture Mechanics," ML-TDR-64-53,
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‘ 0 Appendix E
FAILURE MODE, EFFECTS, AND CRITICALITY ANALYSIS

1.0 INTAODUCTION
1.1 APPLICATION TO SAFETY ANALYSIS

Failure Mode, Effects, and Criticality Analyses (FMECA) have been

¢ used for years as a method of determining the reliability of a

) system. The same method may be used to determine the degree of
safety to be expected from a system. The adaptation of the FMECA
to system safety analysis requires that a different perspective be
adopted by the analyst. The goal of s reliability analysis is the
prevention of "loss of mission","loss of system", end "system
function degradation", The goal of a system safety analysis is

the prevention of "death or injury of personnel", "damage of the
system", and "system saf-*+ degradation". These system safaty goals
are achieved by concideri.g every component failure mode, including
improper commands to the component, which m:y have potentially
damaging etffects, A list of components which are criticai to safe
system use may be derived from the analysis, and the :riticality
(or probability of causing personnel injury or system damage)
calculated for the appropriate failure modes.

1.2 REFERENCES

The material in this espendix has been chiefly extracted from
Froceduras ¥or Failure Mode, Effects, And Criticality Analysis
{(FMECA), do.uzent number RA-C060013-1A, Office of Manned Space

Flight, National Aeronautics And Space Administra‘ion, August 196¢5,
Information on apnlicution of the FMECA metiod 1s also Zownd in
Procedvre for Performine Svstems Design Aralysis, Druwing No,1CM30111,
Revisicn A, Gecrgze C. Morshall Space Flight Centar, NASA, June 1964;
and in Reliability Stress And Failure Rates Datu For Electronic
Eovdprant, VIL IDEX-2°7A, Brreat of . .1 Weapons, Depurimenti CJ
Defense, Daceumber 1965,

USE FOR TYPEWRITTEN MATERIAL ONLY

163 SUMHARY DESCRIPTICN OF FHECA

1.3.1 Definition Cf FVECA

For sysiem sufely cnalyses, FRECA 1s = procedure which documents
gll porsitle 71 'rec fn a sreiem deciew within spezified ground
rulec, delermines lailure mod: anilrsis, the ellect of each fuillire
cn srstem operction, fdentifies sirngle fuilure points critical o
s~fety, =ni raniie each failuvre ancordine to ~riticality cate~or— o
- fallure eilecv und procuvuviiicy oi occurrence. The total analysis
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1.3.1 ‘

1.3.2

1.3.3

(Continued)

is conducted in two steps: The Failure Mode and Effect Analysis
(FMEA), and the Criticality Analysis. It has been found most
practical to assume that the effects of each failure studied
during the analysis are not negated by the occurrence of a
benign failure.

Objectives of Conducting FMECA
The FMEA is accomplished te provide:

a. The design engineer with a method of selecting a design
with a high probability of safe operation,

b. Early visibility of system interfac~ problems,

c. Identification of single failure points critical to
system safety,

d. Early criteria for test planning,

e. Qauantitative and uniformly formatted date input to the system
safety prediction, assesscent, or othcr safet, study.

Appiication Of The FMECA Method

An FMECA should be initiated a2s an integral part of the early
design phase of systex functicnal assemblies. If a Gross Hazarde
Analysis has been conducted, the results can be used to guide

the develop~ent of the FMECA. Subsystems which the Gross Hazards
Analysis has indicated are most hazardous can be developed fi_st
in the logic diagram ror the failure mode and effects study.

An FMECA should be performed at the highest system level feasible.
This facilitates a safety criticality rarking of all of the

major system elements so the FMECA effort can be allocated to
those eleren"s whieh are -ost deterxinant upon overall safety.

Proposed design changes can be incorporated in the analysis,

and the effect on system safety can be predicted. Changes which
are proposed tu enhance sgafety should te corsidered fror all
aspects to ensure that the modificaticu is cost effeciive and
that ke ciase~of-tne-art is refleciled in the rew design.

FMECA, 1ike all analytical tools, can be conducted cn

cormpleted systezz. The increased ccst of modifying a phrsical
eveter 5 a maicr determining factor for safety improverents.

As a res.lt, the ipprovonents recomrended for cormpleted

systers rust be very cost effective. Therefore, % is incumktent
on the analyst to be as accurate as possible in the prediction of
salety improvements so that safety costs can be fairly evaluated.
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1.3.4 Procedure of FMECA

FMECA is performed in two phases: (1) Failure Mode and
Effects Analysis (FMEA), and (2) Criticality Analysis (CA).
The combination of these two phases provides (3) Failure Mode
Effects and Criticality Analysis (FMECA). Section 2 provides
proced:res for FiEA; Secticn 3 provides procedures for CA; and
Section 4 combines the FMEA and CA into the FMECA.

U3 4002 1438 REYV ., 568
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2.0 PROCEDURE FOR FAILURE MODE AND EFFECTS ANALYSIS
2.1 SYSTEM DEFINITION )

2.1.1 Accomplishment

Accomplishment of an FMEA on a system consists of the following general
steps:

a. Obtain all descriptive information awvailable on the system to be
analyzed. This should include such documents as functional block
disgrams, system descriptions, specificaticns, drawings, system
component identification coding, operational profiles, environmental
profiles, and reports bearing on reliability and safety such as
feasibility or reliability studies of the system being analyzed and
of past similar systems.

b. Construct a logic block diagram of the system to be snalyzed, similar
to that shown in Figure 8-1, for each equipment configuration involved
in the system's use.

The diagrams are developed starting st the top level of the system and
extendirz downward to the lowest level of system definition at the time
of analysis. These logic block disgrams are not descriptive tlock
diagrums ol ithe system that show the interconnection of equipuments.

The lcgic block dizagr-.ms used for an FMEA show the functional inter-
dependencies between the srstem cc “onents so thzt the effects of a
functional failure may be readily . aced through the system.

All redundancies or other means for preventing failure effects should
be shown as functional blocks or notes.,

Where certain functions are not required in an operational time phase,
the information may be shown by a dotted block as in the case of
component 0.5 in Figure E-1 or by other suitable means.

c. At the lowest level of system definiiion, as developed from the top coir,
cralrze erch “zilure mede of the system component and its effect on
the system, Where system functional definition has not reached the
level of icentirication ol the system functions with the specific iype
of hardware that will perform these functions, the FMEA shoulid be tased
upon Joilinc of the system functions giving the general type of hardware
envisioned as the basis for system design.

Four basic conditions of component or functional failure should be
considered:

1) Premature operation

?) F:ilure to opera:te at 2 presoribed time

SHEET E~201
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2.1.1 (Continued)

d.

3) Failure to cease operation at a prescribed time

4) Failure during operation.

The FMEA assumes that only the failure under considerztion h-s occurred.
When redundancy or other means have been provided in the system to
prevent undesired effects of a particular failure, the redurdant element
is considered operational and the failure effects terminate at this point
in the system. When the effects of a failure propagate to the top level
of a system and cause the system to fail, the failure is defined as a
critical failure in the system,

When an FMEA is being performed on a system which is already built, the
analyst may find cases where redundsncies or other means of preventing
failure effects do litile to improve the failure situation or where the
redundancies may actually worsen it. These cases should be reported

for the next Ligher level., Where the scope of the FMEA program permits,
the redundancy or other failure effects preventive means should not halt
the continuation of the failure effects analysis toward the top level of
the system.

Document each potential failure mode of each system component and the
effecis of each failure mode on the system by completing an FMEA format
similar to that shown in Figure E-2. Instructions feor filling out the
FMEA format are given in Section 2.3.

2.1.2 Input Document=tion

The followiInz documentation is representative of the information reyuired
for system definition and analysis:

2.1.2,1 Systen Technical Development Plans

To define what constitutes and contributes to the various types of system
fajlure, the technical development plans for the system should be stuf+® - d,
The plans will normally state the sysuvem objectives and specify design
reguireranis for operations, mzintenance, test, and activation. Detailed
informzticn in the plans will rormzlly provide a mission or operational
profile ard a functional flow block diecram showing the gross functions

a2t the grstem wisy performs Time -*-srams and clarts used to describe

sysnem iunctionzl sequence will aid the analyst to determine the time
feusibility oi various means o faiiure detection and correction in the

OFe™
en.’s

Loivg egrsteas Also reouired is a dsfinition of the oper.tic .al and
irorzeni 1l uiresses that ithe system is expected to undergo aﬂd a list of

the acceptable conditicvas ¢ functional failure under these stresses,

2.1.2,2 Trode-0£f Stuldy Reportis

To determine the possible and more probabtle failure modes and causes in the

o

Lot 2 pied s reparts ctould ilantify the creus of morginal desion

and should expluin the design compromises and operating conditions agreed upo'

SHEET E-202
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€ 2.1.2.3 System Description and Specifications

3 The descriptions and specifications of the system's internal and interface
: functions, starting at the highest system level and progressing to the

. lowest level of system development to be analyzed, are required for con-
struction of the FMEA logic block diagrams. A logic block diagram as used
in the FME4 and as described in Purezgraph 2.1.1.b shows the functional
interdependence within the system and permits the effects of a failure to
‘ be traced. System descriptions and specifications usually include either
! or both functional and equipment block diegrams that facilitate the con- 3
' struction of the logic block diagrams required for the FMEA. In addition, k-
the system descriptions and specifications give the limits of acceptable :
performance under specified operating and environmental conditions.

2.1.2.4 Equipment Design Data and Drawings

i Equipmen*, design data and drawings identify the equipment configuration
performing each of the system functions.

Where functions shown on a FMEA functional block diagram débend on a replace-
able mocuie in the system, a separate FMEA may be performed on the internal
functions of the module. The elfects of possible compoznent failure modes in
the module on module inputs and outputs then describe the failure modes of the
medule when it is viewed as a system ccmponent.

2.1.2,5 Coding Systems
For consistent identiication of system functions and equipment, an approved
coding systenm should be adhered to during the arnal--sis, Use of coding

systems common to the overall program are preferablie.

2.1.2.6 Test Results

Mt
USE FOR TYPEWRITTEN MATERIAL ONLY

Tests run on the specific equipment under the identical conditions of use are
desired. When such test data are not available, the analyst should collect
anc analyze the data obtained from studies and tests performed during current
and past programs on equipment similar to those in the system and under
similar use conditions.

2.2 LOGIC BLOCK DILGRAM

The next step of <i:e FMEA procedure is the construction of a logic block
diagram of the system to be analyzed. The general reliability logic block
diagram schews ror a sysiem is stown in Figure E-l. This exumple system is
fer a sp.ce vzhicle £%.;e, and tie notes given expliain the functional
dependencics or the stage cowponents,

] A system component at any level in the stzge system may be treated as a _
R cystem and miy be dingrammed in like wonner for failure mode and effects -
) analysis. The results of the conponent's FMEA would define the failure 2

1 (:’ modes critical to the component's operation, i.e., those that cause loss of

corpoant 1o s or oulpute.s Ther: Joilure rodes will then bte uscd to

SHEET E~203



El

H
— — a0+ oot

GWIHOS WVHDVIQ 30078 OIDOT . VaNd TYHENED T-d DEALIA

WIISXSENS INTYALATA WOHd LAdNI (XONZANEJE] zmamwmm:mv

%0 KONIANAJEANT STIUIS f

L0 i . qaT10

ity | K

G0 € . \

q B e

— XONHQNAJIA
Vo INHXOJWOD) §

NUMBER D2-119062-1

REV' LIR

XONAQNEJId
TVNOILONAL

90 I

or

(4

'
}
\
O ==

——
Fm===l==

SININOJIACO

*opou petJioede Ut STT®I LO
. usym ATuo serexsdo 90 quouodmo) *FFNOLTO
. fqeJes Lqpuwys ©3BOTPUT LO B 90 gquouodmoy °g €T cT 1t .
. ] "33y SWAISASANS
[ Suyanp TeuotysIedo jou 8T S0 queuodwoy °,
. ‘woqefsque
Jeyjous puw %o jusuodwod yzoq uo quspusadep
H‘ o £L1Teuotyrredo/ATTBUOTIOUNY ST €0 jueuocdwo) °9
» o * Joqumu
e : - qred suo ATuo £8Y 31q ¢q pue ® sjueuocdwod o¥ . 0t - oz — ot .
e1qearedes om} JO 83878UO0D 20 queuodwo) °G MZM:mwm
*(g ejou esg) pe}BOTPUT 98TMJISU}O SS8TUN
gepou eanTjeJ TT® J0J juspunped ¢ gquouod
oo TBOTRUepT ed8 410 ¥ VIO gqueuodwod °*¥
*uofjouNg
qsnm §OTJI98 UL squeuoduod e£eYl} ¢gyeaado
o} wejsdsqns oYy 03 £L0 ® ‘90 ‘o ‘€0
20 ‘10 VIO uo juspuedep ST TT We3sAsqus ‘¢ A
*uotjouny gsnll €7 %
2T ‘1T sweysdsque fgyvaedo 03 wesds eyl . )
03 f€T ® 2T ‘1T uwo quepuedep 81 QT We3SAS °*T I (1) £ £33
*uojjoung 36nm Q¥ ® Ot _ . AT
¢oz ‘QT sweysds soquaedo o3 ©8e3s ey3 JI0J o
fo% % o€ ‘oz ‘OT wo juepuedep st €3vS _°T
SJLON

SHEET E-204

e e o o b st e i e s

THE '”EI”E COMPANY

ATINO TYINILYN NILLINMIDAL ¥Od 38N
.

*

H
.
+



NUMBER D2-119062-1
vvs BVMVEINEG ccrnany REV LR

2,2 (Continued)

accorpiish the FMEA at the next higher system level., This procedure
ultimately leads to an FMEA for the stage, the space vehicle, and space
systen,

All system redundancies or other means for preventing failure effects are
shown in the logic block disgram. This is because in single failure analysis,
vhen a means exists to prevent the effects of a failure, the failure cannot
be critical above the system ievel where the preventive means is effective.

2.3 FATLURE MODE AND EFFECTS ANALYSIS
The FMEA and its documentation are the next steps of the procedure. These are

accomplished by completing the columns of an FMEA format similar to that
given in Figure E-2 as follows:

Colum _
Number Explanation or Description of Entries
>
-
3 (1) Name of system function or component under analysis for
< failure modes and effects. Breakdown of a system for
o analysis should normally be down to the lowest practicable
% level at the time of the FMEA, In special cases such as
: electronic systems using integral modular units as system
w building blocks, the modules may be listed rather than listing
z its parts.
x
a (2) Drawing number by which the contractor identifies and
- describes each component or module, These drawings should
e include configuration, mechanical, and electrical
w characteristics.
2 24
(3) Reference designation used by manufacturer to identify the -
component or module on the schematic, Applicable schematic
and wiring drawing numbers should also be listed,
(4) Identific.tion number of FMEA logic block diagram and of h
the function.
(5) Concise statement of the function performed.
(6) Give the sperific failure mode after considering the four

busic .oiiure conditions:

1) Preruture operation,

2) TFailurs to oper:te &t a prescribed time,

3) Failure to ceuse operation at a prescribed time.
4) Failure during operation,

¥ar e~ch app’i-able failure mdde, describe the cause
including operational and environmental stress factors"

2N P
38 lmovn.
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’ o 2.3 (Continued)
Column
Number Explanation or Description of Entries
'f&w *‘ ) (7) Phase of mission in which critical failure occurs, e.g.,
. . Prelaunch: checkout, countdown; Flight: boost phase,

earth orbit, translunar, lunar landing, etc. Where the
subphase, event, or time can be defined from approved
operational or flight profiles, the most dafinitive timing
t ' information should also be entered for the assumed time of
] - critical failure occurrence. The most definitive time

e B information that can be determined should also be given fecr
: ¥ - the failure effects under the columns titled "Failure
Effects On."

(8) A brief statement describing the ultimate effect of the
failure on the funct:on or component being analyzed.
Examples of such statements are component rendered useless,
component's usefulness marginal, or structurally weakened
to unscceptable reliability level, Timing information as
described under (7) should be given.

(9) A brief description of the effect of the failure on the next
higher assembly. Timing information as described under
(7§ should be given as to time of failure effect.

. (10) A descripticn of the effect of the component failure on the
system, For the major systews of the overall space systienm,
these effects are divided into failures affecting’ equipment
safety und failures affe~ting personnel safety. Examples
of failures affecting equiptient safety are weshicle loss,
stage damage, etc, Exaupiés of failures atfecting personnel
safety are loss of crew, abort during fligat, and loss of
redundancy in safety systems. For lower level systems where ~
effects on the overall spacc system are unknown, the errects
of a failure on the system under analysis may be described
as loss of system inputs or outputs. Examples of such
efferts are loss of signal output, loss of output pressure,
srd snorwed pewer input. Timing informatinn as descritbcd
imder {7) sheuld be given.

USE FQR TYPEWRITTEN MATERIAL ONLY

(11) A description of the methods by which the failure cc.ld be
detected. Identify which of the following categories the
failure detection means falls under:

1) On-board visual/audible warning devices.

2) Automatic abort-sensing devices.

3) Grourd operational support system failure-sensing
instrumentation,

4) Flight itelemetry, ground support equipment cone le
wlipulyy Gl

5) Noue
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2,3 (Continued)

Column
Number Explanation or Description of Entries
(11) Timing information as described under (7) should be given

Contd. with respect to the reaction time available between time
of component failure, time of detection, and time of
critical failure effect.

(12) A description of what corrective actions that the flight
crew and the ground crew could take to circumvent the failure.
If applicable, the time available for effective action and
the time required should be roted.

(13) State the useful life of item under given environmental
conditions.

USE FOR TYPEWRITTEN MATERIAL ONLY
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3.0
3.1
The

The

a.

b,

3e2
The

PROCEDURES FOR CRITICALITY ANALYSIS

CRITICALITY PROCEDURE
Criticality Analysis (CA) determines a system component's magnitude of

criticality to system safety.

CA is performed in two steps:

Identify critical failure modes of all components in the FMEA for each
equiprent configuration in accordance with the categories listed in
Paragraph 3.2, For FMEA's of lower level systems where the effect of
failure modes on mission success or crew safety cannot be determined,
the critical failure modes will be those that cause failure of one or
more of the system's inputs or outputs.

The specific type of system failure is expressed as a unique loss state-
ment, For major Apollo systems, example loss statements are crew loss,
abort, and vehicle loss. For lower level systems, example loss state-
ments are output signal loss, input power shorted, and loss of output
pressure,

Compute Critical Numbers (C,) for each system component with critical
fullure mcdes. The method is given in Peragraph 3.3, and a format for
the data is shown in Figure E-3. .

The for a system compcnent is ‘he number of system failures of a
specific type expected per millior missions due to the corponent's
critical failures modes.

Where the factors i volved in the calculation of system component criti-
cality numbers vary with mission time, the mission is divided into mis-
sion phases such that the change in the factors are negligible during
each phase. A criticality number is computed for each mission phase for
a given loss statement.

The analyst responsible for the CA at the next higher system level con-
tinues the anasysis using lower level CA's. Where the loss of an input
or output of = lower level equipment 1s critical to ecuipment operational
success at his system level, =cticn should be taken to design the criti-
cality out of the system or to reduce its criticality to an acceptable
level by improvemsnts in basic reliability, redundancy, or other means,

CRITICAL FAILURE MODE IDELTIFICATION

first step of CA is the identification of critical failure modes from the

F¥EA's on the system.
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° 3.2 (Continued)

Cfitical failure modes a% higher levels in the overall space systeu should
be identified according to approved nonambiguous loss statements. The
following categories may be used:

HARDWARE CRITICALITY CATEGORIES

Category 1 - Hardware, fallure of which results in loss of life of any
crew member. This includes normally passive systems, i.e.,
emergency detection systemtblaunch escape system, etc.

Category 2 - Hardware, failure of which results in damage to the system but
does not cause loss of life,

Category 3 - Hardware, failure of which will not result in system damage nor
) cause loss of life.

At the lower system level where it is not possible to identify critical failure
nodes according to loss statements under the categories above, approved loss
statements tased upon loss of srstem inputs or c:tputs should be used (See
Paragraph 3.l.a), Kennedy Spacz Conter loss statements can be found in NASA
Kennedy Space Center Publication KSC-STD-118(D), 3 February 1965, "Failure
Effect Arilysis ¢l Ground Suppert E_uipmentn, Marahall Space Flight Center
loss statements can be found in NASA Marshall Space Fligkt Center Drawing

No. 10M30111, Revision A, 26 June 1964, "Procedure for Performing Systems
Design Analysis",

The logs statement used to identify a critical failure mode in a system should
be prefixed with the word "actual®, "Protable", "possible", or "none" which
represents the andlyst's judgment as to the conditional probability that the
loss will occur given that the failure mode has occurred.

USE FOR TYPEWRITTEN MATERIAL ONLY
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3.3 CRITICALITY NUMBER CALCULATION
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The second step of the CA procedure is the calculation of Criticality Numbers
(Cp) for che sysuvem compouents with critical failure modes. _

A Cp for a system ccmponent is the number of system failures of a specific
type expected per million missions due to the component's critical failure
modes. The specilic type of sysiem railure is expressed by the critical
fuilure mode loss statement discussed in Paragraph 3.2.

For a particular loss statement and missicn phase, the Cp. for a syster compo-
nent with critical failure mcdes is calculuted with the following formula:

Cde

Cr _S_ (po kgheT ¢ 20, B=1,2, 3 e d
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3.3 (Continued)

vhere: ) I ‘.
{
|
|

Cy = Criticality number for the system component.

J = Total number of critical failure modes in the system component
under loss statement.

@ = Conditional probebility that the failure effects of the critical

failure mode occur given that the critical fallure mode has
occurred.

& = Fraction of all failures (orAd;) experienced by a component and )
that are due to the particular failure mode under consideration.

Kg = Environmental factor which adjusts Ag for difference between
environmental stresses whenA, was measured and the enviromnmental
streasses under which the component is going to be used.

I I DT | i ommm st s s e . oiutoibitl <ot PO -
o .y

>

-t

§ K, = Opereticnal rfactor which adjustsAg for the difference between

2 operating stresses when A was measured and the operating stresses
‘E under which the ﬂomponent is going to be used.

F

z AG = Generic failure rate of the component in failures per hour or cycle.
-

-

¥ t = Operatir; time in hours or number of operating cycles of the

; component,

-

3 n = An index of summation for critical failure modes in the system com-
. ponent that fall under a particular loss statement.

E

The factor A is the probability of lcss discussed in Paragraph 3.1, and
should be limited to the following values:

Fallure Effects Velue of Beta
Actual Loss 100 Percent
Probeble Loss Greater than 10 Percent to
100 Percent
Possible Loss 0 Percent to 10 Percent
None 0 Percent :u
The expressicn (pak KAt o 106) is the portion of C, for the couponent due ~.

PRI

to one or its criuwl fuilure nodes under o part.iu....r loss stutement,
After calculation of the part of C. due to each of the component's critical
failure modes under the loss statement, these parts are summed for all
eritical foilurs modes ws Inmifcliid bys

S g
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n=1

A failure mode failure rate is represented in the furmula for . by the
product of ths terr. o, Kg, K,, andA,. These terms should be 1°'119..=.. hy
actual failure mode failure rates determined from the test prcyram as they
become available., A sample calculation is given below. =

3.3.1 Cp Calculation Example

For a given mission phase: .
Given: System component with AG = 0,05 failures per 106 operatiug houss,

38

25

>
oy, )
STRRTE X : o = 0.30 for one critical fallure mode under loss statement, anc
; , ‘ ".; T ’“:
SN 3 & = 0,20 for the second criticui failure mode under the same loss
oy O z statement.
‘i‘!gj.} .::’ " E
“‘i w E Let @ = 0,50 and t = 10 hours,
‘;,;: }@__x* B ] 'Y
3‘1" < Find: C, for this system component during this mission phase.
o e = " Solution:
B 3
C g For the first critical failure mode; i.e., forn = 1
(px KgKy At 106)l = (C.50)(0.30)(50)(10)(0.05 X 107} (10)(108) =
For the second critical failure mode; i.e., forn = 2
_ | (B4 Kgky gv » 10”), = (0.50)(0.20)(50)(10)(0.05 X 20-6)(10)(208) ="
e § = 2end
. 2
c, = E (prigkAct » 10%), = 38 + 25 = 63

n=1

3.3.2 Format For C, Czloulition

T A e

iLe columns ol the rormat ror C, calculations shown in Figure E-3 should be
£i1led out as follows:
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Column
Number

1) = (7)

(8)
(9)

(10) - (16)

17)

3.3.2 (Continued)

Explanation or Description of Entries

These columns duplicate the information given in the same
columns of the FMEA format shcun in Figure E-2 and are
explained in Paragraph 2.3.

Failure effects given for the highest system level on the
FMEA,

The source of reliability information used for each calcula-
tion should be identified in this column.

Enter the information required for the calculation of the
vortion of the component's criticality number due to each
of its critical failure modes.

Enter the component's criticality numbers in this column,
This is the sum of the porticns of the criticality number
entered in col'mm (16) due to a particular mission phase
and loss statement,
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Page
Date

By

Suteystem

Criticality Evaluation

(17)

Coumponent, __
Crivicality
Number, C,

(16)

Critical
Failcre .
Mode
Contribatien

(15)

Operating
Tinme

Hours

or Cycles t

(14)

Generic Failure

Rate Failures/

Hour or Cycle
AG

(13)

Operational
Ratio K,

(12)

Environmental

(11)

Failure Mode
tio o

(10)

Probability
of Failure
Effects 3

Number Calculation

(9)

Reliability Data
Source Code

Failures

(8)

Failure Effects

Figure E3 General Format} kor Criticality

(7)

Mission Phase

(6)

Failure Mode
and Cauze

(5)

Funection

Iter Identification

(4)

Rel. Losic Diazram

Wber/Tinetion
wirber

(3)

Drawirng
Reference
Designation

(2)

Identification
Morker

(1)

Nare
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4.0 SUMMARY OF FMuA AND CA
4.1 PREPARATION OF FMECA SUMMARY

The procedure is a method for combining the criticality values by mission
phase to develop an overall summary.,

Preparation of the FMECA summary is developed from the FMEA and CA analysis
discussed in Sections 2 and 3 and is accomplished by completing a form
similar to that given in Figure E-4. Instructions for completing the form
are given below. ’

A criticality 1list is prepared. Critical system componerts are grouped
according to loss statement and are listed in the groups in descending order
according to the magnitude of their total criticality number for the particular
loss statement. A system component's toial criticality number for a particular
loss statement is computed from the FMECA summary information., Examples of
ground rules for this are given below.

A genersl FMECA summary form is shown ir Figure E-4. The columns are
completed as follows:

Column
Number Explanation or Description of Entries

(1) - (5) 1Identification and function of the system component with
eritical failure modes is the same as are those ror the
FMEA format in Figure E-1 which is described in Paragraph

2.3.

(6) For each system component, enter its critical failure
modes and, if known, their causs.

(7) = (9) If the critical failure mode has an effect during Phase I
of the mission, its effect on the syo.em is given in
Column (7) with mission time or event. The approved loss
stutement Tor ihe effect is given in Column (8). The
portion of the total criticality mumber calculated for the
critical failure mode according to the example given in
Paragraph 3.3.1 is entered in Column (9).

(10) ~ (12) Where the critical failure mode has rn effect during
Phase 2 of the mission, Columns (10)-(12) are completed
in the same manner as in Columns (7)-(9). This format should
be extended to include all mission phases.

(13) A total criticality number may be computed for each system

comperient accordirg to approved ground rules. An example
of ground rules is as follows:

g e
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4.1 (Continued)

Colummn

Number Explanation or Description of Entries

(13) a. Each criticality number in the mission pha.e ~olunas
Contd. shall be multiplied by an approved importance

welghting factor for its particular loss statemrat.

Example for stage/module level FMECA: Kills Crew =
1.0, Damages Vehicle = 0.5, Precludes Escape = J.4,
Loses Protective Devices = 0.3.

Example for subsystem level fMECA: Loss of critical
output or input which could lead to crew loss = 1.0,
Loss of noncritical input or output = 0.2, Annoyance
failure = 0.1,

These examples are given only to convey the intent. A
lengthy list of statements of actual loss may be ranked
in relstive importance by this means.

b. A given critical failure mode in a system component
shall occur only once during the missicn, assuming no
repair; therefore, the largest weighted criticality
number for a critical failure mode will be selected
from among the mission phase columns ror calculation
of the component's total criticality number.

¢. A component's total criticality number for a particular
loss statement shall be the sum of the weighted
criticality numbers with the same loss statement
selected from the miasion phase columns according to
ground rule b, preceding.

d. Each total criticality number with loss statewont for
a system component as calculated by ground rile c,
above, shall be entered in Column (13) of the FMECA
summary format,

4.2 CRITICALITY LIST

The last step of the FMECA is the preparation of the criticality list.
Critical system components are grouped according to loss statement and are
listed in the groups in descending order according to magnitude of thetir
totil criticnliy nunter for the loss statement, A systen composent may
appear in mcre than one ol the groups. Appropriate supporting information
and recommendations should be given for each of the listed components.
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FMECA SUMMARY

(5) Funection

|

Figure E4/ General FMECA Summary Format

Reliability
Legie Diagr

(4) Nuxber/Fu;ction
Number

Drawing
(3) Reference
Designation

Item Identification

(2) Identification
Number

-~
Syctenm
Subsyste:.

(1) Nace

SHEET E-403




A .‘té ) : . ' ’ o, :X e .45 ‘1 ’ . i '
. RIS ) : -5}*' R '!, C |
- v ‘ ; - et R z
‘ NUMBER D2-112062-1
et £TEVEIN L comrany : REV LIR

LUMITATIONS

This document is controlled by 9=8231 KSC TIE System Safety

All revisions to this document sholl be approved by the
above noted organization pricr to release.
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